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Iran and Israel have been bitter foes 
for more than four decades. Prime 
Minister Benjamin Netanyahu has 
been the world’s most outspoken 

leader against Iran’s nuclear program, and 
Jerusalem has been accused of assassinat-
ing Iranian nuclear scientists. Tehran has 
been the main backer of Hezbollah, which 
has been involved in several military 
skirmishes against the Jewish state and 
has targeted Israel’s cities with sophisti-
cated rockets. Since the beginning of the 
civil war in Syria in 2011, Israel has been 
bombing Iranian and Shiite targets almost 
with impunity.

This intense confrontation between the 
two non-Arab Middle Eastern powers 
extends to all warfare domains, including 
cyberspace. Both Tehran and Jerusalem 
have invested substantial resources in 
building defensive and offensive cyber 
capabilities and have accused each other 
of using them in hostile operations. In late 
spring 2020, an attempt to penetrate com-
puters that operate rural water-distribution 
systems in Israel was attributed to Iran. 
Yigal Unna, the head of the Israeli Na-

tional Cyber Directorate, stated that, had 
his institute not detected the attack in real 
time, “chlorine or other chemicals could 
have been mixed into the water source in 
the wrong proportions and resulted in a 
‘harmful and disastrous’ outcome.”1 The 
Israeli official added, “We will remember 
… May 2020 as a changing point in the 
history of modern cyber warfare.”2 Shortly 
after the incident in the Israeli water-distri-
bution system and in apparent retaliation, 
Iran’s Shahid Rajaee port was attacked, 
snarling traffic around the port for days. It 
was linked to Israel. Mohammad Rastad, 
managing director of the Ports and Mari-
time Organization (PMO), declared that 
the attack failed to penetrate the PMO’s 
systems and was only able to “infiltrate 
and damage a number of private operating 
systems at the port.”3 

These reported attacks and counterat-
tacks raise concerns about the two nations’ 
cyber capabilities and how these virtual 
operations are likely to impact the entire 
Middle East. This is particularly important, 
given that cyber warfare lacks well-speci-
fied rules. 
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FROM ALLIES TO SWORN 
ENEMIES

Few bilateral relations have shifted as 
significantly as those between Tehran and 
Jerusalem. Iran started formulating its 
policy toward Israel even before the coun-
try was established. Supporting the Arab 
position, in 1947 Iran voted for the minor-
ity plan, which envisaged a federated state 
of Palestine composed of two autonomous 
parts, one Jewish and one Arab, and voted 
against the Palestine Partition Plan that led 
to the creation of Israel.4 Furthermore, Iran 
voted against Israel’s entry into the United 
Nations but did not disguise its unwilling-
ness to become actively involved in the Ar-
ab-Israeli conflict. Finally, unlike Turkey, 
a Muslim and Middle Eastern state that 
granted Israel full recognition, the Iranian 
cabinet decided in March 1950 to grant the 
Jewish state de facto recognition.5 

These seemingly contradictory moves 
by Tehran in its relations with the newly 
born Israel can be described as “calcu-
lated ambivalence,”6 reflecting the relative 
weight of opposing forces that shaped 
Iranian policy in the aftermath of World 
War II. These included the growing Iranian 
dependence on U.S. economic and mili-
tary aid to contain and neutralize Soviet 
threats. For many Iranian officials, grant-
ing some kind of recognition to Israel 
would enhance the country’s image within 
Jewish organizations in the United States. 
These organizations, according to Tehran, 
could lobby the American administration 
and Congress to serve Iranian interests 
in Washington. Besides, the shah viewed 
Israel’s military and agricultural expertise 
with great admiration. By establishing 
good ties with the Jewish state, Iran was 
able to benefit from Israeli experience. Fi-
nally, sensitivity to Arab official and public 
opinion, as well as domestic opposition 

in Iran from religious circles and leftist 
groups, restrained how far the shah could 
go in cooperating with Tel Aviv. 

These forces — sometimes more, some-
times less — shaped Iran’s policy toward 
Israel from 1948 until the 1979 Islamic 
Revolution. Since the fall of the Pahlavi 
regime, Iranian-Israeli hostility has been 
driven by both ideology and geopolitics. 
Iran, the largest and most populous coun-
try in the Persian Gulf region, along with 
Egypt and Turkey, has always played a 
leading role in Middle Eastern/South Asian 
history and policy. Given its advantages, 
the leaders in Tehran, regardless of their 
political orientation (imperial or Islamic), 
have always perceived a special role for 
their country in shaping Middle Eastern 
economic, military and political affairs. 

Shortly after the establishment of the Is-
lamic Republic, Iran sought to “Islamize” 
the Arab-Israeli conflict. Instead of ap-
proaching it as a dispute between the Arabs 
and the Israelis, the Iranian leadership saw 
it as a struggle to liberate holy Muslim 
sites and Muslim land. This perception is 
in line with statements Ayatollah Khomeini 
made before and after rising to power as 
did his successor, Ayatollah Khamenei. 
During his exile, Khomeini supported all 
struggles against Israel throughout the 
world and accused the shah of allowing 
Israel a free hand in Islamic Iran. Indeed, 
the shah’s close cooperation with Israel 
and the United States was a major theme 
of Khomeini’s opposition to the Pahlavi 
regime. Khamenei followed the same line, 
arguing that the Palestinian question and 
the ultimate disposition of Israel were 
Islamic matters on which all Muslims, not 
just Palestinians, must have a say. In May 
2020, Khamenei stated, “The struggle to 
liberate Palestine is a Jihad in the way of 
God and it is an obligation and an Islamic 
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goal.”7 Despite this strong ideological 
orientation, the Islamic Republic has been 
guarded in its opposition to the negotia-
tions between Israelis and Palestinians. 
Iranian senior officials have repeatedly 
confirmed that they would accept whatever 
the Palestinians accept in their negotiations 
with the Israelis.

Meanwhile, Israel has sought to portray 
itself as “the West’s first line of defense 
against the threat of both Sunni and Shiite 
Islamists.”8 In the last few decades, the 
strategic landscape in the Middle East has 
strongly turned in favor of Israel. Domes-
tically, the Israeli standard of living is 
similar to or higher than many in Europe. 
The economy is one of the fastest growing 
in the world, 
and the nation 
has emerged as 
a major hub for 
foreign invest-
ment, particu-
larly in the area 
of information 
technology 
(IT), earning it 
the title “start-
up nation.” Militarily, the country is the 
only nuclear power in the Middle East, and 
the Israel Defense Forces (IDF) are by far 
the strongest in the region. 

The balance of power between Israel and 
its Arab rivals has turned strongly in favor 
of Jerusalem. The three major traditional 
ones, Egypt, Iraq and Syria, have lost 
much of their leverage. With a popula-
tion of more than 100 million and limited 
economic resources, Cairo faces daunting 
challenges. Since 1980, Baghdad has been 
in wars against Iran, the United States and 
the Islamic State (ISIS); Iraq has a long 
way to go before it can hope to resume its 
regional leadership status. Finally, since 

2011, Syria has been mired in civil war 
and, despite the recent gains by President 
Bashar al-Assad, its future is uncertain. 
By contrast, the Gulf Cooperation Council 
(GCC) states of Bahrain, Saudi Arabia and 
the United Arab Emirates seem eager to 
normalize relations with Israel; some of 
their leaders see Iran and political Islam, 
not Israel, as their main enemies. Crown 
Prince Mohammed bin Salman needs some 
time to consolidate power and implement 
necessary economic and political reforms 
before Saudi Arabia can become a regional 
power. 

Globally, Israel has always enjoyed spe-
cial relations with the United States, but 
President Trump has proven himself the 

best friend 
Israel has 
ever had in 
the White 
House. Ar-
guably, the 
Trump ad-
ministration 
has given 
Netan-
yahu carte 

blanche, with almost no restrictions on his 
expansionist policies. At the same time, 
Netanyahu has developed close ties with 
other world leaders, including Vladimir 
Putin of Russia, Xi Jinping of China and 
Narendra Modi of India, among others. 
Additionally, Israel is building economic 
and diplomatic relations in Africa and 
Latin America.

This emerging picture does not mean 
everything is moving in the direction 
Israel prefers. Jerusalem faces serious 
challenges, including domestic corruption 
and political polarization. The nation’s 
peace treaties with Egypt, Jordan and the 
Palestinian Authority are at risk due to its 

There is nuclear deterrence because 
adversaries have a good understanding 
of each other’s nuclear weapons. On the 
other hand, a cyber arsenal is usually 
shrouded in secrecy, for fear adversaries 
would develop countermeasures if even 
basic capabilities were known.
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plan to annex large parts of the West Bank 
and Jordan Valley. Equally important, the 
Israeli leaders have not been able to reach 
a consensus on how to deal with the “de-
mographic bomb,” the large and growing 
number of Arab-Israeli citizens.

Despite these domestic hurdles, Israel 
has emerged as a major regional power. 
The nation faces two regional adversaries: 
Turkey and Iran. Like Tehran, Ankara per-
ceives itself as a major regional power and 
the leader of the Islamic world. President 
Recep Tayyip Erdogan and Netanyahu do 
not trust each other, but, rhetoric aside, 
Israeli tourists are welcomed in Turkey and 
the two nations enjoy good economic rela-
tions. Erdogan opposes Israel’s control of 
Muslim holy sites and malign treatment of 
the Palestinians, but he sounds much more 
tolerant of Israeli policies than his counter-
parts in Tehran. This leaves Iran and Israel 
as the main opponents in the Middle East.

IRAN’S CYBER PROGRAM
Iran’s investment in building strong 

cyber capabilities is driven by several 
overlapping factors. First, unlike most of 
its adversaries (the United States, Israel, 
Sunni Arab countries led by Saudi Arabia 
and the UAE), the Islamic Republic lacks 
the necessary financial resources to sup-
port conventional military forces. In 2019, 
defense spending per capita was $207, 
and 3.8 percent of gross domestic product 
(GDP). The comparable figures for Israel 
are $2,254 and 5.82 percent, respectively.9 
This does not mean, however, that Iran has 
no options. The cyber domain is one arena 
in which Tehran can challenge perceived 
adversaries without taxing its relatively 
limited resources. Indeed, cyber is one of 
several toolkits in Tehran’s asymmetrical-
warfare arsenal.

Second, Iranian leaders have always 

perceived their country to be in a cultural 
war with the United States and its allies. 
They have always maintained that resist-
ing Western cultural penetration of Iranian 
society and protecting and promoting Is-
lamic values have been at the heart of their 
revolution. Stated differently, soft power 
is as dangerous and effective as military 
force. Against this background, Tehran has 
been building both defensive and offen-
sive capabilities to counter the perceived 
adversaries’ soft power. These capabilities 
include censorship of domestic media and 
active messaging to the rest of the world 
in multiple languages through the Islamic 
Republic of Iran Broadcasting (IRIB) and 
many other media outlets, both online and 
off.

Third, like other oil-producing countries, 
Iran has been trying to reduce its heavy 
dependence on petroleum revenues and 
to diversify its economy. Indeed, being 
dependent on crude and its derivative 
products as the main sources of public 
revenues has made the nation vulnerable 
to international sanctions and fluctuations 
in oil prices. Investing in human capital 
and information technology is one way to 
build a strong economy and create jobs for 
hundreds of thousands of young Iranians. 
Trade, investment, banking and all other 
aspects of a modern economy depend 
heavily on a sophisticated technological 
infrastructure.

Fourth, pride is a major element behind 
investment in cyberspace. While nuclear 
technology served as a symbol of tech-
nological advance and great-power status 
and achievement, the cyber domain is seen 
around the world as cutting-edge and a 
harbinger of the future.10 Cyber capabili-
ties support the official narrative that the 
Islamic Republic is an emerging scientific 
and technological force whose achieve-
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ments are on par with those of other global 
powers. Iran was one of the first countries 
in the Middle East to be connected to the 
Internet in the early 1990s. The nation 
has one of the highest Internet penetration 
rates in its region; the majority of its young 
population have regular access to the 
World Wide Web and mobile phones. The 
country takes great pride in establishing 
and presenting itself as a major technologi-
cal hub. Sharif University of Technology, 
for example, is among the top universities 
in the region. 

A major turning point in Iran’s ambition 
to build cyber capabilities was Operation 
Olympic Games, in which a malware agent 
known as Stuxnet was used to sabotage 
components 
of the Natanz 
uranium-
enrichment 
facility. This 
sustained 
campaign of 
sabotage, unprecedented in its sophistica-
tion and preparation, was alleged to have 
been a joint effort by the governments of 
the United States and Israel. The out-
come was the destruction of over 1,000 
centrifuges — setting back Iran’s nuclear 
progress by more than a year. After another 
three years, in July 2010, the computer 
virus was discovered and publicly re-
vealed.11 Stuxnet was the first major piece 
of malware to do more than harm other 
computers and actually cause physical 
destruction. Michael Hayden, former di-
rector of the CIA, argued that the Stuxnet 
attack “crossed the Rubicon” by attacking 
another country’s critical infrastructure.12 
Further attacks followed. In September 
2011 and again in May 2012, two forms 
of advanced spyware, Duqu and Flame, 
respectively, were discovered on computer 

networks in Iran. This discovery indicated 
that Iran was under constant cyberattack 
by its enemies. In Tehran, the lessons 
learned about the apparent vulnerability of 
the country’s nuclear facilities and critical 
infrastructure became the driving force in 
consolidating and expanding the country’s 
cyber capabilities. 

In March 2012, Khamenei issued a 
directive establishing a centralized agency 
responsible for managing Iran’s cyber 
policies. Members of the new Supreme 
Council of Cyber Space (SCC) include 
the president, the speaker of parliament, 
the head of the judiciary, the director of 
the IRIB, the minister of Information and 
communication technology, the minister 

of culture and 
Islamic 
guidance, 
the com-
mander of the 
Revolutionary 
Guard Corps 

(IRGC) and the national policy chief.13 All 
state agencies are required to cooperate 
with the Center. Other government entities 
involved in cyber warfare include IRGC 
Electronic Warfare and Cyber Defense Or-
ganization, Basij Cyber Council, National 
Passive Defense Organization and Cyber 
Defense Command.14   

Have these government entities been 
effective in projecting Iran’s cyber power 
and defending its critical economic in-
frastructure and military force? Based 
on open sources, it is hard to arrive at an 
accurate assessment. Iran has been accused 
of being behind several cyberattacks: 
assaults on the websites of major U.S. 
banks, attacks on the Saudi Arabian Oil 
Co. (Aramco) by a computer virus called 
Shamoon, infiltration of a large unclassi-
fied computer network used by the U.S. 

Stuxnet was the first major piece of 
malware to do more than harm other 
computers and actually cause physical 
destruction. 
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Navy and Marine Corps, breaking into the 
command-and-control system of Bowman 
Avenue Dam north of New York City and 
stealing data from the computer network 
of the Las Vegas Sands Corporation.15 
Furthermore, in 2016, the United States 
indicted seven Iranian hackers for working 
on behalf of the IRGC to conduct the bank 
attacks, and in 2017, two Iranian nationals 
were charged with a criminal conspiracy 
related to computer fraud.16 A year later, 
in 2018, the U.S. Department of Justice 
charged nine Iranians with conducting a 
massive cyber-theft campaign on behalf 
of the IRGC. All were tied to the Mabna 
Institute, an Iranian company. The victims 
included over 300 universities, almost 
50 companies and several government 
agencies.17

On the other hand, the United States is 
reported to have carried out a number of 
cyberattacks against Iran in the last few 
years. For example, in mid-2019, it was 
reported that the U.S. Cyber Command 
knocked out a crucial database used by 
the IRGC to target oil tankers and ship-
ping traffic in the Persian Gulf after the 
Iranian force shot down a U.S. surveillance 
drone.18 A few months later, another cyber 
operation was reported to have punished 
Iran for the September 14 attacks on Saudi 
Arabia’s oil facilities, which Washington 
and Riyadh blamed on Tehran.19 Confront-
ed with these alleged attacks, the Iranian 
minister of information and communica-
tions technology, Mohammad Javad Azari, 
claimed that his country’s home-grown 
cyber-security wall, known as Digital 
Fortress (Dejfa), was able to neutralize 33 
million cyberattacks in 2019.20

These claims of cyberattacks and coun-
terattacks cannot be confirmed. Neither 
side has ever claimed credit for the alleged 
attacks and, understandably, no evidence 

has ever been made public. Still, these al-
legations suggest that Iran and its adversar-
ies will continue to build cyber capabilities 
and employ them against each other in the 
coming years.

ISRAEL’S CYBER PROGRAM
Israel’s interest in cyberspace is no dif-

ferent from that of Iran. Jerusalem’s huge 
investment in cyber capabilities, both 
civilian and military, has been driven by 
economic, military and strategic impulses. 
Unlike some Middle Eastern countries, 
Israel holds limited natural resources. This 
has left its leaders with few options but to 
invest in innovation, science and technol-
ogy. These policies and investments have 
paid off; the Israelis proudly call their 
country the start-up nation.21 In the annual 
Bloomberg Innovation Index, the country 
is ranked as the world’s sixth-most innova-
tive economy after Germany, South Korea, 
Singapore, Switzerland and Sweden.22

The nation’s technology sector reflects 
a collaboration between the government 
(including the military), businesses and 
universities. Within this framework, cy-
bersecurity and technology in general are 
considered an economic growth engine. In 
recent years, Israel has emerged as a major 
hub, attracting huge investments from ma-
jor hi-tech multinational companies such 
as Alibaba, Google, Bosch, AOL, Qual-
comm, Facebook, Merck, IBM and Sony.23 
Israel has some of the best universities and 
research centers in the Middle East, includ-
ing Technion-Israel Institute of Technol-
ogy, Hebrew University of Jerusalem, the 
Weizmann Institute of Science and Tel 
Aviv University.

Innovation has been considered a major 
necessity for security reasons. When the 
country was created in 1948, Israel’s 
founding fathers sought to establish a 
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qualitative edge over its vastly more popu-
lated and better endowed Arab adversar-
ies. Within this context, Israel has become 
the only nuclear power in the region, its 
military one of the most technologically 
advanced in the Middle East and, indeed, 
the entire world. Israel is a leader in the 
military domains of drones, missiles, 
missile-defense systems and electronic 
warfare, among others. Jerusalem has 
received substantial assistance from the 
United States and Europe in building these 
capabilities. 

Against this background, Israel has 
developed a multilayered cyber strat-
egy leveraging automated computerized 
systems and highly trained personnel that 
combine intelligence, early warning, and 
both defensive and offensive capabilities 
across civil-military domains. In 1997, 
Tehila (Government Infrastructure for 
the Internet Age, Israel’s e-government 
project) was launched with the goal of 
protecting the connection of government 
offices to the Internet and providing secure 
hosting for the governmental sites.24 The 
IDF identified the enormous potential of 
computers and engaged in various types 
of computer warfare as early as the 1990s. 
In 2002, the government issued a resolu-
tion titled “Responsibility for the Defense 
of Computerized Systems in the State of 
Israel” (Resolution 84/B), which outlined 
the defense principles for Israel’s critical 
computer-supported infrastructure.25

In August 2011, the government is-
sued Resolution 3611, “Advancing Na-
tional Cyberspace Capabilities,” in which 
strengthening the country’s scientific and 
technological cyber capabilities and inno-
vation processes was considered a critical 
priority.26 A few months later, in January 
2012, the Israeli National Cyber Bureau 
(INCB) was established. It was tasked 

with promoting and regulating government 
cyber activity, improving cyber defense 
for the non-defense-related sectors of the 
government, and expanding the state’s 
capabilities to secure critical infrastructure 
systems against cyber terrorism, whether 
carried out by foreign nations or terrorist 
groups.27 Other tasks include recommend-
ing policy changes to the government 
regarding cyberspace, promoting cyber-
space industry, funding cyber research 
and development, advancing national 
cyber-educational programs, and articulat-
ing a cyberspace security doctrine.28 Three 
years later, in February 2015, the Na-
tional Cyber Security Authority (NCSA) 
was established, and in 2017, the Israeli 
National Cyber Directorate was created as 
the highest national authority for strategic 
cyber-policy planning. It consists of two 
arms: the INCB, which is responsible for 
overall strategic policy planning in the 
realm of capacity building, and second, the 
NCSA, which is responsible for national-
level implementation and regulation of 
critical infrastructures. In short, the Israel 
National Cyber Directorate is responsible 
for all aspects of cyber defense in the civil-
ian sphere, from formulating policy and 
building technological power to managing 
operational defense in cyberspace.29

In addition to the civilian sphere, cyber 
operations play a prominent role in the 
military domain. Initially, cybersecurity 
was conceptualized along the lines of 
information warfare. Understandably, 
specific details of military cyber units and 
capabilities are not publicly available. Still, 
since the late 2000s, the IDF has consid-
ered cyberspace a strategic and operative 
combat zone. The Intelligence Corps Unit 
8200, which deals with national signals 
intelligence (SIGINT) and code decryp-
tion, plays a leading role in military cyber 
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operations.30 A cyber unit within 8200 was 
established in 2009, entrusted with devel-
oping and deploying offensive cyber weap-
ons.31 The C41 Directorate (command, 
control, computers, communications and 
intelligence) is responsible for prevent-
ing and detecting infiltration into military 
networks.

THE WAY FORWARD
Several conclusions can be drawn from 

Iranian and Israeli policies in cyberspace. 
They are likely to shape their strategic 
rivalry as well as economic and political 
stability in the broader Middle East. First, 
there is no way to provide an accurate as-
sessment of the two countries’ cyber pow-
er. Unlike they do for traditional military 
forces (air, naval and ground), nation states 
do not disclose information on their cyber 
weapons. Because they are rarely acknowl-
edged publicly, cyber strikes are much like 
covert operations. Rather, a close exami-
nation of Tehran’s and Jerusalem’s cyber 
policies shows the huge investments they 
have made in building their capabilities 
and underscores their determination to use 
them, both defensively and offensively. 
Stated differently, cyber warfare has been 
integrated into the broad defense strategies 
of both the Islamic Republic and the Jew-
ish state. 

Second, the digital confrontation be-
tween the two is likely to intensify in the 
coming years. A key element of deter-
rence is ensuring that an adversary knows 
the other side’s basic capabilities. There 
is nuclear deterrence because adversaries 
have a good understanding of each other’s 
nuclear weapons. On the other hand, a 
cyber arsenal is usually shrouded in se-
crecy, for fear adversaries would develop 
countermeasures if even basic capabilities 
were known. Thus, in the absence of cyber 

deterrence and a lack of internationally 
recognized regulations, both Tehran and 
Jerusalem are likely to further employ their 
capabilities against each other and against 
other countries.

Third, an all-out war between Iran and 
Israel is not likely but cannot be ruled out. 
Global powers (i.e., the United States, 
Russia, China and Europe) and neighbor-
ing states understand that an Iranian-Israeli 
war would deal a heavy blow to eco-
nomic and political stability in the broader 
Middle East/South Asia region and trig-
ger immigrant and refugee crises. Being 
under an American “maximum pressure” 
campaign and trying to recover from the 
coronavirus, Iran does not wish to start 
a war. Meanwhile, Israeli leaders, with 
strong support from Washington, Riyadh 
and Abu Dhabi, seem satisfied to mount 
economic and military pressure on Tehran, 
hoping for a “regime change.” This low-
cost strategy seems a better option than a 
costly and uncertain full-scale war. How-
ever, history teaches us that wars usually 
start because of miscalculation by one or 
both sides. Given this uncertain strategic 
environment, both Tehran and Jerusalem 
are likely to further employ low-cost cyber 
operations.

Fourth, the digital confrontation between 
Iran and Israel is not likely to be restricted 
to the two of them. Neighboring countries 
are likely to become involved. The GCC 
states — Bahrain, Kuwait, Oman, Qatar, 
Saudi Arabia and the UAE — are trying 
to implement economic reform and reduce 
their heavy dependency on oil revenues. 
Thus, the more digital their economies and 
societies become, the more vulnerable they 
are to cyberattacks. The GCC states have 
already reported numerous cyberattacks on 
their critical economic infrastructure.

Finally, given the rhetoric from both Ira-
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nian and Israeli leaders in the last several 
years, it is hard to imagine peace or détente 
between the two regional rivals. Therefore, 
neighboring Sunni-Arab countries and 
global powers need to invest in diplomacy 
to reduce the hostility between Tehran and 
Jerusalem. The ongoing tension is be-
ing felt and played out in Lebanon, Iraq, 
Syria and other countries. In recent years, 
there have been signs of warming relations 

between Israel, on one side, and Bahrain, 
Oman, Saudi Arabia and the UAE, on the 
other. This growing cooperation should not 
be used to form a new axis against Iran, 
while there are no credible signs of regime 
collapse in Tehran. Diplomatic efforts to 
reduce tension among the regional powers 
and acknowledge their legitimate security 
concerns would reduce incentives for a 
destructive cyber confrontation.
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