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Artem Oppermann, “Artificial Intelligence vs. Machine Learning vs. :1jpnn
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Deep Learning,” Toward Data Science, Oct 29, 2019
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Andrew Lohn, Hacking Al : A Priler for Policylakers on Machine Learning Cybersystems, CSET, December 2020 :7pn11

©@CSET



: M0

1501 7200 TInS e L3
nY»asnA

bahPhinbak
QX1 °N92 2°0197 NIPAY 9127 0" 1 SWNR-DBY YN e
NN 1¥27 2OV WK YR

DN AR POPNY TMPN AAY¥aN ¢ 212 NwWIn e
77123 NIN22 7123 NIDRA

MO DOWMT APYOAM NIRRT 2ANWRT NPAWIVBR e

SPYALH W 172 TNP0 TWRaY MDY 2’ NDava c mbanen e

maxm

MW OV TTANA? MDY IR D:n Mown : wma nypw e

TR 1793w MIAIT DR TI9RW DTN 92N IR 72°20 MR X2 M2 2" MoIwn - ERIR e

SWIR 1101 MWNT 1°77 10 RONORW

IRY MMAW MIRODP 17 P MOTYn 9207 nb> e
T AWR LT

207 119D 1N T TINY

©@CSET



RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

Delivering weaponized bundle to the
victim via email, web, USB, etc.

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard' access,
intruders accomplish their original goals

©@CSET

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Exploiting a vulnerability to execute

code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

Lockheed Martin, “The Cyber Kill Chain” :1pnn
https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kilkchain.html
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Malware
CoinMiner
Dridex
Emotet
GhOstRAT
Kovter

Nanobot
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SHA256
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Skylight Cyber, “Cylance, | Kill You!”
e https://skylightcyber.com/2019/07/18/

- cylance-i-kill-you/
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e Automating Cyber Attacks: Hype and Reality by Ben Buchanan, John
Bansemer, Dakota Cary, Jack Lucas and Micah Musser

e Destructive Cyber Operations and Machine Learning by Dakota Cary and
Daniel Cebul

e Machine Learning and Cybersecurity: Hype and Reality by Micah Musser
and Ashton Garriott

e Hacking Al: A Primer for Policymakers on Machine Learning
Cybersecurity by Andrew Lohn

e Al and the Future of Cyber Competition by Wyatt Hoffman
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