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Abstract: The features of successful criminal organizations, including ma-
ritime piracy organizations, seem to be consistent with those that have 
been observed in business organizations. Research has proved that the 
sources of advantage and value creation in business organizations are in-
tangible factors, including leadership, obsession for action, and creativity, 
among others. The idea behind this presentation of maritime piracy is 
based on the theory of the resources, skills and competencies of strategic 
management. According to the classification which has been adopted, it 
has been observed that the success factors of maritime piracy are: skill 
capital, innovative capital, and client capital. The observations were made 
using office-based research and a diagnostic survey. 


Keywords: Maritime piracy, strategic management, resources, skills, com-
petencies. 


Introduction 


The seas have played host to numerous conflicts, including piracy. The risk of 
this has increased due to a number of factors of a legal, political, economic or 
technical nature. These include the end of the Cold War and the collapse of the 
bipolar balance of power in the world, the legal status of marine areas, the ex-
pansion of areas of instability on land, the reduction of naval presence, the rel- 
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atively low price and availability of ships, and poverty.1 However, external de-
terminants of piracy are not part of the analysis carried out in this article, which 
focuses on aspects of the internal environment. 


What is the definition of piracy? The Geneva Convention defines piracy as 
any illegal act of violence, detention or any act of depredation, committed for 
private ends by the crew or the passengers of a private ship or a private air-
craft, and perpetrated on the high seas, against another ship or aircraft, or 
against persons or property on board such ship or aircraft.2 The purpose of this 
article is to depict terrorist organizations and maritime piracy in light of the 
theory of resources, skills and competencies of strategic management. It is this 
way of thinking that dominated the approach to organizational strategy in the 
early nineties. In organizations focused on economics and science, the analysis 
of the importance of intangible assets, along with the knowledge and innova-
tion that stem from this, changed their focus from competition to cooperation, 
leading in turn to increased success. It is therefore necessary to ask if there are 
universal success triggers that apply to all organizations, or whether these de-
pend on the type of business in question. This article therefore seeks to analyze 
the issue described above (namely, the threat posed by the operations of 
criminal organizations) in an interdisciplinary manner. The work is based on the 
methodology of theories of management and organization. 


In summary, maritime piracy has been treated as a criminal organization 
with specific competencies as, in light of the base resource approach, the or-
ganization comprises a collection of resources and skills. This was established 
via office-based research and diagnostic surveys.3 The question asked in the 
survey compared piracy to various animals and their characteristics. The re-
spondents were students of military academies focusing on defense, security, 
and international relations, along with students in the humanities specializing 
in education and the arts.4 


                                                           
1 See Martin N. Murphy, “Future Scenarios and Future Threats: What Happens if Pi-


racy is not Controlled, and How Might Manifestations Change?,” in Global Challenge, 
Regional Responses: Forging a Common Approach to Maritime Piracy, ed. Stephen 
Brannon and Taufiq Rahim (Dubai, UAE: Dubai School of Government, 2011), 36-40, 
quote on pp. 36–37; Eric Frécon, “Piracy in the Malacca Straits: notes from the field,” 
IIAS Newsletter (March 2005): 36; Jacek Machowski, Piractwo w świetle historii i 
prawa (Warsaw, 2000), 34. 


2 Geneva Conventions on the Law of the Sea, April 29, 1958, no. 33, pos. 187, art. 15. 
3 Aneta Nowakowska-Krystman and Piotr Gawliczek, “Core Competencies of Piracy 


and Maritime Terrorism,” Journal of Defense Resources Management (forthcoming). 
4 Aneta Nowakowska-Krystman and Piotr Gawliczek, “The Image of Piracy and Mari-


time Terrorism – Media as the Tool for its Development,” Journal of Defense Re-
sources Management (forthcoming). 
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Characteristics of Piracy 


Maritime piracy has been a feature of humanity since ancient times as goods 
being transported have always fallen prey to sea-based thieves. It is not sur-
prising that many large-scale films have been produced playing on this pirate 
motif, leading to the assumption that pirates are viewed by the public through 
the prism of legends, novels and movie heroes, as personified by Hook, Flint or 
Jack Sparrow, played by Johnny Depp in the Pirates of the Caribbean movie se-
ries. The image of pirates that has been subconsciously formed since childhood 
presents them as being somewhat inept, disorganized, but also lovable charac-
ters. However, we also find movies based on facts, such as Blackbeard, which 
represent pirate groups as well-organized, effective organizations. A recent 
non-fictional movie, Captain Phillips, describes the fate of a captain abducted 
by Somali pirates. They are portrayed as a group that is committed to achieving 
its objectives with determination and brutality, which means taking the spoils 
and abducting the captain as a consequence. The conduct of pirates thus be-
gins to resemble the activities of terrorists. We learn about these activities via 
media reports, including online, thanks to the increasingly significant role 
played by social networks. 


Sea piracy enjoyed a renaissance in the early 1990s, and since this date it 
has been possible to talk about the formation of powerful gangs living off the 
profits they make on the high seas. These organizations are very well orga-
nized, featuring organizational structures akin to a small army. They have the 
following equipment: very fast boats armed with machine guns, RPGs and mor-
tars, GPS receivers, devices for eavesdropping and interference with radio 
communications, encoded means of communication, diving equipment, and 
water scooters. They have connections to corrupt local police, coastguards, 
shipping companies, and port workers, and often have relations with ship 
crews to ensure that they can act freely and receive information about valuable 
cargo. 


Modern pirates can also be small groups of poor thieves living in port towns 
and impoverished fishermen attacking primitive boats. Most often they board 
ships at night, stand at moorings near the shore, terrorize the crew and pas-
sengers with knives, machetes, and occasionally firearms, then steal what they 
are able to take.5 


Regardless of the type of organization, the pirates are guided in their ac-
tions by the desire for personal gain, whether this be from the sale of stolen 
goods, or the ransom for the ship or crew. At the same time, they take efforts 


                                                           
5 “Terroryzm morski – niedoceniane zagrożenie. Wywiad z Sebastianem Kalitowskim,” 


http://www.terroryzm.com/terroryzm-morski-niedoceniane-zagrozenie-wywiad-z-
sebastianem-kalitowskim, accessed November 30, 2015; Katarzyna Ciulkin, 
“Współczesne piractwo morskie w świetle prawa międzynarodowego,” 
http://akademia.e-prawnik.pl/porady/artykuly-3/wspolczesne-piractwo-morskie-w-
swietle-prawa-miedzynarodowego.html, accessed November 26, 2015; 
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to cover their tracks and not to arouse media attention. Thus, pirate activity is 
concentrated on the operational level. 


As statistical background, the Report of the International Maritime Bureau 
(IMB) on marine piracy states that figures have fluctuated over the past 20 
years across the range of 200-470 pirate-related events a year.6 It should be 
noted that some attacks go unreported. The damage is estimated to amount to 
around 7–12 billion USD. 95 % of the costs incurred are due to the activities of 
Somali pirates.7 


It should also be noted that the geography of piracy has changed. While 
previously most attacks were recorded in the waters around Southeast Asia, 
now the Indian Ocean, particularly off the coast of East Africa, and the Atlantic 
Ocean off the coast of West Africa, are the new focal points. The actions of 
these organized groups are different: Somali pirates hijack ships and hold their 
crews to ransom, while the pirates in the Gulf of Guinea region focus on the 
theft of cargo from ships, especially oil and petroleum products, in order to re-
sell them on the black market. 


Despite the recent decline in the number of attacks, regarding which vari-
ous preventive measures taken by ship owners were undoubtedly contributing 
factors, including an increase in the number of armed guards onboard ships, it 
may be concerning that there is an increase in the degree of brutality, in the 
number of kidnappings for ransom, in the amount demanded by ransom re-
quests, and a prolongation of the time for which individuals and crews are de-
tained. 


The effects of maritime piracy have as a consequence that organizations on 
an international level 


8 initiate discussions on how to counter maritime threats, 
how to fight back, and, by extension, how to detect and transmit data on the 
possible occurrence of these risks. To this end, it is necessary to recognize the 
enemy, including via the use of the theory of resources of strategic manage-
ment. 


                                                           
6 Maritime Piracy (Part I): An Overview of Trends, Costs and Trade-related Implications 


and Maritime Piracy (Part II): An Overview of the International Legal Framework and 
of Multilateral Cooperation to Combat Piracy (Geneva: United Nations Conference 
on Trade and Development, 2014), http://unctad.org/en/pages/newsdetails.aspx? 
OriginalVersionID=814. 


7 Katarzyna Wardin, Współczesne piractwo morskie zagrożeniem dla międzynarodowego 
transportu morskiego, Zeszyty Naukowe Akademii Marynarki Wojennej 178, no.3 
(2009): 89-110, quote on p. 95; Alina Bomba, Piractwo morskie, in Organizacje 
międzynarodowe w działaniu, ed. Agnieszki Flarczak and Alicji Lisowska (Wrocław: 
OTO Agencja Reklamowa, 2014), 5, 7, http://www.repozytorium.uni.wroc.pl/ 
Content/59706/04_Alina_Bomba.pdf, accessed November 27, 2015. 


8 See Bomba, Piractwo, 7–17. 
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Maritime Piracy in Terms of Resources 


The success of the organization has ceased to be solely a reflection of the skill-
ful use of material resources, for example, financial or technical resources. Both 
theorists and practitioners in the domains of organization and management 
reinforce the belief that competitive advantage is achieved through unique so-
lutions, which the organization considers a strategic resource.9 They allow you 
to create winning strategies. Precursors of this approach were C.K. Prahalad 
and G. Hamel.10 They initiated thinking about the organization as a bundle of 
resources and skills, thereby introducing the concept of core competencies and 
strategic intentions. They pointed out that a business strategy based on imita-
tion and duplication of even the best solutions can never provide real benefits. 
Thinking in terms of “strategic intent” is thinking like the explorer who wants to 
survive and win. It has become the image of a business that is constantly set-
ting new challenges and is reborn thanks to profits taken from its competition, 
in this case, from other groups of pirates in terms of loot and security person-
nel.11 


Let us start by explaining the classical approach, dubbed the resource ap-
proach. The search for core competencies should start by examining all the 
base resources (tangible and intangible) and skills (complex resources), for ex-
ample, financial resources, technical resources, staff and their competencies, 
organizational culture, the reputation and achievements of the organization, 
and the efficiency of structures and procedures.12 Tangible resources are what 
the organization has and/or controls. Intangible resources are both internal and 
external factors to which the organization has access and which it may use, but 
over which it does not have full control. They are largely responsible for the 
success of the organization. 


The classification is as follows: human capital, organizational/structural 
capital, relational capital. Human capital is defined as the knowledge, skills, ex-
perience and abilities that employees take with them when they leave the or-
ganization. It is therefore a set of features that allows employees to perform 
tasks, solve problems in the organization, create innovation collectively, build 
relationships, reason, and make decisions. This capital consists of the capital of 
knowledge (know-what, know-why, know-how, know-who), skills (profession-
alism, speed, talent and aptitudes), society (willingness to act, understanding, 
trust, commitment, leadership, norms, values, habits, relationships) and devel-
opment (innovation, flexibility, creativity, learning skills). 


                                                           
9 Mariusz Bartnicki, Kompetencje przedsiębiorstwa, od określenia kompetencji do 


zbudowania strategii (Warsaw: Placet, 2000), 7.  
10 C.K. Prahalad and Gary Hamel, “The Core Competence of the Corporation,” Harvard 


Business Review 68, no. 3 (May-June 1990): 79-91. 
11 Prahalad and Hamel, “The Core Competence of the Corporation.” 
12 Grażyna Gierszewska and Maria Romanowska, Analiza strategiczna przedsiębiorstwa 


(Warsaw: PWE, 1999), 140. 
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Structural capital is defined as the body of knowledge that arises at the end 
of the working day. This includes all the resources that support the work of the 
members of an organization: the organizational structure, databases, proce-
dures, processes, organizational culture, knowledge of the organization, learn-
ing, flexibility, and willingness to change. This capital consists of organizational 
capital (organizational structure, hardware, software, trademarks), process 
capital (methods, techniques, procedures, functions, styles, organizational cul-
ture) and innovation capital (knowledge, learning, flexibility, willingness to 
change). Relational capital denotes the resources related to interpersonal and 
inter-organizational relations, the ability to establish and maintain close and 
lasting relationships, and build a social network: in short, factors related to ex-
ternal relations. This capital is the market capital (relationships with customers, 
competitors, partners), distinction capital (brand, image, reputation, loyalty, 
mission, vision, goals) and customer capital (client database, potential cli-
ents).13 Literature and the responses to the diagnostic survey were analyzed us-
ing the above-mentioned divisions. It can be seen that some of the resources 
cannot be purchased and sold on the market, imitated or replaced 


14 – these 
are called strategic resources. 


Skills are processes and are what the organization can do best, using its own 
or potential resources as a foundation for this. In our case, this consists of 
building a competitive advantage by using the specific skills of criminal organi-
zations (piracy) to achieve the goal (loot), and not getting caught by those 
bodies responsible for the security of the ship or the state. Skills relate to what 
the organization is doing.15 


According to Prahalad and Hamel, for certain organizations, core competen-
cies are the areas of knowledge and experience, which consist of tightly related 
elements. Core competencies are hard for competitors to copy since they are 
specific to and characteristic of a particular organization.16 Compiling resources 
and organizational skills in a unique way forms the core competencies of an or-
ganization, and grants it an advantage over competing criminal organizations, 
as well as over the security services.17 Organizations’ base resources are the 
foundations of their existence. Permanent coordination and the use of resources 


                                                           
13 Leandro Cañibano, Manuel García-Ayuso, M. Paloma Sánchez, and Marta Olea, 


“Measuring Intangibles to Understand and Improve Innovation Management. Pre-
liminary Results,” www.oecd.org/sti/ind/1947863.pdf, accessed November 5, 2015; 
Leandro Cañibano et al., “Measuring Intangibles to Understand and Improve 
Innovation Management (MERITUM). Final Report,” www.pnbukh.com/site/files/ 
pdf_filer/FINAL_REPORT_MERITUM.pdf, accessed November 5, 2015. 


14 Richard Hall, “A framework linking intangible resources and capabilities to sustaina-
ble competitive advantage,” Strategic Management Journal 14 (1993): 618–97. 


15 Ibid., 607–18. 
16 See Prahalad and Hamel, “The Core Competence of the Corporation,” 79–91. 
17 See John L. Thomson and Bill Richardson, “Strategic and Competitive Success: To-


wards a Model of the Comprehensively Competent Organization,” Management De-
cision 34, no. 2 (1996): 5-19. 
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Figure 1: Creating strategic value within the organization. 


Source: Own work, based on Mansour Javidan, “Core Competence: What Does it Mean in Practice?” 
Long Range Planning (1998): 31. 


 
 
to achieve the underlying purpose are evidence of the possession of special 
competencies by organizations. These are made of complex resources. They 
are even more valuable if the organization is in possession of rare, hard to 
imitate or efficiently organized resources 


18
  (see Figure 1). Core competencies 


are therefore the result of the synergy effect between the cognizance of re-
sources  possessed  by the organizations  and the  actual ability to use these 
resources in pursuit of the objectives.19 This knowledge should be possessed by 
a leader. 


It seems that criminal organizations, in this case, piracy, can be compared to 
companies, whose strength lies in human capital. Human capital is defined as 
the sum of the capacity, knowledge, skills and experience of the members of an 
organization and of management that are useful for the performance of com-


                                                           
18 John Walton, Strategic Human Resource Development (Harlow: Pearson Education 


Limited, 1999), 24; Gary Hamel and C. K. Prahalad, Competing for the Future (Boston: 
Harvard Business School Press, 1996), 223. 


19 Halina Chwistecka-Dudek and Włodzimierz Sroka, “Core competencies – koncepcja 
strategiczna,” Przegląd Organizacji 16, no. 3 (2000): 15-20.   
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plex tasks, and the ability to expand these resources by way of learning.20 It 
creates added value for the organization through the direct application of the 
knowledge and skills of its members via the process of operating and accumu-
lating knowledge in the intangible assets. The aim of the organization is there-
fore the acquisition of knowledgeable workers, who are characterized by a cer-
tain state of mind and attitude,21 because powerful companies stem from the 
proximity of mutual relations, loyalty and the trust of their members.22 Simi-
larly, Peters and Waterman see the perfection of companies as one of the as-
pects of community norms and values. Management of people of this kind re-
quires an appropriate organizational culture 


23 (structural capital, subcategory: 
process capital of organization) and leadership (human capital, subcategory so-
cial capital of organization).  


These are two factors that hold the greatest importance in business organi-
zations in term of achieving a competitive advantage, and also seem to be a 
factor within criminal organizations.24 Culture is the result of formal and infor-
mal relationships, processes, and systems, as well as the strategies and goals of 
the organization. It is conditioned in large part by cultural elements, which are 
the products of local traditions.25 In the case of piracy, this consists of: the his-
tory of the organization, poverty, maritime traditions, and legends. Organiza-
tional culture is like the body’s immune system: rooted in the organizational 
subconscious, it determines the development of core competencies.26  


Another important resource is the leader, whose efforts should be aimed at 
accelerating the creation of resources in their organization and facilitating their 
dissemination and use.27 The concept of core competencies is largely of an 
intellectual nature, and manifests itself in a comprehensive knowledge of the 
organization (leaders) with regard to the resources owned. The leader is sup-
posed to create a strategic architecture of the organization, which will guide 


                                                           
20 Gregory G. Dess and Joseph C. Picken, Beyond Productivity: How Leading Companies 


Achieve Superior Performance by Leveraging Their Human Capital (New York: Ameri-
can Management Association, 1999). 


21 See Peter F. Drucker, “The Age of Social Transformation,” The Atlantic Monthly 274, 
no. 5 (1994): 53-80. 


22 William G. Ouchi, Theory Z, How American Business Can Meet the Japanese Chal-
lenge (New York: Avon Books, 1981). 


23 Anil K. Gupta and Vijay Govindarajan, “Knowledge Management’s Social Dimension: 
Lessons from Nucor Steel,” MIT Sloan Management Review 42, no. 1 (2000): 71–81. 


24 See Krzysztof Obłój, Strategia organizacji. W poszukiwaniu trwałej przewagi konku-
rencyjnej (Warsaw: PWE, 2007); Grzegorz Urbanek, Kompetencje a wartość przedsię-
biorstwa (Warsaw: Oficyna a Wolters Kluwer business, 2011), 26. 


25 Jon Vagg, “Rough Seas? Contemporary Piracy in South East Asia,” British Journal of 
Criminology 35, no. 1 (Winter 1995): 63-80. 


26 Grzegorz Urbanek, Wycena aktywów niematerialnych przedsiębiorstwa (Warsaw: 
PWE, 2008), 64. 


27 Mariusz Bratnicki, Podstawy współczesnego myślenia o zarządzaniu (Wyższa Szkoła 
Biznesu w Dąbrowie Górniczej, 2000), 46–47. 
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the organization into the future. Leadership in a hierarchical structure, which 
may include maritime piracy, is a type of relationship between management 
and subordinates. It is the ability to mobilize others resulting from the posses-
sion of not only specific knowledge but also charisma and authority.28 The map 
that leaders create is to determine key competencies and their components, 
which will lead to advantage both in the present and in the future.29 The 
sources of advantage and value creation for organizations are therefore intan-
gible resources, in particular, knowledge, and more specifically the use of it, for 
example, in the ability of criminals to use the latest technology, weapons, GPS 
devices, and satellite communications. Its optimum use depends on the culture 
of the organization. Knowledge is not a factor for long-term value creation and 
cannot provide an advantage due to the possibility of its duplication. Therefore 
creativity is important. This refers to a creative attitude, which contributes to 
the creation of new, original ideas, and solutions, for example an attack or kid-
napping. Non-standard and audacious acts are in fact difficult to predict on the 
part of the security services. Thus, a particular resource of an organization is 
tacit knowledge, inherent in the members of the organization.30 


Attention should be paid to another aspect, namely to the above-men-
tioned information and communication technologies, which facilitate effective 
communication between the members of the organization and allow almost 
immediate contact with their surroundings to assist with the distribution of 
stolen goods and negotiate ransoms with those involved. It seems that intangi-
ble resources are not sufficient for effective action. To succeed, one also needs 
financial capital as well as technical and technological capital. 


Criminal organizations are a collection of high-level organizations charac-
terized by: an obsession for action; close contact with the customer (relational 
capital); autonomy and entrepreneurship; a focus on values; a limited profile of 
activity (structural capital); the treatment of people as the most effective re-
source for the organization; leadership; discipline and knowledge (human capi-
tal).31 The specific nature of maritime piracy allows this list to be expanded to 
include: the mobility of pirates, the ability to use the latest technology, mari-
time traditions and the availability of suitable hiding places.32 The first two can 
be classified as human capital, the latter two as relational capital. 


 


                                                           
28 Urbanek, Kompetencje a wartość przedsiębiorstwa, 42. 
29 Prahalad and Hamel, “The Core Competence of the Corporation,” 79–91. 
30 Urbanek, Kompetencje a wartość przedsiębiorstwa, 18–23. 
31 Thomas J. Peters and Robert H. Waterman Jr., In Search of Excellence: Lessons from 


America's Best-Run Companies (New York: Harper & Row, 1982). 
32 Murphy, Future Scenarios and Future Threats,” 36–37; Martin N. Murphy and Joseph 


Saba, “Countering Piracy: The Potential of Onshore Development,” in Global Chal-
lenge, Regional Responses: Forging a Common Approach to Maritime Piracy, ed. Ste-
phen Brannon and Taufiq Rahim (Dubai, UAE: Dubai School of Government, 2011), 
46-51. 
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Figure 2: The system of basic and auxiliary functions involved in carrying out an 
attack. 


Source: A. Nowakowska-Krystman, “The strategy of the armed forces,” 59. 


In summary, when analyzing the literature on the subject, one can gain the 
impression that human capital, including leadership, creativity and the culture 
of an organization, as well as relationships with its environment, is a factor that 
creates the value of maritime piracy and grants it an advantage over institu-
tions and the authorities responsible for national security. 


The second (newer) approach to the organization, known as the compe-
tency approach, is based on the analysis of the organization as a chain of value 
creation. This involves analysis of the service in the case of attack in question. 
The starting point is the assumption that pirate attacks are a chain of succes-
sive phases of activities: primary and secondary ones (Figure 2). The realization 
of these functions can be represented in the following way: 


33 


 basic functions, including, inter alia, analysis of potential targets to at-
tack, the selection of the object to attack based on the data collected 
to design and simulate variations, manufacturing operations and ser-
vices – preparation of the operational team and the securing of the re-
sources needed to carry out the action, the provision of services, or the 
physical provision of a product – action, withdrawal/evacuation from 
the scene; 


 auxiliary functions (supporting), among others: strategic management, 
which consists of vision, strategy development, and functional strate-
gies. These include: human resources policy (recruitment, training), 
technology strategies (decisions and purchases of equipment of pi-
rates), financial strategies, and communication strategies with the sur-
roundings (for example, the sale of stolen goods). 


                                                           
33 See Aneta Nowakowska-Krystman, “The Strategy of the Armed Forces based on Core 


Competencies,” Science & Military Journal 10, no. 2 (2015): 54-63, quote on p. 58. 
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Maritime Piracy in Light of the Results of the Surveys 


The decision was taken to analyze piracy with reference to the perceptions of 
students. In fact, students have very good access to information. For this pur-
pose, respondents from military academies (National Defense University and 
Naval Academy of Poland) studying security were chosen. They were compared 
with statements given by students studying humanities subjects (Academy of 
Special Education, named after I. Grzegorzewska), treating the students from 
military academies as conscious consumers. 


Analysis of the external image made on the basis of a diagnostic survey 
technique of unfinished sentences run among students at military academies 
led to the following evaluation: they compared piracy to the following 16 ani-
mals, which sets the repetition factor at 1.4: 


34 1. hyena, 26 % of respondents; 
2. fox, 18 %; 3. shark, 16 %; 4. magpie and 5. vulture, 5 %; 6. lion, 7. wolf, 
8. tapeworm, 9. falcon, 10. wild ducks, 11. tiger, 12. viper, 13. parrot, 
14. alligator, 15. leech, 16. ticks – 2.5 % (Figure 3). Students of the National 
Defense University most often compared pirates to sharks, hyenas and foxes, 
while students of the Naval Academy compared them to hyenas, foxes and 
magpies. In the opinion of NDU students, behavior typical of pirates is charac-
terized by: cunningness, aggressiveness, ruthlessness, speed, mobility, deceit, 
action in the group, use of the occasion, attacking the weak, feeding on 
wealthy foreigners at the expense of others, and concealed activities. Students 
of the Naval Academy see pirates as associated with: cunningness, greed, de-
ceit, ruthlessness, taking care of their own interests, preying on foreigners, at-
tacking by surprise, achieving goals regardless of the circumstances, and dan-
gerousness. These features belong to human and structural capital.35 


Humanities students compared pirates to 21 animals in 28 statements, 
which gives a repetition factor of 0.3: 1. shark – 18 % 2. parrot – 11 %, 3. magpie 
– 7 %, 4. hyena, 5. snake, 6. anteater, 7. whale, 8. eel, 9. octopus, 10. piranha, 
11. jellyfish, 12. porcupine, 13. anteater, 14. panda, 15. mosquito, 
16.  opossum, 17. fox, 18. salamander, 19. hawk, 20. cat, 21. ant – 3.5 % (Figure 
3).36 Undoubtedly, the perception of the acts of violence analyzed is influenced 
by feature films, examples of which were given previously. This is evidenced by 
statements indicating the parrot (3 for 28 surveys) as a symbol of pirates, as 
well as the panda—because it reminds the students of a pirate wearing an eye 
patch—and the range of examples given above. The features most often at-
tributed to pirates were: dangerous, cunning, predatory, cause fear, prey on 
others, circle the victim and then attack, and having a lot of tentacles. As in the 


                                                           
34 Assuming that the coefficient of 0.0 is the lack of repeatability.  
35 Nowakowska-Krystman and Gawliczek, “Core Competencies of Piracy and Maritime 


Terrorism,” Nowakowska-Krystman and Gawliczek, “The Image of Piracy and Mari-
time Terrorism.” 


36 Nowakowska-Krystman and Gawliczek, “The Image of Piracy and Maritime Terror-
ism.” 
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   a) responses of students of military academies  b) responses of university students 


 
Figure 3: Distribution of survey responses. 


Source: Aneta Nowakowska-Krystman and Piotr Gawliczek, “The Image of Piracy and Maritime Terror-


ism – Media as the Tool for its Development,” Journal of Defense Resources Management (forthcoming). 


 
 


case of respondents from military academies, the characteristics mentioned in-
clude parts from human capital and structural capital. Therefore, neither group 
referenced relational capital characteristics. 


The answers show a significant difference in the quantity of these animals, 
as well as the frequency of indications (the repetition factor). References to pi-
rates as hyenas, foxes and sharks make up 60 % of the responses. The repeti-
tion factor for students studying humanities is much lower than for those stud-
ying in the military academies. References to pirates as sharks, parrots and 
magpies amount to 36 % of the responses. However, as established, the dis-
crepancy between reality and subjectivity in the case of students studying hu-
manities is higher than in the case of students at military academies. Among 
students at military academies, the gap is less for students at the Naval Acad-
emy than for students at the National Defense University. 


Attempt to Summarize 


The intensity of the attacks, the level of violence they entail, and the scale of 
the destruction result from the activities of piracy forces, the creation of cer-
tain security conditions by international organizations, individual states, and 
ship owners. Multi-layered problems require the use of a variety of research 
methods. However, the concept of piracy is immutable, it is a way of life (or 
survival), a way to access power, fame, money. In contrast, forms and ways of 
doing things evolve. Recognizing pirates by identifying their resources, skills 
and competencies is one of the ways to help increase the security of vessels 
and maritime infrastructure. It seems that, as a business model, criminal or-
ganizations of this nature display similar resources in terms of determining the 
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advantage and strategic value of the organization. The results of the study sug-
gest that the main source of success for the piracy results from the realms of: 


37 


 human capital and is attributable to capital skills; 


 structural capital and belongs to innovative capital; 


 relational capital and depends on the customer capital. 


In summary, this article was intended to depict maritime piracy within the 
framework of the concept of strategic resource management. It asks questions 
and formulates arguments concerning the competencies of criminal organiza-
tions. However, these require further in-depth research. 
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Terrorism and Organized Crime 1 


Sam Mullins and James K. Wither 


George C. Marshall European Center for Security Studies, http://www.marshallcenter.org 


Abstract: This article begins with an assessment of the similarities and 
differences between terrorists and criminals, including profiles, methods, 
systems of organization and motives. Notably, the article identifies seven 
categories of crimes committed by terrorists: 1) Inherent/violent, 
2) Preparation/facilitation, 3) Funding, 4) Specialized terrorism offenses, 
5) Vigilantism/public relations, 6) Miscellaneous/Spontaneous/Unrelated 
Offences, and 7) Previous criminal records. Next, the crime-terror nexus is 
discussed and four types of relationships between terrorists and criminals 
are identified: 1) Interaction, 2) Appropriation, 3) Assimilation, and 
4) Transformation. The article concludes with a discussion of the concept 
of convergence between terrorism and organized crime, and implications 
for counter-terrorism and law-enforcement. 


Keywords: Terrorism, counter-terrorism, organized crime, law-enforce-
ment, crime-terror nexus, convergence. 


Introduction 


There is little question that criminal activity has been and continues to be a lu-
crative source of funding for all kinds of terrorists. However, there is still ongo-
ing disagreement about the extent of overlap between the worlds of terrorism 
and organized crime (OC). Confusion over the nature of the threat in turn acts 
as a barrier to developing more effective countermeasures. This article at-
tempts to clarify the situation, beginning with an examination of the similarities 
and differences between terrorists and criminals, including profiles, methods, 
systems of organization, and motives. In other words, the who, what, how and 


                                                           
1 This article has been adapted from Sam Mullins, James K. Wither, and Steven R. 


Monaco, “Terrorism and Crime,” in Combating Transnational Terrorism, ed. James K. 
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why of terrorism and OC. This is followed by a discussion of the crime-terror 
nexus and the concept of “convergence,” i.e. the relationships between the 
two. The chapter then concludes with a brief discussion of implications for 
counter-terrorism (CT) and law enforcement (LE). 


Similarities and Differences 


By systematically breaking down the similarities and differences between ter-
rorists and criminals we can gain a better appreciation of who they are, what 
they do, how they operate and why they do what they do. We can then better 
understand the parallels between these two worlds as well as the potential for 
cooperation. 


Profiles 


It is often thought that factors which seem to protect against involvement in 
crime (namely, being married, better educated and of higher occupational sta-
tus), fail to reduce the likelihood of involvement in terrorism.2 On the one 
hand, higher socioeconomic status may reduce the motivation to engage in 
criminal activity for financial gain, while being married can counter negative so-
cial influence. By contrast, the ideological/political motives of terrorists appear 
to override these factors. Nevertheless, this overlooks the tremendous diver-
sity among both terrorists and criminals. The bottom line is that while the sin-
gle biggest risk-factor for involvement in either terrorism or crime is being a 
young male, there is no unique demographic profile of either population and 
there is a great deal of overlap between the two. 


Methods 


To appreciate the extent of overlap in terms of terrorist and criminal method-
ology, it is useful to begin by breaking down the different types of crime that 
terrorists engage in, in order to achieve different objectives: 


1. Inherent / violent 


Acts of terrorism inherently involve a variety of different criminal offences re-
lating to the use of violence, often including (but not limited to) murder, as-
sault, threatening behavior, property damage, kidnap and weapons / explosives 
offences. In fact, because the majority of terrorist behaviors are already pro-
scribed in law, there is an argument to be made that specialized CT legislation 
is unnecessary. While this is open to debate, there is no doubt that organized 
criminals commit all of these same offences. However, criminal use of violence, 
generally speaking, is more discriminate 


3 and more deliberately covert, 
                                                           
2 Andrew Silke, “Holy Warriors: Exploring the Psychological Processes of Jihadi Radica-


lization,” European Journal of Criminology 5, no.1 (2008): 99–123. 
3 Louise I. Shelley and John T. Picarelli, “Methods Not Motives: Implications of the 


Convergence of International Organized Crime and Terrorism,” Police Practice and 
Research: An International Journal 3, no. 4 (2002): 305–318. 
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whereas terrorists strive for publicity. In connection with this (as discussed be-
low) the motivation or purpose is also different. 


2. Preparation / Facilitation 


Terrorists must frequently break the law in order to prepare or facilitate at-
tacks. Offences here can include arms trafficking, forgery, immigration viola-
tions, smuggling, and corruption. When it comes to these, and other ostensibly 
non-violent crimes aimed at making attacks possible, terrorists are much more 
similar to criminals in the sense that they want to remain “under the radar.” 


3. Funding 


Much of the discussion of terrorists’ involvement in crime tends to focus on 
crimes committed for financial gain. Although drug-trafficking is the most lucra-
tive and widely documented criminal endeavor that terrorists are involved in, 
other profitable offences include kidnap-for-ransom (KFR), smuggling, robbery, 
extortion, fraud, counterfeiting, theft, trading in illicit goods, illegal mining and 
money laundering. Indeed, since the apparent decline of state sponsorship, ter-
rorists have become increasingly self-reliant and engage in just about every 
criminal act imaginable in order to fund their operations. The only real differ-
ence compared to organized criminals is how the money is spent. 


4. Specialized terrorism offences 


Despite the fact that much of what terrorists do is already covered by “ordi-
nary” legislation, in a number of countries specialized crimes have been cre-
ated in order to deal with behaviors which are more or less unique to terror-
ism. These include training for terrorist purposes, membership in a terrorist or-
ganization, possession of terrorist-related documents or other materials, pre-
paring or conspiring to commit an act of terrorism, encouragement, incitement 
or glorification of terrorism, fundraising for terrorism (which might otherwise 
involve legal means), and providing material support to terrorist organizations. 
Some of these offences have very close parallels in ordinary legislation – for ex-
ample, incitement of hatred or violence, and conspiracy. However, the “terror-
ist” component ties these offences to legal definitions of terrorism and specific, 
designated organizations. Together, specialized terrorism offences enable 
prosecution of a broader range of behaviors and often denote added severity 
(and therefore harsher punishments) for actions which may still have a rough 
equivalent in ordinary criminal law. Perhaps most importantly, specialized leg-
islation facilitates pre-emptive arrest and prosecution before an attack takes 
place. 


5. Public Relations / Vigilantism 


Because terrorists often want to gain support from a certain constituency, they 
will sometimes commit crimes which are at least partially aimed at increasing 
their own popularity and legitimacy. For example, both republican and loyalist 
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paramilitaries in Northern Ireland engaged in vigilante “policing” within their 
communities, subjecting drug-dealers, joy-riders and other “anti-social” crimi-
nals to various punishments including beatings, maiming, murder and some-
times banishment from the country.4 Similarly, organized crime groups such as 
the mafia have been reported to police their own neighborhoods.5 In more ad-
vanced cases, vigilantism becomes governance, as for example with the “jus-
tice” administered by the “Islamic State” (ISIS) and Jabhat Fateh al-Sham (JFS) 
in Syria and Iraq. 


6. Miscellaneous / Spontaneous / Unrelated Offences 


Terrorists are only human. As a result, they sometimes commit miscellaneous 
offences during the commission of terrorist operations, or while going about 
their daily lives. In particular, traffic offences, from failing to pay for insurance, 
to speeding or running a red light can sometimes bring them into contact with 
law enforcement and potentially compromise their security. For instance, a 
plot to attack an English Defence League (EDL) demonstration in the UK was 
discovered purely by chance in June 2012 after an alert traffic policeman 
stopped a suspicious vehicle and found that it was uninsured.6 


7. Previous Criminal Records 


A final issue worth mentioning involves previous criminal offences. Much has 
been made of the fact that significant numbers of terrorists are ex-convicts or 
were radicalized and recruited from within prison while serving time for unre-
lated crimes. ‘Ordinary’ criminals may indeed be vulnerable to recruitment by 
terrorists given that they are socially marginalized and have ample reason to be 
angry at the state. Groups such as ISIS clearly recognize this and have success-
fully tailored “redemption narratives” designed to appeal to those with a crimi-
nal past.7 For terrorists, recruiting criminals makes sense since they may have 
specialized skills that can be applied to all manner of terrorist activity, from 
fundraising and facilitation to conducting attacks. Nevertheless, although radi-
calization and recruitment do take place to varying extents within prisons, and 
many terrorists do indeed have criminal records, they are not, generally 


                                                           
4 Rachel Monaghan, “‘An Imperfect Peace’: Paramilitary ‘Punishments’ in Northern 


Ireland,” Terrorism and Political Violence 16, no. 3 (2004): 439-61. 
5 See Hollianne Elizabeth Marshall, “Defended Neighborhoods and Organized Crime: 


Does Organized Crime Lower Street Crime?” (Master’s Thesis, University of Central 
Florida, 2009), accessed May 17, 2015, http://etd.fcla.edu/CF/CFE0002751/ 
Marshall_Hollianne_E_200908_MA.pdf.  


6 “Six Admit Planning to Bomb English Defence League Rally,” BBC News, April 30, 
2013, accessed May 17, 2015, http://www.bbc.com/news/uk-22344054.  


7 Rajan Basra, Peter Neumann, and Claudia Brunner, Criminal Pasts, Terrorist Futures: 
European Jihadists and the New Crime-Terror Nexus (London: International Centre 
for the Study of Radicalisation, 2016), accessed October 30, 2016, http://icsr.info/ 
wp-content/uploads/2016/10/ICSR-Report-Criminal-Pasts-Terrorist-Futures-
European-Jihadists-and-the-New-Crime-Terror-Nexus.pdf. 
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speaking, career criminals. The majority of them do not appear to have criminal 
records and among those who do, it is frequently for relatively petty and non-
violent offences.8 There is also little evidence to suggest that terrorists attempt 
to recruit prisoners or ex-convicts over and above anyone else, given that 
“cleanskins” (people with no prior convictions and unknown to security ser-
vices) are perhaps even more valuable. Above all, terrorists are opportunists 
and will recruit whoever and however they can. 


Organization 


When we think about organizations we tend to think of hierarchical, bureau-
cratic structures like the police or military. Numerous terrorist organizations 
have modelled themselves after armies and have adopted strict lines of au-
thority based on rank – among them the Provisional Irish Republican Army 
(PIRA), the Liberation Tigers of Tamil Eelam (LTTE), the Lord’s Resistance Army 
(LRA) and the Revolutionary Armed Forces of Colombia (FARC).9 The Colombian 
Medellin and Cali cartels, which were dominant during the 1970s and 1980s, 
are often described in similar terms.10 Indeed, most, if not all, relatively large 
terrorist and criminal organizations have designated leaders. However, con-
temporary groups of both kinds have adopted less formal, more fluid network 
structures which defy easy classification and allow for significant autonomy 
among lower and mid-level operatives.11 This evolution is at least partially a 
reaction to successful CT and LE efforts 


12 and has also been facilitated by ad-
vances in travel and communications technology. Perhaps most importantly in 
the context of this discussion, networked systems of organization are not only 
more resistant to offensive operations, but also increase the potential for col-
laboration among terrorist and criminal actors as a result of increased auton-
omy.13 


                                                           
8 See for example, Sam Mullins, ‘Home-Grown’ Jihad: Understanding Islamist Terror-


ism in the US and UK (London: Imperial College Press, 2016). 
9 We should not assume, however, that these organizations have been equally 


successful in implementing military systems of organization, or that they have re-
mained stable over time – see, for example, Vera Eccarius-Kelly, “Surreptitious Life-
lines: A Structural Analysis of the FARC and the PKK,” Terrorism and Political Violence 
24, no. 2 (2012): 235–58. 


10 Jana S. Benson and Scott H. Becker, “The Organizational Structure of International 
Drug Smuggling,” Journal of Criminal Justice 38, no. 2 (2010): 130–38. 


11 John Picarelli, “Osama bin Corleone? Vito the Jackal? Framing Threat Convergence 
through an Examination of Transnational Organized Crime and International Terror-
ism,” Terrorism and Political Violence 24, no. 2 (2012): 180-98. 


12 Michael Kenney, “From Pablo to Osama: Counter-Terrorism Lessons from the War on 
Drugs,” Survival 45, no.3 (2003): 187–206. 
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Motives 


As with offender characteristics and systems of organization, there is consider-
able overlap in terrorist and criminal motivations. To begin with, both are pri-
marily group-based activities and, as such, there are important social motives 
for both joining and staying involved in terrorism and crime, including friend-
ship, solidarity, belonging and status.14 Perhaps the number one risk-factor for 
becoming involved in either type of activity is having terrorist/criminal family 
members or friends. In the short-term, terrorists and criminals also commit 
many of the same crimes for the same reasons – at least as far as fundraising 
goes. Whether it be drug-trafficking, bank robbery or any other form of crime 
that provides profit, they both want to make money. 


The difference, of course, lies in the long-term. Terrorists want to commit 
high-profile attacks aimed at gaining publicity and eventually bringing about 
some form of social and political change. At the same time, they often believe 
that they are acting on behalf of a particular social group whom they wish to 
protect or liberate and therefore frequently express altruistic intentions. By 
comparison, criminals seem to be concerned almost exclusively with selfish 
gains and have no apparent interest in either publicity or politics, unless it can 
benefit them financially. Mexican cartels frequently behead their rivals, leave 
the dismembered corpses in public places, distribute videos of the execution 
taking place and make overt claims of responsibility. However, there is no clear 
political motivation and the violence is instrumental, aimed at intimidating 
their opponents and protecting their “turf.” 


15 Similarly, although organized 
crime groups do occasionally assassinate politicians or other prominent offi-
cials, it is invariably meant to protect themselves and their illicit enterprises 
from being shut down. It is thus the political/ideological end-goals of terrorists 
that represent the critical difference between them and criminals. 


The Crime-Terror Nexus and “Convergence” 


In its broadest sense, the “crime-terror nexus” simply refers to any and all con-
nections between terrorists and crime. At least four overlapping types of rela-
tionship can be identified: 


16 


                                                           
14 Sam Mullins, “Parallels Between Crime and Terrorism: A Social-Psychological Per-


spective,” Studies in Conflict and Terrorism 32, no. 9 (2009): 811–30. 
15 For a detailed discussion, see Phil Williams, “The Terrorism Debate over Mexican 


Drug Trafficking Violence,” Terrorism and Political Violence 24, no. 2 (2012): 259–78.  
16 This classification draws upon Glenn Curtis and Tara Karacan, The Nexus Among 


Terrorists, Narcotics Traffickers, Weapons Proliferators, and Organized Crime Net-
works in Western Europe (Washington, DC: Federal Research Division, Library of 
Congress, 2002); and Phil Williams, “Organized Crime and Terrorism,” Latin American 
and Caribbean Center (2014), accessed May 23, 2015, https://lacc.fiu.edu/research/ 
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1. Interaction, where terrorists and criminals either work together some-
how, or else compete or come into conflict with one another; 


2. Appropriation, where one incorporates the methods of the other (i.e. 
where terrorists rely on their own “in-house” criminal capabilities, or 
where criminals use the tactics of terrorism); 


3. Assimilation, where “hybrid” organizations emerge, which regularly en-
gage in both terrorism and crime to the extent that it is difficult to say 
which is predominant; and 


4. Transformation, where a change in identity occurs, so that one be-
comes the other. 


Interaction 


There are numerous anecdotal examples of interaction between terrorists and 
criminals. A recent study of 2,700 illicit actors spread across 122 countries 
found that 46 percent of terrorists’ connections were to people involved in 
other illegal activities.17 Similarly, according to the Drug Enforcement Admini-
stration (DEA), close to half of US-designated Foreign Terrorist Organizations 
have ties to drug traffickers.18 Although the focus tends to be on cooperation, 
interactions vary significantly. They may be cooperative, exploitative or com-
petitive; short or long-term; small or large-scale; voluntary or involuntary; di-
rect or indirect; deliberate or unwitting. During the early 1980s, at a time when 
both groups were under pressure, the Italian Red Brigades (BR) sought the help 
of the Naples Camorra and the two groups reportedly assisted one another in 
the kidnapping of a senior politician and several assassinations.19 In the case of 
Northern Ireland, there was clear conflict between paramilitaries and criminals. 
At the same time, there were allegations that the PIRA used its vigilante activi-
ties as a pretext to control the drug market, providing “licenses” to selected 
dealers whom they allowed to continue operating, whilst simultaneously wip-
ing out their competitors.20 Along similar lines, the Paraguayan People’s Army 
(EPP) is believed to tax the cultivation of drugs within its territory, whilst also 
providing protection to drug traffickers in exchange for arms.21 Meanwhile, the 
                                                           
17 Scot Helfstein with John Solomon, Risky Business: The Global Threat Network and the 


Politics of Contraband (West Point, NY: Combating Terrorism Center, 2014), accessed 
May 25, 2015, https://www.ctc.usma.edu/wp-content/uploads/2014/05/Risky 
Business_final.pdf.   


18 Douglas Farah, “Fixers, Super Fixers and Shadow Facilitators: How Networks Con-
nect,” International Assessment and Strategy Center (2012), 2, accessed May 25, 
2015, http://www.strategycenter.net/docLib/20120423_Farah_FixersSuperFixers 
Shadow.pdf. 


19 Chris Dishman, “Terrorism, Crime and Transformation,” Studies in Conflict and 
Terrorism 24, no. 1 (2001): 53–54. 


20 John Horgan and Max Taylor, “Playing the ‘Green Card’ – Financing the Provisional 
IRA: Part 1,” Terrorism and Political Violence 11, no. 2 (1999): 30–31. 


21 Marguerite Cawley, “Narcos Exchanging Arms for Protection from Paraguay’s EPP: 
Officials,” InSightCrime, August 27, 2013, accessed August 28, 2013, 
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oft-cited nexus between terrorism and crime in West Africa is generally viewed 
as evidence of cooperation between Latin American drug traffickers and al-
Qaeda in the Islamic Maghreb (AQIM). In reality, however, it seems that the lat-
ter may simply be taxing the former.22 


While the relationships may not be entirely harmonious, terrorists are often 
reliant on criminal actors for goods or services. The illicit networks which make 
the trafficking of drugs, arms or other contraband possible are highly complex 
and adaptable. Within these networks, “fixers” and “facilitators” with special-
ized knowledge, connections and capabilities often play particularly important 
roles in connecting all types of terrorists and criminals to international mar-
kets.23 Arms dealers, smugglers, money launderers, purveyors of false docu-
ments and corrupt/sympathetic officials are some of the key contacts that ter-
rorists are likely to rely upon. For instance, the FARC was able to acquire weap-
ons from Australian arms dealers by way of an individual named José Luis Me-
rino – a former commander of the El Salvadorian Communist Party with ties to 
El Salvador’s political leadership.24 More recently, the “Islamic State” (IS) has 
relied upon various human traffickers, smugglers and corrupt border guards in 
order to help facilitate the entry of foreign fighters to the “caliphate,” 


25 as well 
as the external flow of oil 


26 and looted artifacts 


27 to regional and international 
markets. 


As this brief discussion illustrates, the interactions between terrorists and 
criminals are varied, complicated, dynamic and difficult to accurately discern. 
Nevertheless, it appears that interactions are more often tactical, born of ne-
cessity or circumstance and relatively short-term, as opposed to long-term and 
strategic. 


Appropriation 


The direct involvement of terrorists in criminal activity is perhaps the most 
widespread aspect of the crime-terror nexus. Besides their somewhat ambigu-
ous relationship with the drug trade, during the mid-1990s the PIRA was able to 
bring in somewhere between US $ 6–$ 15 million a year, largely from criminal 
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22 Williams, “Organized Crime and Terrorism,” 4. 
23 Farah, “Fixers, Super Fixers and Shadow Facilitators.”  
24 Ibid. 
25 Hannah Lucinda Smith, “The Jihadi Transporter,” Vice, January 31, 2014, accessed 
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exploits.28 Illegal activities included robbery, KFR, extortion, “legitimate” busi-
nesses (e.g. security companies, taxi cab firms, restaurants and pubs), money 
lending, smuggling of contraband, video and audio piracy, welfare fraud and 
money laundering.29 Notably, however, the group was always acutely aware of 
the potential damage to their reputation that could result from being exposed 
as criminals and went to great pains to obscure and publicly deny these activi-
ties.30 


Islamist terrorists have also engaged in a great deal of criminality in order 
both to fund and facilitate their operations. Supporters of al-Qaeda (AQ) based 
in Europe and North America established a number of highly lucrative “chari-
ties” that in reality were sending funds to militant organizations in places like 
Afghanistan and Chechnya.31 In addition, they were adept at many other types 
of fraud and forgery of false documents.32 Similar activities continue today, and 
an estimated 40 percent of jihadist terrorist plots in Europe are believed to be 
financed by petty crime.33 In one recent example, a group of suspected ji-
hadists in Britain had been calling pensioners over the phone and impersonat-
ing policemen in order to trick their victims into divulging their bank details, 
netting more than £ 280,000 in the process.34 


On the other side of the crime-terror equation, organized crime groups 
(OCGs) also utilize tactics of terrorism when it suits their purposes. The afore-
mentioned use of beheadings and assassinations to eliminate and intimidate ri-
val gangs and government authorities are prime examples. OCGs have utilized 
improvised explosive devices in a similar way. For example, the Colombian Me-
dellin and Cali cartels frequently used car bombings during their 1988–1993 in-
ternecine war, while contemporary Mexican cartels were responsible for at 
least 21 car bombings from 2010-2012, mostly targeting police.35 However, 
while criminals sometimes exhibit the same behavior as terrorists, they rarely 
share the same motives. It is far more common for terrorists to appropriate 
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criminal methodologies (ranging from ad-hoc, individual crimes to enduring, 
organized conspiracies), rather than the other way around. 


Assimilation 


Several terrorist organizations have become so successful in their criminal ac-
tivities that they are often accused of being just as, if not more, concerned with 
making money than achieving their ideological goals. In the case of the Afghan 
Taliban, “[s]ome observers argue that that the line between ‘the definition of 
Taliban member and drug smuggler is blurring’ as Taliban commanders become 
more directly involved in the trade—running their own heroin laboratories, for 
example—and are more motivated by profits and power than ideological con-
siderations. In this way, the definitional boundaries between ‘insurgent’ and 
‘organised criminal group’ begin to collapse.” 


36 Similar claims have been made 
about the FARC, which reportedly made somewhere in the region of $  2.4-$ 3.5 
billion a year from the cocaine trade,37 and the Abu Sayyaf Group (ASG) in the 
Philippines, which has continually fluctuated between terrorism and banditry 
over time.38 Although clearly a deeply ideological group, it could also be argued 
that IS qualifies as a hybrid organization, given the millions of dollars it gener-
ates through a combination of oil smuggling, extortion and trading in illegal an-
tiquities. From the other end of the spectrum, the closest example of a crimi-
nal-terror group is Dawood Ibrahim’s D-Company, which was responsible for 
perhaps the most dramatic instance of criminal use of terrorism in history – the 
Bombay bombings of 1993 (see Case Study 1 below). 


D-Company, like other hybrid organizations, has not lost its original identity, 
nor indeed, have the Taliban, FARC, ASG or IS. The degree to which any hybrid 
is a terrorist or criminal organization is always open to some debate. Regardless 
of the final verdict, these groups should be of more or less equal concern to 
both LE and CT. 


Transformation 


The fourth possible type of relationship between terrorism and crime is the 
least clearly documented and most open to interpretation. It is sometimes sug-
gested that the FARC and ASG fall into this category; however, this overlooks 
the fact that they still clearly retain their respective political/religious identities 
and continue to pursue an ideological agenda. The FARC is currently in the final 
stages of an ongoing peace process with the Colombian government, while ASG 
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Case Study 1. D-Company. 


D-Company is an international crime syndicate founded in Mumbai in 1976 by 
Dawood Ibrahim. In the mid-1980s, pressure from the Indian authorities forced 
Ibrahim to re-locate to Dubai. Here he was able to take advantage of a more 
permissive environment and D-Company expanded its operations to include 
smuggling, weapons and drug trafficking, extortion, protection rackets and illegal 
hawala transfers.


39
 


During the early 1990s, D-Company switched from purely profit-driven activi-
ties as the group developed a radical Islamist agenda.


40
 This was apparently 


driven by Ibrahim’s anger at what he believed was the persecution of Indian 
Muslims by the Hindu majority. D-Company’s first overt involvement in terrorism 
was a series of bombings on March 12, 1993 in Mumbai, which killed 257 peo-
ple, injured hundreds more and caused billions of Rupees worth of damage.


41
 


Ibrahim is alleged to have both financed and organized the operation. D-Com-
pany’s involvement in terrorism continued and in 2003 the US labeled Ibrahim a 
Specially Designated Global Terrorist due to his suspected cooperation with AQ 
and Lashkar e-Taiba (LeT). Among other operations, the group is believed to 
have provided logistical support to the LeT assault on Mumbai in November 
2008.


42
 At the same time, D-Company continues to operate as a transnational 


criminal syndicate covering Asia, Africa and the Middle East. 


 


has pledged allegiance to IS. Another possible candidate for “transformation” is 
the group behind the 2004 Madrid train bombings. This operation succeeded 
thanks to the radicalization and recruitment of a former drug-dealer named 
Jamal Ahmidan who used his criminal connections to secure funding as well as 
the stolen dynamite used in the attacks.43 However, there is a difference be-
tween transformation at the individual level (i.e. radicalization of individual 
criminals) and organizational transformation. The former process is quite com-
mon, while the latter is much rarer and usually open to debate. 
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Northern Ireland is again relevant in this context, where—more than 15 
years since the Good Friday Agreement—paramilitary groups remain deeply 
entrenched in organized crime. As the Independent Monitoring Commission 
noted in 2011, “Some members and former members of all groups remain 
heavily involved in a wide range of serious crime, exploiting the contacts and 
expertise they acquired during the Troubles and thereby presenting a challenge 
to law enforcement which is significantly more serious than it would otherwise 
have been.” 


44 Nevertheless, politically motivated violence continues and it 
would be an over-simplification to suggest that either republican or loyalist or-
ganizations were nothing more than OCGs. With this in mind, there may be a 
greater risk of transformation occurring in societies that are transitioning away 
from conflict. Under such circumstances, armed groups may have ostensibly 
demobilized, but clandestine structures are left intact and are able to morph 
into heavily armed and well-trained OCGs. This appears to have been the case 
in El Salvador and Guatemala and may develop further in Colombia as the 
peace process with FARC comes to an end.45 


In conclusion, although there is no clear analytical boundary between any of 
the four types of relationship discussed here, the dividing line between assimi-
lation and possible transformation is particularly difficult to determine. 


Convergence of Terrorism and Crime? 


The term “convergence” implies that terrorist involvement in crime is increas-
ing. There is reason to believe that this has occurred to some extent, at least in 
terms of interaction and appropriation. Following the relative decline in state 
sponsorship of terrorism since the end of the Cold War, terrorists today must 
be self-reliant in order to survive. The increased “criminalization” of terrorism 
has also been facilitated by the shift towards decentralized network structures 
of both types of organization along with increased opportunities for criminal 
activity, in particular within conflict zones. Besides these global developments, 
there are sometimes more specific indicators of terrorists’ increasing involve-
ment in crime. For example, the prominent jihadist ideologue Abu Qatada went 
to considerable effort to justify and sanction murder, stealing, cheating, fraud, 
kidnap and rape.46 More recently, the degree of overlap between jihadi terror-
ist and criminal networks in Europe appears to have become “more pro-
nounced, more visible and more relevant” than in the past – at least partly due 
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to the appeal of the aforementioned narratives of redemption.47 Increased 
criminality may also be brought about by the killing of terrorist leaders who are 
then replaced by less ideological, more pragmatic individuals – as appears to 
have been the case with ASG in the Philippines.48 


Despite such developments, we must bear in mind that there are also po-
tential barriers to increased convergence of terrorism and crime. Although it is 
clearly not a universal deterrent, the risk of getting caught increases substan-
tially both when terrorists commit crime by themselves and when they cooper-
ate with criminals who do not share their ideology. As PIRA clearly recognized, 
getting caught not only jeopardizes an organization’s operations, but also risks 
undermining its legitimacy and popular support. Under the same circum-
stances, criminals open themselves up to greater scrutiny and heftier punish-
ments. Perhaps more importantly, terrorists and criminals will only continue to 
cooperate as long as they both continue to gain somehow, and as long as they 
are able to trust one another. As an Italian policeman once commented on the 
alliance between the Red Brigades and Camorra, “We don’t think any such alli-
ance will work because, while they have a common enemy in the police and the 
establishment, their aims and ideological beliefs are so vastly different … their 
alliance at best would be superficial and short-lived because neither of them 
would want to compromise the group’s secrets.” 


49 
Taking all of these different factors into account, it is clear that terrorist ap-


propriation of criminal skills is now the norm. But although certain OCGs do 
show similarities to terrorists, there is little to suggest that criminal use of ter-
rorist tactics is increasing. Furthermore, although examples of interaction be-
tween terrorists and criminals are not hard to come by, in general, it is far from 
clear that these interactions are becoming deeper, longer-lasting or more prev-
alent. In other words, it is not apparent that terrorist and criminal organizations 
are merging with one another on a global scale to create new “super threats.” 
Similarly, when it comes to assimilation and especially transformation (de-
scribed above), there is a very short list of potential candidates that fall into 
these categories and little to indicate that these are the new norm. 


In the final analysis, it is essential that we do not over-generalize. Terrorist 
involvement in crime (and vice versa) varies tremendously from group to group 
and over time and is largely dictated by geographic opportunities, changing po-
litical landscapes and interpersonal connections. Rather than think in terms of a 
global convergence of terrorism and crime, it is enough to simply be aware of 
the fact that all terrorism relies on criminal activity to some extent and—
whether or not this involves collaboration with otherwise independent criminal 
actors—this presents us with both challenges and opportunities for LE and CT. 
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Implications for Law Enforcement and Counter-Terrorism 


There is increasing recognition of the need to coordinate initiatives to combat 
the nexus between terrorism and OC. One way of doing this is to make crime-
terror interaction or appropriation less profitable and more risky for the indi-
viduals and organizations involved. However, these objectives cannot be 
achieved if agencies dedicated to fighting OC and terrorism remain “stove-
piped,” either domestically or internationally. Effective strategies require the 
exchange of information, interagency/inter-departmental cooperation, ade-
quate resources and appropriate legal frameworks. Just as OCGs and terrorists 
learn from, and sometimes assist one another, so too can LE and CT profes-
sionals. 


Indeed, this already occurs in a variety of ways. For instance, in December 
2009 security services in Australia were investigating an Afghan-Australian 
named Milad bin Ahmad-Shah al-Ahmadzai, who was in communication with 
Anwar al-Awlaki and had expressed a desire to go and fight in Afghanistan.50 It 
soon emerged that Ahmadzai was also involved in serious criminal activity. As a 
result, CT investigators worked jointly with the Criminal Investigations Depart-
ment (CID) over a period of several months and Ahmadzai (who had been 
placed on a terrorism watch-list in the meantime) was eventually convicted for 
taking part in a ram raid, threatening to kill an intelligence officer and attemp-
ted murder.51 


As the above case demonstrates, crime committed by terrorists provides 
authorities with important opportunities for intervention and prosecution, es-
pecially when CT and CID personnel are able to work together. However, it 
should be recognized that this is not always the case and in fact different agen-
cies or departments frequently compete with one another for the same re-
sources. Indeed, it was recently reported that counter-organized crime efforts 
in Australia and Canada have suffered because resources have been poured 
into CT.52 On the one hand, this is understandable, given that terrorism is a top 
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priority. On the other hand, it could lead to missed opportunities for interdict-
ing terrorists or their support networks that are involved in organized crime. 


Furthermore, while crime and terrorism are very much transnational, CT 
and LE responses still tend to be predominantly national and are limited by a 
continuing reluctance to share information across national jurisdictions, partic-
ularly when it is classified.53 National police forces also remain hard pressed to 
counter terrorists and OCGs that are sometimes better equipped, better armed 
and more agile than themselves. There is thus a clear need for improved inter-
agency and international cooperation and capacity building.54 Some have even 
suggested creating regional (e.g. European 


55) or even global agencies that 
would have the necessary authority and resources at their disposal to tackle 
both transnational OC and terrorism.56 Of course numerous bodies already ex-
ist, which attempt to deal with both types of threat – among them the US Drug 
Enforcement Administration (DEA) (see Case Study 2 below). 


Despite ongoing difficulties, the proliferation of joint task forces and intelli-
gence fusion centers since 2001 has provided opportunities for much closer 
cooperation between agencies involved in LE and CT. This has produced “cross 
trained” professionals that can operate in both worlds. In the US, cooperation 
between government agencies is enhanced by organizations such as the Office 
of Terrorism and Financial Intelligence (TFI) within the Treasury Department. 
This involves a series of interrelated bureaus and offices designed to combat 
threats related to crime, terrorism and the closely associated problem of cor-
ruption.57 The TFI maintains links with international agencies such as Interpol, 
Europol and the Financial Action Task Force (FATF). 


At the international level, a range of different agencies are working to ad-
dress the threat of crime-terror linkages. The United Nations Office on Drugs 
and Crime (UNODC) is a major player and offers a broad range of assistance 
that includes practical support for CT legislation, counter illicit trafficking 
measures and anti-money laundering and corruption initiatives. In 2002, Inter-
pol created a Fusion Task Force to address the linkages between crime and ter-


                                                           
53 A Dangerous Nexus: Crime, Conflict, and Terrorism in Failing States (International 


Peace Institute, 2013), 4, accessed June 8, 2015, http://www.ipinst.org/2013/11/    
a-dangerous-nexus-crime-conflict-and-terrorism-in-failing-states. It is worth stressing 
that unwillingness to share information may be entirely justified in cases where cor-
ruption fostered by OC has permeated senior levels of the government and security 
forces. 


54 Colin Clarke, “Drugs & Thugs: Funding Terrorism through Narcotics Trafficking,” Jour-
nal of Strategic Security, 9 no.3 (2016): 1–15. 


55 Judy Dempsey, “Time for an EU Counterterrorism Agency,” Carnegie Europe, April 
21, 2016, accessed October 30, 2016, http://carnegieeurope.eu/strategiceurope/ 
?fa=63401.  


56 A Dangerous Nexus: Crime, Conflict, and Terrorism in Failing States.  
57 “Terrorism and Financial Intelligence,” US Department of the Treasury, June 28, 


2013, accessed June 8, 2015, http://www.treasury.gov/about/organizational-
structure/offices/Pages/Office-of-Terrorism-and-Financial-Intelligence.aspx. 







Sam Mullins and James K. Wither, Connections QJ 15, no. 3 (2016): 65-82 
 


 80 


rorism and provide data that could assist LE agencies to disrupt and dismantle 
criminal entities that support terrorism. However, Interpol, like the UN, de-
pends on contributions from member states, which often fail to provide suffi-
cient information, and its budget remains constrained. 


 


Case Study 2. The Drug Enforcement Administration. 


The DEA was founded in 1973 to enforce federal drug laws. It did not become an 
integral part of the US “war on terror” until after 9/11, when it received substan-
tial increases in funding, manpower and intelligence gathering capabilities.


58
 The 


DEA’s operations against “narco-terrorism” are led by its Special Operations Di-
vision (SOD). This unit comprises two dozen partner agencies, including the FBI, 
CIA, NSA, Internal Revenue Service and the Department of Homeland Security. 
The SOD forwards information from wiretaps, intercepts and databases from 
various sources to federal agents and local LE officials. SOD agents have also co-
ordinated “sting” operations against so-called king-pin, crime-terror facilitators – 
notably arms dealers Viktor Bout and Monzer al-Kassar.


59
 In addition, the DEA 


has developed enforcement capabilities in the form of Foreign-deployed Advi-
sory and Support Teams (FASTs). These ten-man teams are trained by US Special 
Forces in small unit tactics and close-quarters battle and are interoperable with 
elite military units. 


FASTs were originally developed for operations in Afghanistan, where the 
DEA has been active for more than a decade. The main purpose of DEA opera-
tions there is “to deny narcotics-generated funding to terrorism and the insur-
gency,” while seeking more broadly to reduce drug trafficking and combat cor-
ruption.


60
 However, as the US presence has reduced, the DEA has focused on de-


veloping the capability and capacity of specialized vetted units of the Counter-
narcotics Police Afghanistan (CNP-A), in particular the National Interdiction Unit 
(NIU) and the Sensitive Investigative Unit (SIU).


61
 Strong relationships with for-


eign counterparts in Afghanistan and elsewhere remain an essential feature of 
DEA operations. This kind of ability to work jointly, across international bounda-
ries with a variety of law enforcement, intelligence and military organizations, 
and to take swift, decisive action against terrorists and criminals alike will be es-
sential to disrupting transnational terrorism and organized crime in the 21


st
 cen-


tury. 
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International cooperation and coordination to address the crime-terror 
nexus remains a work in progress. However, initiatives cannot be limited to op-
erational matters such as border security and improvements in intelligence 
sharing and policing. The international community broadly recognizes that 
more comprehensive strategies are needed to tackle governance, economic 
and social issues that make so many states vulnerable to criminal and terrorist 
activity. 


Conclusion 


Much of the discussion of the crime-terror nexus tends to focus upon terrorist 
fundraising and cooperation with OCGs. However, it is important to bear in 
mind that terrorists engage in a wide range of criminal activity for a variety of 
reasons and their involvement in crime is not limited to cooperation with sepa-
rate criminal entities. Indeed, of the four different types of relationship identi-
fied, appropriation appears to be just as, if not more common than interaction. 
Above all, however, it is vital to realize that the nexus between crime and ter-
rorism is not uniform across the globe but varies from country to country and 
over time. When it comes to addressing this problem, although there have 
been some encouraging developments, there are still many ongoing challenges, 
not least of them being bureaucratic boundaries between different organiza-
tions. Looking for more effective ways of disrupting the crime-terror nexus and 
using it to our advantage should be a priority in CT. 
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Abstract: This article provides an overview of the main issues surrounding 
the use of cyberspace as the field on which information warfare is waged. 
It also investigates the role of organized criminal activities. The basic im-
pact, place and role of recognition and counter-recognition in cyberspace 
are identified. The economic impact in terms of the level of development 
of cyberspace is also assessed. 


Keywords: Cyberspace, information warfare, organized crime. 


Introduction 


As society develops, a broad range of types of crime is emerging, encompassing 
both individual and organized crime. Criminal methods, and the ways in which 
crime is organized, are directly related to the technological development of so-
ciety. For this reason, crime is evolving and is increasingly shifting its activity to 
cyberspace, progressing hand-in-hand with the development of information 
and communication technologies (ICT), as used in the realm of cyberspace, 
which is a widely understood concept. This applies both to individual crimes 
and, increasingly, to organized crime as well. Cyberspace has become the per-
fect environment for committing crimes as well as for enabling new ways in 
which to run organized crime and manage new forms of competition for influ-
ence. This mainly occurs with regard to the impact of information, both on en-
emy criminal organizations (competing with each other) and on governments 
and international institutions combating organized crime. Interactions of this 
nature bear the hallmarks of a conflict or war for influence conducted in cyber-
space, aimed at creating a positive image of a criminal organization, misleading 
the institutions combating crime and destroying potential competition – and all 
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via the means of information interaction. The scale of this phenomenon will 
grow as the information society develops and interaction with it will take a 
variety of forms, both logical and kinetic. 


Therefore, it is critically important to identify the forms, methods and im-
pact of organized crime in cyberspace, as well as ways to combat it. There will 
be conflicts in cyberspace, bearing the hallmarks of war, and characterized by 
asymmetrically weighted opponents, unlimited reach, unknown consequences, 
and unidentified objectives on the part of the rival. 


Conflicts in cyberspace will differ in character from the well-known conflicts 
of the past. This follows the commonly used saying that every age has its own 
war, consistent with the level of technological and social development. Indeed, 
this can be observed in the ways in which war is conducted and the measures 
which are taken during that war. Access to information stored, processed and 
transmitted via cyberspace has given society a new quality of life, making pos-
sible various social functions that were mere star-gazing and fantasy in the not-
too-distant past. It manifests itself not only in the rapid development of soci-
ety, but also has a considerable economic dimension, as shown by the reduc-
tion in the cost of the functioning of society while accelerating the implementa-
tion of this functioning. 


On the one hand, these technologies enable the development of new social 
forms while, on the other, they raise legitimate concerns regarding their use. 
The best examples of the impact of modern technology on the functioning of 
society include the Internet blocks put in place in Estonia in 2007 and in Geor-
gia in 2008. This new dimension, namely, cyberspace, will have a huge impact 
on the functioning of society, the course of future conflicts and the ways in 
which organized crime functions. The scope and impact of the competition are 
mere estimates, based on the above-mentioned examples. 


The primary aim of this article is to identify possible ways in which orga-
nized crime interacts and competes in cyberspace as well as ways in which it 
can be combated by governments and international institutions. 


In terms of the activities of organized crime and its impact on global society, 
it is important to identify the nature of contemporary conflicts and define the 
very essence of war because the cyberspace activities of organized criminal 
groups bear the specific hallmarks of a war for influence and profit maximiza-
tion. The war itself, as a social phenomenon, in the present terms, is difficult to 
define. It consists of various factors related to, among other things, the incredi-
ble acceleration of global economic development, population growth, and po-
litical changes in the international arena. Terms such as economic war, war of 
information or political war are frequently mentioned. War has become a term 
often used by various political bodies to express their attitude to the situation. 
It is the rhetoric of the political arena, focused on exerting a specific social and 
international impression. The boundary between what war is and what war is 
not, is difficult to determine, especially in recent times when this term is com-
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monly abused by some politicians and experts expounding on the ‘global war 
on terror’ or the ‘war against organized crime.’ 


For example, Boleslaw Balcerowicz, a recognized Polish military theorist, 
believes that contemporary definitions of war reveal a close relationship be-
tween politics, the state, the war and the counter-war (also violent) as an in-
strument of policy.1 It represents a kind of game between strength, power and 
the people, or in other terms, intelligence, strength, and a (blind) component. 
War, as a form of conflict resolution between the warring parties, is character-
ized by the use of violence, appropriate to the situation, the possession of ca-
pabilities and social development. In this regard, the economic and social costs 
arising from waging war, which must be taken into account by every authority 
in a democratic society, are important in terms of the functioning of the state. 
Therefore, the approach to war, including the fight against organized crime, 
should take into account the ratio of the economic cost of activities to the re-
sults achieved, as well as social costs, i.e., the nuisance to society, which plays 
an increasingly important role. These factors constitute grounds for being 
aware of the use of cyberspace as a field on which organized crime groups 
compete, not only perpetrating crime against individual governments and in-
ternational institutions, but also among themselves. It is also important to pay 
attention to the ways and methods in which criminal activities of this nature 
can be combated within cyberspace. 


Asymmetry of Information 


Asymmetry, indicating a lapse in or lack of symmetry, is reflected in many areas 
of human activity, including—but not limited to—the level of development of 
cultural, economic and technological societies. States are trying to move up the 
international ladder by leveraging economic growth and by using the latest 
technologies to increase the competitiveness of their economy and further de-
velop their society. One of the indicators of modernity is the existence of IT in-
frastructure, serving not only as a tool for public access to and exchange of in-
formation, but increasingly as an indispensable element of state functions. 


Cyberspace is also reflected in normative documents, which define cyber-
space in various ways by taking into account purely technical or purely human 
aspects. In the author's opinion, cyberspace today represents an environment 
in which individuals and whole societies can both create new forms of relation-
ships, along with new methods of cooperation and functioning. It is a type of 
space in which we can exist independently from the surrounding environment. 
The mainstay of cyberspace is information. We can therefore attempt to define 
cyberspace as a space of cooperation between people using electronic devices 
for the generation, storage, transmission and processing of information. This 


                                                           
1  Boleslaw Balcerowicz, Czym jest współczesna wojna? http://www.pl.ism.uw.edu.pl/ 


images/stories/Publikacje/ebiblioteka/balcerowiczwspolczesnawoja.doc, accessed 
January 15, 2016. 
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definition necessitates a corresponding definition of electronic devices, under-
stood as the elements within IT infrastructure that create an environment for 
the exchange and processing of information. This environment is the Internet 
and the other telecommunication networks used to transmit, process, and 
store information. Generally speaking, and bearing in mind the issues relating 
to the theory of systems, the Internet is a technical system, creating infrastruc-
ture for the transmission, processing and storage of information. Cyberspace is 
a social system in which the most important element is its users and which is 
based on the technical system of the Internet and other ICT networks. 


Thus, a defined space becomes an arena of positive cooperation, namely, 
development in the areas of education, society, economy and security, as well 
as an arena of negative cooperation, in terms of cyber surveillance, cybercrime, 
cyber terrorism and cyber war. This latter area of cooperation forms part of the 
activities of organized crime. 


The analysis conducted showed that new, previously unknown threats go 
hand-in-hand with the development of new technologies. In terms of the de-
velopment of cyberspace, the primary threat seems to be the reliance on tech-
nology and the inability to return to the way in which the state functioned prior 
to the introduction of these technologies. This is confirmed by observations of 
negative events in the cyber sphere. The degree of dependence on technology 
will depend on the technological development of the state and on the level of 
its preparation for potentially harmful phenomena in cyberspace. The more 
advanced the stage of development, the more vulnerable the functioning of 
the state and society is in the event of accident or damage to, or destruction of, 
technologies. Organized crime in cyberspace becomes even more dangerous. 


Countries with well-developed ICT infrastructure and sophisticated defense 
systems for this infrastructure will have an information advantage by compari-
son to less developed countries. In turn, the lack of adequate defense systems 
for developed ICT infrastructure can manifest itself in the paralysis of state de-
cision-making organs, and have severe social consequences. On the other hand, 
states with underdeveloped ICT infrastructure (or even an informal organiza-
tion of a criminal nature) with mechanisms, procedures and structures able to 
interact with the IT infrastructure of another country can threaten the founda-
tions of a more developed country, and undermine its economic, political, mili-
tary and social systems. The modern world is home to a type of information 
asymmetry. 


Possession of the right structures and mechanisms to protect a country’s 
own IT infrastructure and information resources now forms an indispensable 
element of cyber security and represents the very basis of national security. 
Another important aspect of the information asymmetry present in the modern 
world is the possession of the tools, procedures and structures capable of rec-
ognizing and incapacitating the opposite side, in the case of organized crime. 
These two elements map on to defense and attack in the cyber arena and, inter 
alia, will become an indispensable part of the fight against organized crime. 
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The quality of these elements will affect the course, cost and effect (degree of 
realization of the objectives) of actions carried out. 


From the point of view of information asymmetry, it appears necessary to 
classify the parties involved in the conflict in terms of the level of development 
of infrastructure. Included within the first group are countries with well-devel-
oped IT infrastructure that are also in possession of network-centric capabili-
ties. This means that they have integrated data communication systems and 
can share information resources completely. The second group of countries 
comprises countries with well-developed ICT infrastructure, but who do not 
possess network-centric capabilities. These countries have fully integrated ICT 
systems, but do not yet have systems that enable sharing of all the information 
they possess. This category may include countries that are at the stage of de-
velopment of ICT infrastructure at which not all their ICT systems have been 
integrated, meaning that there is no flow of information between the systems. 
The fourth category of countries includes those countries that do not have IT 
infrastructure, or those countries in which the level of development of the IT 
infrastructure is very low, thus prohibiting integration. A separate category co-
vers informal groups, including organized crime networks, which do not have 
their own national law and which use the IT infrastructure located on the terri-
tory of a country (or group of countries) to carry out their business. 


Ways of Impact 


The use of cyberspace in the form of negative cooperation is nothing but a 
struggle to gain information superiority over the other side. On the one hand, it 
comprises the desire to hide information and one’s own intentions, to create a 
false image while striving to obtain information about the intentions of the op-
posite side; on the other hand, it encompasses ensuring the functionality of 
one’s own information system and paralyzing (incapacitating) the information 
system of the opposing party. 


With such specific purposes in terms of negative cooperation, one should 
attempt to define information as a factor that determines the course of each 
conflict. Today, there are a number of different approaches and definitions of 
the term. For many theorists involved in defining the concept of information, 
information itself is considered to be the original concept which cannot be de-
fined. Some authors give up on its definition, contenting themselves with its in-
tuitive and colloquial meaning. Interestingly, in terms of the objectives of ac-
tion in cyberspace, one definition of information was presented by Professor 
Marian Mazur, the greatest Polish cybernetician, who—in relation to the psy-
chological theory of reflection—states that information is “the relationship be-
tween the original and the image of the original.”2 Another definition of infor-
mation was presented by Piotr Sienkiewicz, who understands information to be 


                                                           
2  Marian Mazur, Cybernetic Theory of Autonomous Systems (Warsaw: PWN, 1966), 35-


37. 
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“a collection of facts, events, features, objects included in such a form that al-
lows the recipient to respond to the situation and take appropriate mental or 
physical action.”3 


These definitions are focused on the identification of information as a mir-
ror image of observed reality, which does not have to be a reflection of the 
truth or the facts. Knowledge is built on the basis of this reflection, in conjunc-
tion with a number of different factors such as education, experience, the ob-
server’s beliefs, and so on. If the resulting picture of reality is, to some degree, 
far from the truth, then the knowledge created on the basis of it does not 
guarantee an effective and efficient interaction with reality. 


The credibility of the information obtained depends on the quality of the 
recognition system and the quality of the activities opposing this, or, counter-
recognition. These two mutually opposing processes, which compete for infor-
mation, tend to achieve information superiority over the opponent. The side 
which gains an advantage in the sphere of information will reach its goal at a 
lower cost, while maximizing the costs of the opposing party. This system is 
shown in Figure 1. 


 
Figure 1: The relationship between recognition and counter-recognition in nega-


tive cooperation. 
 


                                                           
3  Piotr Sienkiewicz, Systemy kierowania (Warsaw, 1989), 128. 
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When analyzing recognition, it can be noted that this is the process by 
which we are able to distinguish basic material objects and entities. The sub-
jects in this process are the object of the recognition process and its back-
ground, physical information media and any technical devices used by the ob-
server, who is the analyzer and receiver of information. In turn, the subjects of 
recognition include all the participants involved in this process, including teams 
of individuals and reconnaissance bodies at various levels in the organization. 


As mentioned earlier, the quality of recognition in cyberspace depends on 
the quality of counter-recognition, which should not only hide intentions (in-
formation), but also provide a basic level of protection of information re-
sources. As part of the fight in cyberspace, information counter-recognition 
should include both active and passive measures. 


Active measures in terms of counter-recognition are a way to protect corpo-
rate information, carried out by specialized groups using a variety of methods 
and tools. Its passive (preventative) counterpart involves misleading the oppo-
nent by creating a false picture. 


Negative cooperation in cyberspace, understood as an information war, re-
quires both offensive and defensive activities which are necessary to achieve 
information superiority over the rival and achieve one’s objectives. Currently, it 
acts as a prelude to activities conducted outside cyberspace. For this reason, 
before physical confrontation takes place, whether between criminal groups or 
criminals and the institutions combating them, the battle is waged on the field 
of cyberspace, traversing not only the territory of the parties directly involved 
in the conflict but also the cyberspace of the international community. The bat-
tle can either take a slow or a violent course. In the former, the impact on the 
opposite side will unfold gradually, with no noticeable beginning of the attack, 
which may go unnoticed or be dismissed as a daily online phenomenon. In turn, 
the violent attack will be characterized by the high intensity of the cyberspace 
interaction, and its effects will be felt keenly. 


In trying to identify the manner of interaction in cyberspace, it can be bro-
ken down into its fundamental stages. The first stage involves developing in-
formation superiority by creating a positive image of the parties involved in the 
conflict. Organized crime depends on concealing a group’s true activities and 
creating a favorable atmosphere for the group to expand its sphere of influ-
ence. The next stage is recognizing the opponent’s information system (enemy 
criminal group or state institutions in the fight against organized crime) target-
ing its components, information resources, procedures and critical infrastruc-
ture. Counter-recognition is the stage equivalent to a diagnosis, namely, activi-
ties aimed at confusing and misleading the rival and protecting one’s own in-
formation system. The last stage in this timeline of negative cooperation in cy-
berspace is the incapacitation of the rival’s information system by leveraging 
the impact of information and, as is likely, physical (kinetic) effects. 


The aim of the above steps involved in cyberspace combat is the gaining of 
information superiority, transitioning to the development and conduct of  


 







Piotr Dela, Connections QJ 15, no. 3 (2016): 55-64 
 


 62 


 


 
Figure 2: Recognition and counter-recognition in cyberspace. 
 


 
Figure 3: Areas of combat in cyberspace. 
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criminal activity from a superior position or forcing an opponent into submis-
sion as a result of the impact endured in cyberspace. Figures 2 and 3 show the 
areas in which organized criminal groups might wage war in cyberspace. 


Conclusion 


This article presents certain aspects of the impact of organized crime in cyber-
space. A new dimension of organized crime was revealed, along with its impact 
on the development and course of potential conflicts conducted for the pur-
pose of gaining influence and profits. Significant phenomena, as observed in 
the contemporary world, were identified, namely, disparities between the lev-
els of development of individual countries. These manifest themselves, inter 
alia, in the level of development of IT systems and infrastructure associated 
with a party involved in a conflict, and leads to information asymmetry. 


According to the author, warfare in cyberspace and the struggle for infor-
mation superiority will provide a new form of competition in the international 
arena, including the fight for influence as pursued by organized crime rings. Its 
consequences will be severe, impacting not only on the economic sphere, but, 
primarily, on the social sphere. 
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Abstract: Crime and terror groups are key non-state actors in Karachi and 
employ crime and violence to achieve political and economic gains. They 
have a different relationship with the state than crime groups in Italy 
where the state has more resources to share with the crime groups. In-
stead, much more complex relationships exist between the state and the 
non-state actors in this difficult environment where crime and terror 
groups have become a part of diffuse governance of the city, including 
provision of housing and water.  


Our analysis differs from others who suggest that crime and terror 
groups have stepped into a power void. We suggest that the political par-
ties rather than the crime and terror groups are at the forefront of violent 
and criminalized politics. Therefore, violent non-state actors are not the 
ultimate arbiters of the political order. Crime and terror groups remain 
vulnerable as they may lose the state’s support and without this they face 
difficulty surviving in this highly competitive environment. 


Keywords: Karachi, crime, terrorism, megacities. 


Introduction 


Megacities are developing across many regions of the world – in particular in 
Asia, Latin America, and Africa. These cities are growing rapidly as migrants 
from rural areas or those escaping conflicts gravitate to urban areas. Migrants 
often settle in informal urban settlements that frequently lack infrastructure 
and services. In the absence of state presence, or in areas where the state’s 
presence is substantially weakened, criminals and other non-state actors be-
come the providers of services needed by citizens. Many security specialists 
write that the rise of criminal groups in megacities presents a critical challenge 
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to global stability. They suggest that poor governance by states and the rise of 
disgruntled populations in these megacities may result in alternative structures 
of governance where gangs and warlords assert control over urban territory.1 


Research in Karachi, a city in which criminal organizations, terrorists and 
crime-terror groups are all powerful actors, suggests a different reality. Crime 
and violence are deployed strategically by criminals in Karachi for economic 
and political gain. Yet they are just one group competing for power in an envi-
ronment in which every political player is armed and has a stake in the city. 


Despite the presence of much intra-personal and politically motivated vio-
lence, including high rates of homicide, there is an order in Karachi that is es-
tablished from the bottom up rather than the top down. This order is not en-
tirely separate from the state but—as this analysis will show—these diverse 
criminalized non-state actors manipulate the state and are in turn manipulated 
by the state. 


The reason that many fail to see the order that exists in this chaos is that 
they use Western concepts of nation-building or state formation to analyze the 
new urban reality of the developing world. Thus they miss the distinctive rela-
tionships that exist between state and non-state actors in the megacities of the 
developing world, of which Karachi is a prime example. 


This paper analyzes how criminalized non-state groups are connected to the 
wider political and economic contexts in which they operate. The relationships 
between organized crime and the state are different in Karachi from those that 
exist in Sicily, Italy. Yet the Sicilian context provides the overarching framework 
for our understanding of crime-state relationships. In Sicily, family relationships 
determine the structures of criminal groups and votes are delivered to politi-
cians in return for contracts and tolerance of their activities. Criminal groups 
are loyal to the state and have grown along with the economic development of 
the Italian state since World War II.2 


In contrast, in Karachi, non-state actors do not benefit as directly from a 
parasitic relationship to the state. This is true, in part, because the state has 
less to give. Moreover, there is less of an exchange relationship between the 
non-state actors and political structures than in Italy. Rather, much more com-
plex relationships exist between the state and the non-state actors in this diffi-
cult environment in which crime and terror groups have assumed many func-
tions that are vital for the survival of citizens, such as the provision of housing 
and water. 


                                                           
1  Richard J. Norton, “Feral Cities,” Naval War College Review 56, no. 44 (2003): 97–


106; David Kilcullen, “The City as a System: Future Conflict and Urban Resilience,” 
The Fletcher Forum of World Affairs 36, no.2 (2012): 19–39; Robert Muggah, “Decon-
structing the Fragile City: Exploring Insecurity, Violence, and Resilience,” Environ-
ment and Urbanization 26, no. 2 (2014): 345–58. 


2  Pino Arlacchi, Mafia Business: The Mafia Ethic and the Spirit of Capitalism (London: 
Verso, 1986). 
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Karachi: Order and Disorder in this Megacity 


Karachi, a city with a population of approximately twenty million, contributes 
at least a quarter of Pakistan’s GDP and serves as its primary port. Through its 
port flow many illicit commodities including drugs,3 ensuring the centrality of il-
legal commerce to the economic life of the city, and by extension, the country. 


Karachi’s political structure is distinctive in having criminal groups, terror 
groups (Al-Qaeda, Tehreek-e-Taliban Pakistan (TTP) and Lashkar-e-Tayyaba 
(LeT)), and crime-terror groups (D-company) as major actors in the political and 
economic environment of this great port city. Even its primary political party, 
the Muttahida Qaumi Movement or MQM (party representing migrants) as it is 
popularly known, is credited for introducing systematic violence and crime to 
the city’s politics.4 The centrality of terror groups that finance themselves 
through crime creates new forces in the urban structure. The terrorists differ 
from crime groups in that they seek to destroy or fundamentally alter the state. 
This means that the maintenance of state stability is not a primary objective of 
their participation in urban politics. This contributes to a unique dynamic of ur-
ban governance found in few other megacities and which leads some analysts 
to believe that Karachi’s violence is a prototype for future conflicts.5 


Karachi’s informal and violent political order reflects the dramatic evolution 
in the city over the past seventy-five years. The migration that has contributed 
to Karachi’s high growth rate is characteristic of development in the developing 
world but its scale is distinctive. Between 1941 and 1961, Karachi’s population 
increased by 432 percent; the largest recorded population increase in any city 
in any given time in history.6 The drivers behind this increase in urban popula-
                                                           
3  Some of the world’s highly processed drugs transit through its port. United Nations 


Office on Drugs and Crime, Country Office, Pakistan, Illicit Drug Trends in Pakistan (Is-
lamabad: United Nations Office on Drugs and Crime, 2008), https://www.unodc.org/ 
documents/regional/central-asia/Illicit%20Drug%20Trends%20Report_Pakistan_ 
rev1.pdf. 


4  Since a military operation was launched in 2013, the MQM’s grip has weakened on 
Karachi and it has lost some of its influence. The MQM, a key player in the city’s 
politics, has been associated with systematic extortion practiced in Karachi since the 
1990s, and by some accounts, even before then. Its violent tactics against political 
opponents are widely known and feared. However, the MQM cannot be reduced to 
a criminal enterprise alone. It has deep roots in local communities and is credited for 
carrying out welfare projects in the city. For more on MQM, see Oskar Verkaaik, A 
People of Migrants: Ethnicity, State and Religion in Karachi (Amsterdam: VU Univer-
sity Press, 1994); Oskar Verkaaik, Migrants and Militants: Fun and Urban Violence in 
Pakistan (Princeton: Princeton University Press, 2004); Nichola Khan, Mohajir Mili-
tancy in Pakistan: Violence and Transformation in the Karachi Conflict (New York: 
Routledge, 2010). 


5  Ryan Clarke, Crime-Terror Nexus in South Asia: States, Security and Non-State Actors 
(New York: Routledge, 2011); see also Zia ur Rehman, “The Pakistani Taliban’s 
Karachi Network,” CTC Sentinel 6, no. 5 (May 2013): 1-5. 


6  Tai Yong Tan and Gyanesh Kudaisya, The Aftermath of Partition in South Asia (New 
York: Routledge, 2000). 
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tion include migrants from India who settled in Karachi after the Partition of 
India in 1947. The city’s population also grew exponentially as a result of migra-
tion from rural areas of Pakistan. By the 1970s and 1980s, and in the wake of 
the Afghan jihad, waves of migrants displaced from tribal areas of Pakistan and 
adjoining Afghanistan arrived in Karachi in search of opportunities. After the in-
vasion of Afghanistan that followed 9/11, the long decade of military opera-
tions in Afghanistan and the tribal areas of Pakistan again triggered subsequent 
waves of migrants. 


Despite being a city built on migration, Karachi was ill-equipped to integrate 
newer arrivals. The ever-arriving migrants suffered as a result of the city’s lim-
ited resources combined with bureaucratic and flawed state policies. This al-
lowed non-state actors including community networks, crime and crime-terror 
groups, political parties, and individual entrepreneurs engaged in illicit activi-
ties to gain a vital stake in service delivery and consequently in the political 
power of the city. The provision of services, in particular housing and water, for 
a significant section of the population, and especially the poorest sectors, has 
become deregulated over time. It is estimated that that almost 41 percent of 
the water supply to Karachi is siphoned off from bulk distribution and sold in 
the parallel water market through tankers that supply the poorer areas of the 
city with water.7 Similarly, 50 percent of the city’s housing needs are met 
through the informal sector.8 


Political parties collaborate with licit and illicit actors in order to gain control 
of the city’s resources. Power is divided regionally with particular groups having 
power in particular regions of the city. For example, the poor urban settlement 
of Lyari is controlled by one of the prime criminal groups engaged in drug traf-
ficking. 


The state, to an extent, is complicit in the emergence of this informal order, 
as it regulates competing contenders by playing one actor against the other. 
This is done by punitive military operations and through varying levels of state 
support for the lucrative informal service delivery that is provided by criminal, 
crime-terror networks and other non-state actors to citizens. 


The state no longer has a monopoly on violence but instead acts as a ref-
eree of sorts, presiding over competing contenders for Karachi’s political and 
economic resources. In this order, violence is employed by political players as 
well as the state as a display of hegemony. Violence also increases along with 
the number of political contenders. The order in Karachi presents a fragile 
equilibrium that is mediated by the state from the top down, but which is 
changing from the ground up as well, impacting governance as players adapt 
and formulate responses to further extend their influence and gain support 
among local constituencies. 


                                                           
7  Orangi Pilot Project – Research and Training Institute, Orangi Pilot Project: Institu-


tions and Programs (Karachi, 2013). 
8  Arif Hasan et al., Land Ownership, Control and Contestation in Karachi and Implica-


tions for Low-Income Housing (London: IIED, 2013). 







Karachi: Organized Crime in a Key Megacity 
 


 9 


The Development of Organized Crime in Karachi 


Organized crime has grown in Karachi over the past 35 years and now assumes 
a major economic and political role in the city. Its growth can be traced to the 
Russian invasion of Afghanistan in 1979 when Afghan farmers began to grow 
opium on a large scale. For Karachi, this development resulted in the transit of 
opium intended for markets in Europe and elsewhere through its ports. Over 
time, opium refineries also sprang up in northwestern Pakistan; there were an 
estimated 100 to 200 heroin refineries in the Khyber District alone.9 The drugs 
produced in this manner are also often transited through Karachi. An active 
weapons trade traversed the same route, a business often facilitated by various 
military and intelligence services.10 


The impact of the Afghan drug trade was multi-faceted. As Karachi became 
a transit point in the international drug trade, local crime groups became con-
nected to the international drug trade, making the city an important node in 
the world of transnational organized crime. One immediate effect on the city 
was the transformation of its crime groups in Lyari, one of the oldest neighbor-
hoods of Karachi with a predominantly Baluch population. Drug consignments 
transited through Lyari on their way to European, Gulf, and Central Asian mar-
kets. The Baluch gangs of Lyari became key intermediaries between the drug 
traffickers of the tribal areas and international buyers of Afghan drugs.11 An-
other neighborhood of Karachi, Sohrab Goth, predominantly inhabited by Pash-
tuns, became notorious for the presence of drug smugglers. A neighborhood on 
the outskirts of the city, Sohrab Goth was primarily associated with manual la-
borers from North West Frontier Provinces (NWFP) and Afghan refugees and 
became the largest Afghan refugee camp developed illegally on public land.12 It 
was known for its weapons stockpiles and its role in local heroin distribution as 
well as drug transport to international destinations.13 


The trade brought in substantial profits, converting petty criminals into 
feared drug traffickers. Drug profits were laundered via Karachi’s real estate 
market. As a result of the influx of Pashtuns into Karachi, the dynamics of the 
informal housing market changed. Until the early 1980s, most middlemen were 


                                                           
9  Ikramul Haq, “Pak-Afghan Drug Trade in Historical Perspective,” Asian Survey 36, 


no. 10 (1996): 945-963, quote on p. 954. 
10  1985 report by Herald magazine (Pakistan) cited in Haq, “Pak-Afghan Drug Trade,” 


945–963. See also James Rupert and Steve Coll, “U.S. Declines to Probe Afghan Drug 
Trade: Rebels, Pakistani Officers Implicated,” Washington Post, May 13, 1990. 


11  Laurent Gayer, Karachi: Ordered Disorder and the Struggle for the City (New York: 
Oxford University Press, 2014), 134. 


12  Ibid., 294. 
13  Akmal Hussain, “The Karachi Riots of December 1986: Crisis of State and Civil Society 


in Pakistan,” in Mirrors of Violence: Communities, Riots and Survivors in South Asia, 
ed. Veena Das (New Delhi: Oxford University Press, 1990), 186. 
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either Punjabi or Mohajir.14 Mohajirs were individuals who had migrated from 
India to Pakistan in the wake of the partition of British India in 1947.15 Pashtun 
middlemen, however, soon replaced Punjabis and Mohajirs in the informal 
housing market and imposed new codes in squatter settlements: after seizing 
lands, plots were developed and tenants could be evicted at will.16 The result 
was coercion and ruthless violence on an unprecedented scale in Karachi in the 
1980s.17 The outcome of this transition was that armed players flush with 
money gained in the drug trade had replaced existing players in the informal 
housing market. Over the years, the political and economic stakes became 
higher in terms of which players gained in power within the informal housing 
market and Karachi’s real estate sphere. 


Similarly, criminal groups have played an important role in the informal wa-
ter delivery racket. Informal water delivery, although not a centralized cartel, 
has been a permanent reality of the urban landscape since it began in the 
1990s when there was an absence of rain and the state devised a solution to its 
water delivery problem. To address citizens’ needs, supply points were created 
by the state where thousands of tanker trucks were filled up daily to distribute 
water to the parts of the city affected.18 The solution comprised of selling water 
at a nominal price through commercial water tankers to parts of the city which 
were experiencing water shortages. Because the institution responsible for wa-
ter and sanitation (Karachi Water and Sewerage Board – KWSB) lacked capac-
ity, the provincial government entrusted the task to paramilitary forces sta-
tioned in the city.19 


Locally known as Rangers, the paramilitary forces had been deployed in Ka-
rachi since 1989, and were considered more efficient and neutral than the local 


                                                           
14  Stanley J. Tambiah, Leveling Crowds: Ethnonationalist Conflicts and Collective Vio-


lence in South Asia (Berkeley and Los Angeles: University of California Press, 1996), 
84–155. 


15  The concept of Mohajirs and Ansars dates back to the migration of Muslims to 
Mecca and Medina in the times of Prophet Mohammed. The Muslims in Mecca were 
called Mohajirs as they had left their possessions behind to follow the Prophet. The 
Muslims in Medina were called Ansars as they opened their doors of hospitality and 
welcomed Mohajirs as their own. The analogy of Mohajirs and Ansars was invoked in 
the aftermath of the creation of Pakistan in 1947 to create a sense of brotherhood 
between the refugees who had settled in Karachi as Mohajirs, and Sindhis, the au-
tochthonous residents of Karachi and Sindh who had opened their homes to them 
like Ansars. 


16  Laurent Gayer, “Guns, Slums, and ‘Yellow Devils:’ A Genealogy of Urban Conflicts in 
Karachi, Pakistan,” Modern Asian Studies 41, no. 3 (2007): 514-44, 522. 


17  Ibid., 515–44. 
18  Laurent Gayer, “The Rangers of Pakistan: From Border Defense to Internal ‘Protec-


tion,’” in Organized Crime and States: The Hidden Face of Politics, ed. Jean-Louis Bri-
quet and Gilles Favarel-Garrigues (New York: Palgrave Macmillan, 2010), 15–39. 


19  Noman Ahmed and Muhammed Sohail, “Alternate Water Supply Arrangements in 
Peri-Urban Localities: Awami (people’s) Tanks in Orangi Township, Karachi,” Environ-
ment and Urbanization 15, no. 2 (2003): 33–42. 
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police.20 Rangers, who managed official hydrants for KWSB and ensured the 
supply of drinking water to the residents, however, also sold water in the in-
formal market, charging double the official rate, according to unofficial sources 
in Pakistan.21 In addition, they extended support to organized crime groups en-
gaged in the parallel water supply, earning significant incomes, although these 
are difficult to quantify.22 Gayer argues that these illegal activities on the part 
of the Rangers were tolerated by the state because they had been asked by the 
local government to engage in law-enforcement duties that fell outside their 
mandate. 


There are now more unofficial water filling points than official ones. At 
these unofficial sources spread across the city, water is siphoned off, often to 
be delivered by non-state actors, particularly criminal groups.23 Although not a 
centralized cartel, these actors are organized and have formed an association 
to advocate on their behalf.24 According to estimates, this enterprise provided 
the criminal providers with approximately 49.6 billion Pakistani rupees (ap-
proximately 474 million dollars) annually in the early 2000s.25 


Although informal water supply and housing is commonly attributed to “wa-
ter mafias” and “land mafias” with connotations of criminality, it fails to take 
into account the pivotal role played by the state in these activities. Because ac-
cess to drinking water and housing is central to daily existence, the ministries 
for land and water are highly contested among political parties as housing and 
water provision as issues are not only urban topics but also highly political in 
nature. They are also lucrative – wherever water development projects by in-
ternational development agencies are introduced, the value of land goes up.26 
Access to such information before it becomes public is available to those who 
are part of government. As a result, those who are privy to this “insider infor-
mation” can engage in land grabbing in those parts of the city intended for de-
velopment, earning significant economic and political gains for themselves and 
the political institutions with which they are affiliated.27 Often the beneficiaries 
of land grabbing and the unofficial sub-division of land go beyond ministry offi-


                                                           
20  Gayer, Karachi: Ordered Disorder, 216. 
21  Perween Rahman, Water Supply in Karachi: Situation/Issues, Priority Issues and Solu-


tions (Karachi: Orangi Pilot Project – Research and Training Institute, 2008), 13. 
22  Gayer, “The Rangers of Pakistan,” 21. 
23 Orangi Pilot Project. 
24  For instance, the owners of the 5,000 unofficial water delivery tanks at the time pro-


tested against the closing of illegal water hydrants in 2012. See “Water Fight: Own-
ers of Private Tankers Give 24 Hours Ultimatum,” The Express Tribune, March 9, 2012, 
http://tribune.com.pk/story/347516/water-fight-owners-of-private-tankers-give-24-
hour-ultimatum/. 


25  Rahman, Water Supply, 18. 
26  Based on interviews at the Karachi Water and Sewerage Board, Karachi, in August 


2013. 
27  Based on interviews at the NGO Shehri, Karachi, in August 2013. 
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cials and include elected members of government, law enforcement officials, 
political parties, and land owners.28 


Organized Crime and Politics in Karachi 


Crime groups play an integral role in the political economy of the city, along 
with their role in land and water issues as mentioned above. In the violent poli-
tics of Karachi, their implicit and explicit support to political players gives the 
party structural “enforcers” who may carry out violence against opponents. 
This recalls the role of the yakuza in pre-world War II Japan who were used by 
forces loyal to the emperor to silence opponents.29 As in the case of Japan in 
the 1930s, this support provided to the existing power structure reflects the 
fact that leaders of crime groups believe in the idea of the state and thus are 
interested in remaining within the political system. This is in contrast to ter-
rorist groups like the TTP, founded in 2008, that seeks to establish a Sharia 
state in Pakistan. In line with its stated objective, it has a more destructive ap-
proach to the existing political order. 


This approach to the state differentiates criminals from terrorists. Because 
criminal groups provide services that have been ceded by the state, they are 
dependent on the state’s implicit support of their activities. This separates 
them from the terrorist groups prominent in the city, but not from crime-terror 
groups such as D-company that need state support to continue their criminal 
activities.30 


In Karachi’s politics, violence has become an enforcement mechanism 
among political players and is perpetrated by political party affiliates as well as 
crime groups. A striking example of this phenomenon is the People’s Aman 
Committee (PAC), founded in 2008 and comprised of the Baluch drug dons of 
Lyari. The PAC served as an enforcer for the Pakistan People’s Party (PPP) dur-
ing the latter’s stint in government (2008-2013). Initially, it had a clientelist re-
lationship with the PPP as the PAC received implicit political support from the 
ruling party in exchange for access to votes in the neighborhood of Lyari, a pat-
tern reminiscent of Sicily discussed earlier. It also provided personnel who 
could challenge the de-facto hegemony of the political party, MQM, by prac-
ticing extortion in Karachi. 


Over time, however, the PAC presented itself as a political player and not 
just as a band of drug dons doing the bidding of one of the largest political par-
ties in the country.31 It demanded that its nominated candidates run for seats 


                                                           
28  Gayer, Karachi: Ordered Disorder, 261. 
29  Peter B.E. Hill, The Japanese Mafia: Yakuza, Law, and the State (Oxford: Oxford Uni-


versity Press, 2003). 
30  Clarke, Crime-Terror Nexus.  
31  Dina Temple-Raston, “The Tony Soprano of Karachi: Gangster or Politician?” NPR, 


January 2, 2013, www.npr.org/2013/01/02/168197733/the-tony-soprano-of-karachi-
gangster-or-politician; “Overcoming grudges: Lyari’s Uzair Jan Baloch opens arms for 
Karachi journalists, requests unbiased reporting,” The Express Tribune, July 25, 2013, 
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in the legislature instead of PPP’s politicians who were not cognizant of the 
problems faced by the people of Lyari. Under the PAC’s control, crime rates 
plummeted while money acquired through the drug trade and extortion was 
invested in public welfare schemes in Lyari.32 The PAC’s increasingly political 
role threatened to change the clientelist dynamic of the relationship between 
the PPP and the PAC.33 As a result, rifts grew between the PAC leadership and 
the PPP, resulting in the political party distancing itself from the drug dons it 
had formerly supported. 


By September 2013, a military operation to cleanse the city of criminal and 
terrorist elements was underway in Karachi. The objective of this operation 
was to target actors in the city responsible for violence, extortion, and other 
criminal activities. The PPP had withdrawn its support of the PAC and the lead-
ers of the PAC were on the run, highlighting the vulnerability of crime groups 
dependent on state support. Yet, despite its exit from the stage, the rise of the 
PAC highlights the changing dynamic between a political party and a crime 
group. It shifted from a clientelistic role to a political one. In making this transi-
tion, it represents a new actor on Karachi’s political stage. 


Conclusion 


Over seventy years, Karachi has become one of the world’s largest cities. Suc-
cessive governments have ceded authority to non-state actors for the provision 
of housing and water. This devolution of power can be explained by limited re-
sources, poor policy planning, and a rapidly increasing population resulting 
from rural to urban migration and displacement caused by conflict. Some have 
suggested that this hands-off approach to governance is a post-colonial legacy 
of indirect rule 


34 and (or) a continuity of the criminal-cum-political strongmen 
of British India who worked as intermediaries between the rulers and the 
ruled.35 As in many regions of the world, historical legacies shape both political 
developments and the nature of crime. 


Yet there was an ever-present reality determining its development. Kara-
chi’s constantly increasing population created demands for public amenities in 


                                                    
http://tribune.com.pk/story/581421/overcoming-grudges-lyaris-uzair-jan-baloch-
opens-arms-for-karachi-journalists-requests-unbiased-reporting/. 


32  Gayer, Karachi: Ordered Disorder, 255. 
33  Fahad Desmukh, “‘You are in Islamabad because of our Votes’: Interviews with the 


Lyari PAC,” Third Worldism: Dispatches from the Global South, May 3, 2012, 
https://thirdworldism.wordpress.com/2012/05/03/you-are-in-islamabad-because-
of-our-votes-int/#more-128352924. 


34  Adnan Naseemullah and Paul Staniland, “Indirect Rule and Varieties of Governance,” 
Governance 29, no. 1 (2016): 13–30. 


35  Thomas Blom Hansen, “Sovereigns Beyond the State: On Legality and Authority in 
Urban India,” in Sovereign Bodies: Citizens, Migrants, and States in the Postcolonial 
World, ed. Thomas Blom Hansen and Finn Stepputat (Princeton, New Jersey: Prince-
ton University Press, 2005), 169–91. 
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a newly-independent state struggling to remain unified despite great financial 
challenges and the pressures of a diverse multi-ethnic population. Karachi, with 
its strategic location as a seaport, also suffered from the curse of geography as 
it developed as a trafficking route for drugs and weapons during the Afghan ji-
had days and continued in this role well after September 11. It was in this con-
text that non-state actors stepped in to contribute to service provision incre-
mentally. 


Efforts made to reassert state authority have had limited success despite 
successive military operations in Karachi since the 1990s, and one operation 
that has been on-going since 2013.36 While the operations in the 1990s primar-
ily targeted the political party the Muttahida Qaumi Movement (MQM), the 
operation launched in 2013 focused on crime groups in Lyari, and the terrorist 
group, Tehreek-e-Taliban Pakistan (TTP), as well as the MQM. For the TTP, the 
ongoing simultaneous military operations in 2013 both in its stronghold in the 
tribal areas of Pakistan adjacent to Afghanistan, and against its forces in Kara-
chi weakened its organizational and operational strength. These operations 
also resulted in losses being incurred by Karachi-based crime groups. 


The result of these operations in different parts of Pakistan was the re-
cruitment of criminals into terrorist groups to carry out revenge attacks jointly, 
in the process confusing law enforcement officials in terms of the source and 
planning behind these violent and destructive activities. The state’s lack of suc-
cess in scaling back non-state actors reveals that, in the past two decades, Ka-
rachi’s political landscape has grown to include new types of political players on 
a permanent basis.37 


The state manages this violent political order by withdrawing or extending 
support from or to different political players: the MQM, a criminalized political 
party drawing from diverse migrant constituencies, various organized crime 
groups that have profited from the lucrative drug trade and the crime-terror 
and crime groups that have established themselves in the city, as previously 
mentioned. Within this competition for power, the state remains the final arbi-
ter. This conclusion contradicts the policy analysis of some observers who sug-
gest that crime and terror groups have stepped into a power void. Rather, this 
analysis suggests that it is the political parties themselves, rather than the 
criminals and terrorists, who are at the forefront of violent and criminalized 
politics. Therefore, violent non-state actors are not the ultimate arbiters of the 
political order. Criminals and terrorists remain vulnerable as they may lose the 
state’s support and without this they face difficulty surviving in this highly 
competitive environment. 


                                                           
36  At the writing of this paper, the military operation is still underway in Karachi. 
37  See “Nexus of banned outfits, criminals ‘Channel 2’ unearthed in Karachi,” Geonews, 


September 10, 2015, http://www.geo.tv/article-197002-Nexus-of-banned-outfits-
criminals-Channel-2-unearthed-in-Karachi. 
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Abstract: This article examines how foreign fighters were recruited and 
mobilized for Islamic State in 2012-2014. Institutional and individual ap-
proaches to this phenomenon form the basis of understanding the mech-
anisms used for the mobilization and recruitment of foreign fighters. The 
former refers to a terrorist institution that plays a key role in the recruit-
ment of individuals (top-down/institutional), and the latter refers to the 
self-radicalization process that foreign fighters undergo (bottom-up / indi-
vidual). In particular, the research focuses on an analysis of Islamic State 
and the recruitment/mobilization of sixteen foreign fighters from Tunisia, 
Saudi Arabia, France, and the United Kingdom. The analysis shows that 
both top-down and bottom-up concepts are important but that the ex-
tent to which each is used depends on the profiles of the country in ques-
tion. The study concludes by demonstrating the comparative value of 
top-down and bottom-up approaches in terms of understanding contem-
porary terrorist recruitment and providing policy recommendations. 


Keywords: Islamic State, foreign fighters, institutional (top-down) and 
bottom-up (individual) recruitment/mobilization, Tunisia, Saudi Arabia, 
France, the United Kingdom. 


Introduction 


The study of foreign terrorist fighters has become crucial to understanding the 
evolving nature of “terrorism” in the twenty-first century. For many countries, 
terrorism and its perpetrators have become a top security threat. Despite the 
declaration and launch of the global “war on terror,” some terrorist entities 
have been able not only to survive but also to develop and increase their num-
bers, particularly their number of recruits, known today as foreign fighters. 
Since 2013, Al Qaeda’s offshoot known as the Islamic State of Iraq and the Le-
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vant/Syria (ISIL/ISIS) or Islamic State (IS) has been rapidly gaining a foothold in 
territories and countries in the Middle East where state control is weakened, 
predominantly in Iraq and Syria. 


The analysis of foreign terrorist fighters’ recruitment/mobilization has be-
come important given the rapid development of IS. A key feature of IS is the 
way in which it recruits foreign fighters globally and the way in which individu-
als join this organization on their own. It is difficult to give an exact number of 
the people joining IS, but there is an on-going flow of individuals from different 
countries who are willing to fight for IS.1 As they have taken part in terrorist 
operations and become exposed to radical interpretations of Sunni or Wahhabi 
Islam, these people pose a potential security risk to their home countries if and 
when they should return. 


In order to understand why IS has been successful in attracting and recruit-
ing foreign fighters, one should study both the mechanisms of recruitment/ 
mobilization and the independent radicalization process. Specifically, this paper 
focuses on institutional and individual levels of mobilization of foreign fighters 
from 2012 to 2014. The former refers to an institution/agency, in this case IS, 
as the key actor in luring in individuals,2 whereas the latter is based on per-
sonal/group radicalization.3 This will be assessed through the examination of 
merely sixteen individual case studies, due to the limited availability of foreign 
fighters’ profiles. Based on the large scale of mobilization of foreign fighters, 
their numbers and the countries they come from, the case studies have been 
randomly selected from the following countries that head up the list of foreign 
fighters statistics on a regional basis (in terms of absolute numbers): Tunisia, 
Saudi Arabia, France, and the United Kingdom (UK).4 Firstly, I will consider IS’s 
background, its structure, strategy and tactics. This will be followed by an ex-
planation of the concept and role of foreign fighters. Additionally, the relation-
ship between the country profiles and foreign fighters will be examined. Finally, 
this will be followed by an analysis of the mobilization and recruitment pro-
cesses and by sections offering a conclusion and policy recommendations. 


The Rise of Islamic State 


As a terrorist entity, IS was formed in 1999 and was known as Jama’at al 
Tawhid wal Jihad under the command of Abu Musab al Zarqawi. It was primar-
ily active in Jordan and Afghanistan. Later, in 2004, it pledged allegiance to Al 


                                                           
1 Peter R. Neumann, “Foreign Fighter Total in Syria/Iraq Now Exceeds 20,000; Sur-


passes Afghanistan Conflict in the 1980s,” ICSR, January 26, 2015, http://icsr.info/ 
2015/01/foreign-fighter-total-syriairaq-now-exceeds-20000-surpasses-afghanistan-
conflict-1980s/. 


2 Bruce Hoffman, Inside Terrorism (New York: Columbia University Press, 1998), 43. 
3 Marc Sageman, Leaderless Jihad: Terror Networks in the Twenty-First Century (Phila-


delphia: University of Pennsylvania Press, 2008), 69. 
4 Ibid. 
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Qaeda and the Taliban. Al Qaeda funded its training camps, and the Taliban 
provided it with territory in the western province of Herat in Afghanistan.5 The 
same year, this entity renamed itself Al Qaeda fi Bilad al Rafidayn (Al Qaeda in 
Iraq [AQI]) and participated in the Iraqi insurgency. AQI recruited Iraqis and was 
very active in cooperating with nationalist and Ba’athist insurgents in Iraq.6 Be-
ing “[l]ess disciplined, more violent and often terroristically more efficient,” al 
Zarqawi attracted new groups to his unit under Al Qaeda’s wing.7 His successful 
operations helped him to strengthen his position and reputation in the terrorist 
world.8 Following his death in 2006, the organization merged with other enti-
ties, renaming itself several times before separating from Al Qaeda and be-
coming Islamic State (IS) in 2014 under a new leader, “Caliph” Abu Bakr al 
Baghdadi.9 


IS has grown in strength following the capture of territories in Iraq and Syria 
and has approximately 25,000 fighters.10 Being able to act as a three-branch 
force, specifically, having “units devoted to terrorist, insurgent and light-infan-
try roles,” IS has captured territories between Akhtarin in Syria’s Aleppo Gov-
ernorate and Salah ad Din province north of Baghdad in Iraq.11 It took complete 
control of Raqqa Governorate in Syria and made it its capital.12 In answer to the 
question of why IS managed to become powerful, especially over the past two 
years, the likely response is “a global Jihadist power vacuum” triggered by “the 
US intervention in Iraq, Maliki’s authoritarianism, Assad’s ruthlessness, and 
post-Bin Laden Al Qaeda’s discomposure.” 


13 While (it is assumed that) there 
was worldwide “euphoria” following the Arab Spring and the weakening of Al 
Qaeda, IS decided to fill the Jihadist power vacuum in the Middle East, and ex-
ploit the situation of weak state governance and control in Iraq and Syria.14 A 
lack of stability both in Iraq and Syria, and the consequences of this, was one of 
the key factors that led to the strengthening of IS. 


                                                           
5 Charles Lister, “Assessing Syria’s Jihad,” in Middle Eastern Security, the US Pivot and 


the Rise of ISIS, ed. Toby Dodge and Emile Hokayem (New York: Routledge, 2014), 73. 
6 Joseph Felter and Brian Fishman, Al Qa’ida’s Foreign Fighters in Iraq: A First Look at 


the Sinjar Records (West Point, NY: Combating Terrorism Center Report, US Military 
Academy at West Point, 2007), 4. 


7 Mohammed-Mahmoud Ould Mohamedou, ISIS and the Deceptive Rebooting of Al 
Qaeda (Geneva, 2014), 2. 


8 Ibid. 
9 Adam Withnall, “Iraq Crisis: Isis Declares Its Territories a New Islamic State with ‘Res-


toration of Caliphate’ in Middle East,” The Independent, last modified June 30, 2014, 
http://www.independent.co.uk/news/world/middle-east/isis-declares-new-islamic-
state-in-middle-east-with-abu-bakr-albaghdadi-as-emir-removing-iraq-and-syria-
from-its-name-9571374.html.  


10 Lister, “Assessing Syria’s Jihad,” 73. 
11 Ibid. 
12 Ibid., 74. 
13 Mohamedou, Deceptive Rebooting, 5. 
14 Ibid. 
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Structure, Strategy and Tactics 


Having established a territorial basis, IS tried to build a pseudo state. Between 
four and eight million people have lived under IS’s governance.15 Organization-
ally, IS’s leadership structure is of “pyramidal form, with al Baghdadi at the top, 
followed by two deputies, a Shura Council and a cabinet of ministers, and then 
a council of provincial governors and their military commands.”  


16 In addition, a 
War Council is the main body accountable for regular operations and future 
planning. IS’s senior leadership mostly consists of Iraqis with formidable mili-
tary experience.17 Most of these individuals have a good education but feel dis-
criminated against and alienated; they do not like how Islam is portrayed in the 
media and blame the West and the double standards of its policies for the 
trouble in Iraq.18 Individuals responsible for media, religious teaching, law en-
forcement, and recruitment are mostly Saudis, Tunisians, and Europeans.19 


Al Baghdadi appears to be not only IS’s head but also its source of religious 
legitimacy.20 Having gained a PhD degree in Islamic Studies from the Islamic 
University of Baghdad and having been active as an imam for several years, Al 
Baghdadi is considered to be an important figure for IS in gaining credibility 
thanks to his high level of Islamic education. His radical religious rule is com-
bined with the practice of a bureaucratic military style of command at each 
level within his organization. Al Baghdadi has managed to create “a cohesive, 
disciplined and flexible organization.” 


21 On the military side, IS has a good re-
porting system; reporting starts at the local level and goes through the provin-
cial command to the War Council. IS is provided with detailed military reports 
on an annual basis that include both statistics and analysis.22 


Financially, IS is “self-sufficient” and has its own system for collecting and 
distributing money. Territorial control gives IS an opportunity to gain access to 
oil fields and implement a variety of criminal activities and services. The 
amount of money IS receives by selling petroleum products is close to USD 100 


                                                           
15 Collapsing Order, Reluctant Guardians? Munich Security Report 2015 (Munich Secu-


rity Conference, 2015), 37. 
16 Lister, “Assessing Syria’s Jihad,” 75. 
17 Ibid. 
18 “Public Discussion: Making Sense of ISIS – The Islamic State and Changing Geostrate-


gic Dynamics,” Geneva Centre for Security Policy, accessed September 30, 2014, 
http://gcsp.ch/Regional-Development/Events/Public-Discussion-Making-Sense-of-
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19 Lister, “Assessing Syria’s Jihad.” 
20 Ibid. 
21 Ahmed Hashim, From Al Qaeda Affiliate to the Rise of the Islamic Caliphate: the Evo-


lution of the Islamic State of Iraq and Syria (ISIS) (Singapore: Nanyang Technological 
University, 2014), 7. 


22 Lister, “Assessing Syria’s Jihad,” 76. 
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million a month.23 It spends money on its operations and also devotes a lot of 
financial resources to the restoration and construction of civilian infrastructure 
within the territories under their control, and to the maintenance of governing 
and organizational bodies. This is necessary for IS in order to present itself as a 
body able to replace Iraqi and Syrian state systems and governments. The 
“state of anarchy” in these two countries is used by IS to win public support “by 
imposing security, providing social services and implementing Sharia.” 


24 
Strategically, IS needs to keep destabilizing Syria and Iraq. It plays on the re-


ligious divides and political vulnerabilities of these two countries. In both Iraq 
and Syria, IS exploits religious and ethnic sectarian tensions. This gives an op-
portunity for IS to carry out its operations effectively. Its operation “Breaking 
Walls” was aimed at releasing prisoners from Abu Ghraib and expanding its ge-
ographical reach.25 The result of this operation was “the escape of 500 or more 
prisoners” in 2013 and the beginning of another operation, “Soldiers’ Harvest,” 
which sought to weaken the military capacity of the Iraqi security forces and 
exploit political tensions between Shi’a and Sunni groups in Iraq.26 In both Syria 
and Iraq, IS demonstrates its aggression through rapid deployment of its infan-
try units and the use of suicidal attacks.27 It receives weapons in Iraq, ships 
them to Syria, and then uses them in the fight against both the government 
and the opposition. Military operations go hand-in-hand with its brutal meth-
ods of killing to provoke public fear and intimidate opponents. These methods 
include beheadings, mass executions and the violent displacement of minori-
ties. All these scenes of brutality are presented on social media in high-quality 
imagery and in several languages. This contributes both to intimidation and to 
the recruitment processes. 


Foreign Fighters as a Key Component 


The term “foreign fighters” can be understood in a range of ways, but is also of-
ten associated with another word, “jihadist.” 


28 In fact, in addition to terrorism, 
“foreign fighter” does not have a commonly agreed definition in political sci-
ence. However, in this work, a “foreign fighter” will be defined as “an individual 
who leaves his or her country of origin or habitual residence to join a non-state 
armed group in an armed conflict abroad and who is primarily motivated by 
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ideology, religion, and/or kinship.” 


29 In some cases, foreign fighters may be 
paid, but money is not the only or primary stimulus. Foreign fighters can be re-
cruited and mobilized in different ways. The manner of recruitment and mobili-
zation depends on the country in question and its regional peculiarities. 


In spite of the fact that the key leadership positions in IS are held by Iraqis, a 
major part of its military structure is comprised of foreign fighters. This is stra-
tegically important for IS in order for it to live up to its image of a transnational 
organization striving to build an Islamic caliphate on a regional level, and then 
rolling this out on a global level. In addition, it is beneficial to have access to the 
different skill-sets that foreign fighters possess. One of the main tactics that IS 
uses to attract foreign fighters is the effective exploitation of social media 
platforms. It produces high-quality videos at near-professional standards and in 
various languages to address a wider audience and illustrate its global ambi-
tion. IS speaks to everyone, calling for the mobilization and support it needs to 
win the religious war it is fighting. 


IS has shown the results of its activities on social media, for example, how it 
has taken cities, used weaponry and created safe havens.30 It offers individuals 
“religious righteousness, … adventure, … a sense of self and community,”  


31 a 
chance “to feel powerful,” and “an opportunity … to take refuge in a group 
mentality” and ideology.32 IS’s media department, Al Hayat, addresses individu-
als via such messages with reference to the call of duty, the notion of jihad as 
an obligation, and existential threats posed against Islam. These messages can 
easily be found on the Internet, and people can discuss how they can join IS 
and attend its religious courses online. Those people who make contact with 
IS’s members online “have to give over their passwords to the group.”  


33 Poten-
tial recruits also undergo online interviews using anonymous browsers, secure 
programs, and proxy servers. As they talk to the potential recruit, recruiters 
maintain a warm and welcoming atmosphere, enabling the potential recruit to 
feel as if they are joining a fraternity or brotherhood. 


Fighters from the West are a key asset for IS. American and European fight-
ers can be used by IS as a tool to carry out attacks in Western countries in the 
future. The presence of these fighters during the filming of IS’s activities plays a 
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crucial role in recruiting individuals not only from the West but also from other 
regions around the world. The appearance of Western individuals on social 
media as foreign fighters contributes to IS’s promotion. IS does not only use re-
ligious justification to attract foreign fighters, but also “a promise of real and 
imminent success” based on its military capabilities.34 


Relationship between Country Profiles and Foreign Fighters 


Tunisia is an Islamic country with a predominantly Sunni Muslim population. In 
2010, there was an uprising which resulted in the corrupt government of Zine 
el-Abidine Ben Ali being overthrown. Following the uprising, however, Tunisia’s 
socio-economic situation has remained poor, as indicated in Table 1 below. 
These socio-economic difficulties, on the one hand, and the unstable political 
situation that some “radicals took advantage of,” on the other, could contrib-
ute to the radicalization of young people who “had lost faith in the political 
elite” and “who no longer believe in a democratic transition.”  


35 The high level 
of corruption, low GDP, high level of youth unemployment, a very fragile state, 
and a lack of provision of civil liberties only serve to increase frustration and 
the likelihood that young people are recruited and mobilized. After the upris-
ing, the level of unemployment among young people has remained high, at 
31.2 %. Impoverished, unemployed young people are likely to support extrem-
ists and become jihadists themselves.36 However, some “jihadists [from Tuni-
sia] are not necessarily poor, but are often from the middle and lower-middle 
classes.” 


37 They are mostly university, college, and high school students, gradu-
ates or civil servants aged between 17 and 27 years old.38 In general, jihadists 
come from a variety of backgrounds and do not fall under single category. 


Saudi Arabia is an autocratic state (monarchy) in which Sunni Islam is the 
official state religion, and expression or demonstration of other forms of Islam 
(particularly Shi’ite) is severely restricted. According to its country profile, there 
is a high level of corruption and civil liberties are widely suppressed. Freedom 
of expression is tightly controlled. Despite the fact that Saudi Arabia is an oil-
rich country, with a high GDP per capita, more than a quarter of its youth is un-
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employed (2013). The state is fragile. As in the case of Tunisia, these indicators 
suggest a link with recruitment to IS. Some well-known religious clerics have 
been strongly critical of Bashar al-Assad’s regime in Syria,39 and several militant 
groups in Syria who fought against Assad’s rule, including IS, were financially 
supported by Saudi donors.40 This continued until Saudi Arabia joined Western 
counter-terrorism operations against IS and later played a leading role in the 
formation of the Islamic anti-terrorism coalition. Although the creation of the 
“Muslim” anti-terrorism coalition has been positively accepted by many states, 
there have been doubts regarding its effectiveness. 


In comparison to Tunisia and Saudi Arabia, both France and the UK are de-
mocracies in which Christianity is the majority religion. In France, 5 – 10 %, and 
in the UK, 4.4 % of the population is made up of Muslims.41 There is corruption 
in both countries, but the level of this is much lower than that of Tunisia and 
Saudi Arabia. Both France and the UK have advanced economies, and are not 
particularly fragile states. The citizens of these democratic countries enjoy 
freedom of expression and free access to all types of media. However, more 
than 20 % of young people are unemployed in both countries. Despite hav- 
 
Table 1: Country Profiles, 2013. 
 


Indicators Tunisia Saudi 
Arabia 


France United 
Kingdom 


Corruption Percep-
tion Index (ranking) 


77  
(out of 177 
countries) 


63  
(out of 177 
countries) 


22  
(out of 177 
countries) 


14  
(out of 177 
countries) 


GDP per capita (USD) 4,316.7 25,961.8 42,503.3 41,787.5 


Unemployment rate 
among youth (% of 
youth, labor force, 
total) 


31.2 28.7 23.7 20.3 


Fragile States Index 
(score) 


76.5  
(out of 120) 


72.7  
(out of 120) 


32.6  
(out of 120) 


33.2  
(out of 120) 


Civil Liberties 
(1=best, 7=worst) 


4 7 1 1 


Sources: Transparency International, World Bank, UNDP, The Fund for Peace, and Freedom House. 
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ing few socio-economic problems, France and the UK have the largest number 
of foreign fighters in Syria and Iraq out of the Western European countries. It is 
therefore essential to explore other possible reasons for recruitment and mo-
bilization from these countries. While there is a range of factors that motivate 
some individuals to join IS, one of the major reasons behind the decision of the 
majority of second and third generation Muslims to become jihadists is “a con-
flict of identity: born and raised in Europe, they no longer identify with the 
country and/or culture in which their parents or grandparents were brought 
up, yet they also feel excluded from Western society, which still perceives them 
as foreigners.” 


42 Therefore, these individuals feel comfortable thinking about 
joining Islamic State where they believe they will be treated equally. A sense of 
duty to help “Muslim brothers” is another driver. 


Mobilization and Recruitment Processes 


a. Tunisia and Saudi Arabia 


In Tunisia, following the uprising of 2010/11, the political, economic, and social 
factors that facilitated the process of radicalization have been exploited by “Is-
lamist actors” 


43 including radical religious leaders and preachers who were 
sending “relief messages” to the public propagating ideas about injustices, exis-
tential problems, and insecurities. These radical preachers, or even school-
teachers, help radicalized individuals join IS. In fact, many mosques were under 
the influence of radicals and extremists during and following the 2011 uprising; 
these mosques were used to disseminate extremist religious discourse.44 The 
new Tunisian government confirmed that “up to 1,100 mosques, out of the 
5,100 in Tunisia, were in the hands of radical imams.” 


45 There have also been 
training camps stationed in the Tunisian desert where different jihadist groups 
were active. The army was unable to terminate these camps. One of these 
camps was used by IS as a training base from where Tunisian recruiters have 
been sending fighters to Syria through Turkey.46 In general, recruiters affiliated 
with IS have usually been preachers. 


In the case of Saudi Arabia, while socio-economic issues could be one of the 
leading factors contributing to the large number of Saudis fighting in Syria and 
                                                           
42 Peter R Neumann and Brooke Rogers, Recruitment and Mobilisation for the Islamist 


Militant Movement in Europe (London: ICSR, 2007), 16.  
43 James R. Clapper, Statement for the Record. Worldwide Threat Assessment of the US 


Intelligence Community (Office of the Director of National Intelligence, 2013), 14.  
44 Asma Ghribi, “Tunisia Struggles to Cope with Returnees from Syrian Jihad,” Foreign 


Policy, last modified September 12, 2014, http://foreignpolicy.com/2014/09/12/ 
tunisia-struggles-to-cope-with-returnees-from-syrian-jihad/. 


45 Cristiani, “The Geography of Discontent,” 8. 
46 Alessandria Masi, “Islamic State ‘Caliphate’ in Libya Depends on Tunisian Foreign 


Fighters and Desert Training Camps,” International Business Times, last modified 
February 20, 2015, http://www.ibtimes.com/islamic-state-caliphate-libya-depends-
tunisian-foreign-fighters-desert-training-camps-1822318. 



http://foreignpolicy.com/author/asma-ghribi

http://www.ibtimes.com/reporters/alessandria-masi





Almakan Orozobekova, Connections QJ 15, no. 3 (2016): 83-100 
 


 92 


Iraq on IS’s side, the increase in the number of Saudi foreign fighters happened 
after Hezbollah joined the conflict in Syria in support of Assad’s regime during 
the battle of Qusayr in 2013.47 In response to Hezbollah’s involvement, the 
popular religious leader Yusuf al-Qaradawi called upon Sunni Muslims from 
Saudi Arabia to go to Syria and fight for Sunni Muslims saying: “anyone who has 
the ability, who is trained to fight ... has to go; I call on Muslims to go and sup-
port their brothers in Syria.” 


48 This was later supported by Saudi Arabia’s Grand 
Mufti Abdul Aziz al-Shaykh and a Saudi cleric at the Grand Mosque in Mecca, 
Saud al-Shuraym, who stated that “Sunni Muslims had a duty to support the 
Syrian rebels ‘by all means.’” 


49 Hezbollah’s participation in the conflict was ex-
ploited by well-known Saudi clerics, who referred to a “call of duty,” and there- 
fore played a decisive role in the rapid mobilization and recruitment of Saudi 


Table 2: Foreign Fighters from Middle East and North Africa. 


Country Name and Age Radicalization Process (ac-


tors, events or pathways) 


Form of 
recruitment/ 
mobilization 


Tunisia 


El Balti, 23 Radical “ulema” (Islamic reli-
gious scholars)  


institutional 


Zouheir Balti, 21 Radical preacher institutional 


Nidhal Selmi, 22 Internet videos of the vio-
lence committed against ci-
vilians in Syria + ultra-con-
servative salafists in a mosque 


institutional (indi-
vidual) 


Mohamed 
Amrouni, 17 


Math teacher institutional 


Saudi 


Arabia 


Suleiman Saud 
Subaii, 25  


Death of brother and photos 
of dead Syrian children 


individual 


Al-Zayidi Saudi, 
n/a  


Radical preachers and fatwas 
(online) 


institutional 


Faisal bin 
Shaman al-
Aanzi, 25  


Al-Baghdadi’s statement on a 
call on duty 


institutional 


Hamad al-
Tamimi, 18 


Jihadists (online) institutional 


Sources: Middle East Eye, Newsweek, Daily News Egypt, Reuters, Cold Turkey, Vocativ, Al-
Akhbar, Al-Monitor, The Meir Amit Intelligence and Terrorism Information Center, Al 
Arabiya, The Middle East Media Research Institute, CNN, and Alalam. 
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men to fight in Syria and Iraq. The analysis of individual cases from the two 
countries reflects the development of events that facilitated recruitment pro-
cesses. Below are eight cases that show how young people were recruited by 
individuals connected to IS. 


In the table above, almost all the individuals were subject to “outside” influ-
ence in Tunisia. In the first two examples, radical preachers recruited both El 
Balti and Zouheir Balti. El Balti, who was 23, was under the powerful influence 
of radical “ulema” (Islamic religious scholars) who convinced him to join IS in 
2012.50 This young and educated man was from a working-class family and led 
a normal life. According to his father, his son was radicalized due to the mar-
ginalization of moderate “ulema” which gave an opportunity for radical reli-
gious scholars to take the lead in a number of mosques after Ben Ali’s ousting. 
Similarly, Zouheir Balti, who was 21, also fell under the influence of radical 
preachers before going to Syria.51 Zouheir did not have a special interest in reli-
gion and politics; he had a BA degree in Information Technology. However, he 
fell under the spell of the radical religious narrative used by preachers who per-
suaded him to join IS. In the third case, Nidhal Selmi, a famous Tunisian football 
player, also came under the influence of ultra-conservative salafists and, as a 
result, joined IS and was found dead in Syria in 2014.52 Before becoming 
radicalized, Selmi was not interested in religious extremism or politics. How-
ever, he started spending a lot of time with radical preachers in a local mosque. 
Selmi’s father mentions that one of the factors that motivated his son to fight 
in Syria was online videos about the Syrian government’s violence against civil-
ians in Syria. In the fourth case, a math teacher helped Mohamed Amrouni, a 
17 year-old boy, join IS.53 Mohamed was from a middle-class family. His older 
brother Ajmi Amrouni mentioned that before going to Syria he spent a lot of 
time on the Internet. Whereas IS’s online recruitment campaign has an impact 
on young people, the real recruiters have been active in schools and mosques. 
All these cases point to the active role of recruiters and, consequently, the or-
ganization they are working for – IS. These cases can predominantly be as-
cribed to the institutional model of mobilization, where the organization is the 
key actor in attracting individuals. 


In Saudi Arabia, while one out of four cases fits the individual model of mo-
bilization, the other three cases correspond to the institutional model. Subaii 
was motivated to join IS after the death of his brother and of Syrian children; 
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his decision was based on anger.54 He says that these were the main factors 
that pushed him to go to Syria through Turkey where he contacted a Syrian 
trafficker in person who then put him in contact with IS. Subaii was detained by 
the police when he returned to Saudi Arabia and later gave an interview about 
IS’s activities in Syria and Iraq. Subaii says that “most of the leaders of […] ISIS 
were Iraqis and Saudis and that they were working to recruit young Saudis to 
fight in Syria.” 


55 Another young man, Al-Zayidi, said in his interview on a Saudi 
television channel that he joined IS after reading Fatwas online and contacting 
several preachers.56 Al-Zaydi listened to preachers who said that Hezbollah and 
Iranians were destroying Syria – and mainly focused on injustice. A 25-year-old, 
Faisal bin Shaman al-Aanzi worked as a medical doctor in a local hospital before 
joining IS and was found dead after committing a car bomb suicide attack in 
Iraq.57 Al-Aanzi’s decision to join IS was made following al-Baghdadi’s state-
ment on the call of duty. Hamad al-Tamimi, an 18-year-old student and IS 
fighter, was captured in the al-Anbar province of Western Iraq by Iraqi security 
forces.58 Al-Tamimi was from Riyadh, and before joining IS, he was studying 
religion in a religious studies college. In his confession, al-Tamimi admitted that 
he was contacted and recruited by jihadists through the Internet. All these 
three examples indicate that Zayidi, Aanzi and Tamimi were influenced by indi-
viduals linked to IS. These three cases are examples of the institutional model 
of recruitment. 


b. France and the UK 


The profiles of foreign fighters from these two countries are similar in many 
ways. For example, the majority of the fighters are from large Muslim commu-
nities based in France and the UK 


59 as a result of the extensive flow of Muslim 
immigrants to these countries in the 1950s, 1960s and 1970s from former Brit-
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ish and French colonies. They are young (20-35 years old), educated middle/ 
working-class students and professionals who represent the second and third 
generation of Muslim immigrant communities. There are also Christians, who 
became Muslims and were gradually radicalized, although these are in the mi-
nority. In general, these foreign fighters mostly “share a Salafist-jihadi ideol-
ogy,” and most of them do not have military skills before they join terrorist 
groups.60 An analysis of mobilization and recruitment in Europe in recent years 
reveals that the process is more bottom-up (individual) than top-down (institu-
tional).61 Top-down recruitment in Europe has been weakened and under-
mined following international anti-terrorism operations launched in the wake 
of 9/11. According to the findings of a study carried out by King’s College Lon-
don for the European Commission, today “Islamist militancy in Europe is be-
lieved to consist of self-selected, multi-ethnic ‘local networks’ that have little or 
no connection” to terrorist organizations.62 Mobilization and self-recruitment is 
widespread among young people, with converts playing a more significant role. 
As radicalization progresses, these people are linked to networks and cells that 
were created independently of terrorist organizations. This shows that an indi-
vidual starts with self-radicalization, and then joins or forms a network of like-
minded individuals within his/her community and country. The Internet has 
made it easier to find other radicalized people and their networks. Individual 
cases of mobilization and recruitment are considered below. 


The mobilization of the four individuals from France occurred without the 
influence of a recruiter who, for example, was able initially to contact those in-
dividuals directly and offline in order to persuade them to join IS. In most cases, 
these individuals planned their trips and contacted those who helped them to 
travel to the conflict zones on their own initiative. Almost all the cases show 
traces of self-radicalization. In each case, different factors (online and offline) 
facilitated the radicalization of each individual and further contributed to their 
decision to become a foreign fighter for IS. 


Having experienced discrimination and spent some time in prison, Mehdi 
Nemmouche became a jihadist.63 Nemmouche was from an underprivileged 
family that lived in Roubaix, a poor industrial city in northeastern France close 
to Belgium. Nemmouche’s mother said that their family was economically de-
prived and considered by the local population to be outsiders because of their 
physical appearance. Before joining IS, Nemmouche was imprisoned several 
times for different types of crime, including robbery. He was significantly radi-
calized in prison, and following his release, Nemmouche traveled to a number 
of places and  finally arrived in Syria to join IS.   Maxime Hauchard discovered 
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Table 3: Foreign Fighters from Western Europe. 


Country Name and Age Radicalization Process (ac-
tors, events or pathways) 


Form of 
Recruitment/ 
Mobilization 


France 


Mehdi 
Nemmouche, 29 


Discrimination and prison Individual 


Maxime Hau-
chard, aka Abu 
Abdallah el-Fa-
ransi, 22 


Internet + desire to create a 
caliphate and commit martyr-
dom 


Individual 


Mickael Dos 
Santos, 22  


Muslim friend + home-grown Individual / 
Institutional) 


Salahudine al-
Faransi, 27  


Conflict in Syria + inability to 
express frustration in 
mosques + videos of bin 
Laden’s sermons on the 
internet 


Individual 


United 
Kingdom 


Abu Muhadjar, 
n/a 


Duty to protect Muslims and 
do aid work 


Individual 


Abdul Raqib 
Amin, 26  


Internet + desire to leave the 
land of ‘disbelievers’ and es-
tablish a caliphate + inability 
to find like-minded people in 
mosques  


Individual  


Mohammed 
Emwazi aka Jihadi 
John, 26 


Suspected of having connec-
tion to terror groups + sup-
pression by the security 
services 


Individual 


Brothers 
Muthana, Nasser 
and Aseel, 20 and 
17 


Mosques (radical preachers) + 
jihad as obligatory 


Institutional 


Sources: BBC, Syria Comment, The New York Times, The Economist, The Guardian, The Los 
Angeles Times, International Business Times, France 24, Jihadology, The Soufan Group, Soc-
journal, The Straits Times, The Telegraph, Mail Online News, NBC News, Daily Record, Mir-
ror, and The Independent. 


 


radical Islam online and was mobilized by online networks.64 Hauchard, also 
known as Abu Abdallah el-Faransi, is a 22-year-old Frenchman from Le Bosc-
Roger-en-Roumois in Normandy, who carried out beheadings of Syrian soldiers 
as well as American and Syrian hostages, after joining IS. Hauchard was from a 
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Catholic family but converted to Islam at the age of 17. In his interview with the 
French TV news channel BFMTV, Hauchard said that “he became interested in 
Islam via the internet” and decided to go to Syria “to help create a caliphate” 
and commit “martyrdom.” 


65Another Muslim convert, Mickael Dos Santos, an 
acquaintance of Hauchard, also joined IS at the age of 22.66 He was from a town 
to the east of Paris and grew up in a Catholic family. It was his Muslim friend 
who helped him learn about Islam, and then Dos Santos became radicalized on 
his own. According to Dos Santos’s girlfriend, he acquired radical views quickly 
and had “gone astray.” 


67 Another individual, a 27-year-old Frenchman of Mo-
roccan origin, who prefers to call himself Salahudine al-Faransi, left Paris with 
his wife and two daughters to join IS.68 Salahudine became gradually radical-
ized after he started following news about the Syrian conflict and, from there, 
jihad became an obligation for him. Salahudine was angered by the “world’s 
indifference toward [his] Muslim brothers” and was unable to express his frus-
tration in mosques.69 Instead, Salahudine started watching videos online and 
listening to radical speeches, and finally decided to go to Syria on his own. 
Salahudine claimed that he did not undergo a religious radicalization process: 
rather, his levels of awareness were raised. He said, “I did not join any network 
or group, believe me. I did not know anyone. I prepared for my journey 
alone.” 


70 
In three out of four cases in the UK, individuals became radicalized and then 


joined IS because of personal reasons, which fits with an individual model of 
radicalization. Moral outrage and a sense of duty to protect Muslims pushed 
Abu Muhadjar to leave his home.71 Muhadjar was from a well-educated mid-
dle-class family, but he decided to leave his family “to protect Muslim lands and 
blood of [Sunni] Muslims” and “do aid work as well.” 


72 Importantly, Muhadjar 
stated that no one influenced his decision to become a foreign fighter; he says, 
“There was no recruitment process to come here. It was an individual decision 


                                                           
65 Anne Penketh, “Frenchman in Isis Beheading Video Had Told TV of Caliphate Hopes,” 


The Guardian, last modified November 17, 2014, www.theguardian.com/world/ 
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66 Umberto Bacchi, “Isis: French Jihadist Mickael Dos Santos ‘Denies Appearing in 
Beheading Video,’” International Business Times, last modified November 20, 2014, 
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67 Ibid. 
68 Stéphane Mantoux, “Hide These Jihadists That I Can’t See: The French Volunteers In 


Syria,” Jihadology, last modified February 25, 2014, http://jihadology.net/2014/02/ 
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that I took.” 


73 Bangladeshi-born Abdul Raqib Amin, a 26-year-old engineering 
student from Aberdeen, Scotland stated that he was mobilized by online net-
works and had a desire to leave the country.74 He says, “I left the UK to fight for 
the sake of Allah … fight until the Khilafah (rule of Islam) is established.”  


75 He 
mentioned that mosques did not have an impact on his choice to join up to ji-
had; he claimed, “In the Aberdeen mosque there is not one person with the 
same mentality as me. They don’t agree with jihad and disagree with all these 
extremists.” 


76 Another fighter, Jihadi John, who brutally killed several hostages 
in publicly disseminated IS videos, was identified as Mohammed Emwazi from 
West London.77 His path to radicalization was different. Kuwaiti-born Emwazi 
was a graduate of Westminster University. In 2009, after his graduation, 
Emwazi took a trip to Tanzania, or what he called a safari holiday. However, 
upon his arrival in Dar es Salaam, he was arrested by the police and was not 
allowed to stay in Tanzania. He was suspected of having connections with ter-
ror groups in Somalia. Emwazi finally joined IS following bullying by the security 
forces. In the case of the Muthana brothers, they were radicalized in mosques, 
meaning that a radical preacher influenced them. Nasser Muthana, a 20-year-
old Yemeni-born student from Cardiff, who was offered a place to study medi-
cine at four universities, appeared in the recruitment video released by IS. His 
father said that his son became radicalized following his frequent visits to dif-
ferent mosques. The same path was followed by his second son Aseel, a 17-
year-old teenager who, influenced by his brother, also joined IS. In his online 
conversation with BBC Wales, Aseel stated that he considers jihad to be obliga-
tory.78 


Conclusion and Policy Recommendations 


With the recent development of Islamic State, the phenomenon of foreign 
fighters and the mechanism of their recruitment and mobilization have become 
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an acute security problem. Understanding how people join Islamic State could 
help to reduce the scale of the threat posed by foreign fighters. Foreign fighters 
have been one of the primary sources of Islamic State’s strength. There has 
been continuous growth in the number of foreign fighters from different coun-
tries and regions. This facilitates Islamic State’s attempts to present itself as a 
transnational entity. Conceptually, the mobilization process can be divided into 
two categories: a) a “terrorist organization” as the main actor recruiting individ-
uals and b) “homegrown radicalized individuals” joining a terrorist organization 
by their own decision. 


The type of mobilization process varies by region and is dependent on the 
profile of the country in question. This analysis of sixteen individual case stud-
ies shows that Islamic State has actively recruited individuals in Tunisia and 
Saudi Arabia with the help of radical preachers while the process of self-radi-
calization is the main driver of mobilization in most of the cases in the United 
Kingdom and France. This means that both institutional and individual models 
of mobilization and recruitment are at play, but that the prevalence of each 
also depends on the specific nature of the country in question. Overall, the 
study of cases from Tunisia and Saudi Arabia demonstrates the dominance of 
institutional recruitment while domestic radicalization is more frequent in 
France and the UK. 


Based on this analysis, the following policy recommendations have been 
developed: 1) Tunisia and Saudi Arabia should focus on and combat the chan-
nels of recruitment within their borders and cut external recruitment links 
coming from neighboring countries. At the same time, the provision of decent 
jobs for the population, especially young people, would be crucial in the war 
against terrorism. 2) France and the UK, in addition to their involvement in op-
erations against IS, should concentrate on homegrown radicalization and work 
actively with the local population, and especially with Muslim population (who 
are prone to radicalization). These two countries should reconsider their na-
tional identity-building projects and work to prevent their minorities (or in this 
case, the Muslim population) being discriminated against and alienated. 3) The 
international community should help to build strong governments in the terri-
tories of the countries captured by IS – governments able to meet the needs of 
their populations and stand up to terrorist organizations. Otherwise, a lack of 
coherence and a common international as well as regional approach to the 
fight against terrorism will continue to have a negative effect on the efforts of 
different countries and international organizations trying to bring peace to 
Syria and Iraq. 
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Abstract: The present paper predominantly focuses on the different ap-
proaches related to the definition of organized crime, the primary condi-
tions that create a convenient foundation upon which organized crime 
can develop, the main activities of organized criminal groups, and leading 
organized criminal formations across the different regions of the world, in 
particular, the Italian Mafia, the Japanese bōryokudan (Yakuza), Chinese 
triads, Colombian drug cartels, Russian criminal organizations (“Russian 
Mafia”), and so on. 


The second part of the paper is dedicated to the review of the inter-
national experience of fighting against transnational organized crime, 
particularly with regard to different international conventions and agree-
ments within the nineteenth century and first half of the twentieth cen-
tury. It also explores this phenomenon on a UN-level and with reference 
to a range of European institutions (the EU, Council of Europe). The 
concluding section sees an examination of the role of law enforcement 
agencies in the fight against organized crime. 


Keywords: Organized crime, smuggling, corruption, mafia, illegal forma-
tions, international conventions, law enforcement agencies. 


Introduction 


Organized crime is namely the form of criminality characterized by steady ac-
tivity perpetrated by criminal organizations (organized groups and criminal as-
sociations) with a hierarchic structure, a material and financial base and con-
nections to state structures, which exploit corruption mechanisms. The primary 
reasons for the development of organized crime include the following pro-
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cesses: the intertwining of leaders and active participants in organized criminal 
formations with representatives of the legislative, executive and judicial 
branches of the state, business, commerce, mass media and culture; the inca-
pacity of the state to protect a number of basic constitutional rights and the in-
terests of citizens and society; the cultivation of the ideas of the market and of 
private property without the proper legal guarantees; the unjustified delay in 
the adoption of basic laws ensuring normal passage to market, primarily re-
lated to the combat of organized crime and corruption; impoverishment and 
the legal nihilism of the majority of the population of the country; the lobbying 
for the interests of separate groups by the officials responsible for financial 
gain. The conditions of criminality are the sum total of the phenomena which 
by themselves cannot create criminality, but which serve as the circumstances 
that facilitate its appearance and existence. The conditions of criminality are 
subdivided into three basic groups: 


1. The associated conditions: those which form the general background of 
events and phenomena, the circumstances of place and time; 


2. The necessary conditions without which an event could not be initiated; 


3. The appropriate conditions: the set of all necessary conditions. 


The objective conditions of crime include deficiencies in the organizational, 
legal, and technical orders, which support and, on occasion, revive the subjec-
tive and objective reasons for crimes. The subjective conditions of criminality 
are the roles played by demographics and social class and psychological quirks 
within the population. The division of the reasons and conditions of criminality 
into objective and subjective makes it possible to determine the potential out-
comes of the influence of external factors on human behavior and the influ-
ence of internal, personal, unique elements on an individual’s behavior. Rea-
sons and conditions are closely interconnected, and both are necessary for 
criminality to surface. Those factors designated as reasons cannot create the 
appropriate conditions for criminality without these very conditions. The con-
nection between reasons and conditions is called “determinism.” Specifically, 
the interaction of reasons and conditions generates consequence. 


Approaches to Defining Organized Crime 


Attempting to define organized crime is a complex task, matching the com-
plexity of organized crime itself. As a result, there are many different approach-
es to pinning down the base elements of organized crime in terms of normative 
and doctrinal definitions. This multiplicity of definitions derives from the fact 
that not one formulation can contain within it the entire range of forms of or-
ganized criminality, and take into account the economic, regional and ethic dif-
ferences that exist. 


The first attempts to define “organized criminality” as a concept in the USA 
were made by David L. Herbert and Howard Tritt in the 1950s and 60s, when 
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the committees of Congress began to reveal the proofs of existence of secret 
criminal society or cartel by the name of “the Mafia” or “Cosa Nostra.”1 


The 1965 and 1966 Oyster Bay Conferences were dedicated to the issue of 
combating organized crime, and, as part of this, formulated the following defi-
nition: “Organized crime is the product of a self-perpetuating criminal conspir-
acy to wring exorbitant profits from our society by any means – fair and foul, 
legal and illegal. Despite personnel changes, the conspiratorial entity contin-
ues.”2 


The US Omnibus Crime Control and Safe Streets Act of 1968 provides an-
other definition: 


‘Organized crime’ means the unlawful activities of the members of a highly 
organized, disciplined association engaged in supplying illegal goods and 
services, including but not limited to gambling, prostitution, loan sharking, 
narcotics, labor racketeering, and other unlawful activities of members of 
such organizations.


3
 


The FBI defines an organized criminal group as any group of persons which 
has a specific formalized structure, the basic purpose of which is obtaining an 
income through illegal activity, which supports its position through the use of 
violence and threats, involving state officials in corruption, bribery or extortion, 
and usually has influence on the people who live in the territory in question or 
even the country as a whole.4 


Organized Criminal Formations 


Organized criminal formations differ from each other in having geographically 
and nationally specific elements to their character. They are also differentiated 
from one another according to the degree of globalization: they can act within 
the limits of one city, within one country or even cross the borders of individual 
states, becoming transnational. The list of criminal organizations on the global 
level, which are active in a large number of countries and regions across the 
world, includes: the Italian Mafia, the Japanese bōryokudan (Yakuza), Chinese 
triads, Colombian drug cartels; and, recently having breached national bounda-
ries, Russian criminal organizations (“the Russian Mafia”). It is worth noting 
that the term “organized criminal formations,” as referred to in the literature, 
covers two types of collective criminal groups: 
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United States: Trends and Issues for Congress (Washington, DC: Congressional Re-
search Service, 2010), 3. 
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 Criminal organization – all forms of the associations of people directly in-
volved in the commitment of crime, conducting criminal activity: orga-
nized criminal groups, gangs, illegal armed formations and so forth; 


 Criminal community (association) – a form which first unites organiza-
tions themselves, and which organizes, coordinates and guides their ac-
tivity in turn to protect the interests of the criminal association; it can al-
so fulfill the function of a “criminal trade union,” ensuring the social 
protection of its members. As a rule, such associations are not directly in-
volved in criminal activities, passing these on to smaller organizations 
under their influence. 


Several experts and authors also consider it possible to isolate several types 
or levels of criminal formations. For example, some specialists separate crimi-
nal formations into three such levels:5 


 Organized groups, driven by committing common crimes (robberies, 
theft) and not in possession of fixed corruption links; 


 Criminal groups, in which the participants fulfill strictly defined roles, but 
the basic source of means of which is not the committing of common 
crimes, but rather acts connected with the violation of routine economic 
activity or the illegal circulation of specific goods (weapon, narcotic 
drugs); 


 Criminal associations, which unite several criminal groups. 


In this case, several authors split organized criminality into two, or even 
three, levels. It is also possible to use other methods of classification. The UN 
separates the traditional type of criminal organization, namely the mafia fam-
ily, in which there is a hierarchy and rules of behavior, from the newer type of 
criminal association in which members are united under a professional sign, 
where the organization is brought together thanks to the carrying out of crimi-
nal activity of a specific form, and hierarchical and normative connections are 
expressed less; ethnic, cultural, and historical connections can also serve as the 
uniting factor.6 


Activity of Criminal Organizations 


The activity of criminal organizations can be divided into several models: 


 Accomplishing different activities targeted towards the completion of 
one serious crime, complex in its mechanism (for example, an act of 
terrorism); 


                                                           
5  A.I. Dolgovaya, ed., Criminology: University Textbook, 3rd edition (Moscow: Norma, 
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6  G.I. Bogush et al., Criminology: Tutorial, ed. N.F. Kuznetsova (Moscow, 2007), 188-
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 Systematically committing different crimes with the goal of attaining a 
particular objective: obtaining money, victory in the elections into pub-
lic office and so forth; 


 Systematically committing a uniform type of crime which acts as a con-
stant form of activity and the basic source of income for the group 
(professional criminal activity). 


The activity of large criminal associations has a specific character: they are 
structurally divided into sub-units: analytical, reconnaissance and counterintel-
ligence, transport, judicial and so forth. 


One additional unique character of the activity of such organizations is the 
interpenetration of criminal and legal activity: they are frequently engaged in 
legitimate business activity, in charitable acts (with the purpose of the creation 
of a positive image from a citizen’s point of view), in developing close economic 
ties with the business world, in guarding enterprises and judicial organizations. 


The interaction between associations of this nature and smaller criminal or-
ganizations takes the form of an exchange of information, conducting meetings 
to discuss internal and external conflicts, the organization of networking, the 
division of spheres of influence, the development of coordinated measures to 
resist the actions of law enforcement agencies, and the establishment of 
control over the activity of organs of state. 


The Signs of Organized Criminal Formations 


In order to define a criminal formation, it must possess fixed characteristics. 
Some experts separate out the characteristics which appear in all or practically 
all organized criminal formations. These can be further sub-divided into faculta-
tive elements, and include: 


 The stability of a particular criminal formation, demonstrated by the pro-
longed nature of its activity, and the repeated accomplishment of similar 
criminal acts; 


 Distribution of the roles between the members of the organization both 
along a vertical line (isolation of the leading component) and along a 
horizontal (criminal specialization) one; 


 A hierarchic structure, including, as a minimum, one person, who leads 
the organization’s activities; 


 The concentration of efforts towards specific forms of criminal activity 
(the larger the organization, the wider the circle of such forms of activity 
appears); 


 Intent to extract as much income as possible from criminal activity within 
the shortest time possible; 


 Presence of a system of mutual social aid for the members of the group 
(for example, creation of a general cashbox containing “common 
money”); 
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 Active resistance to law-enforcement agencies via the use of corruption 
mechanisms, inter alia; 


 Rigid internal discipline, the presence of a specific Code of Conduct and 
punishment for those who breach it. 


Among the facultative signs, several authors note the following: 


 Detachment of the leader of organization from actual criminal activity: 
He is not involved in committing crime, and, frequently, he also has no 
direct connection to the perpetrators of the crime, acting only as the 
ideological inspirer of criminal activity; 


 Use of mechanisms to legalize (“launder”) criminal proceeds; 


 Selection of personnel in the organization by national or clan charac-
ters; 


 Trans-border nature of activity, connection with criminal organizations 
in other countries; 


 Usage of new technical equipment for criminal activity.7 


Prevalence of organized criminality 


The scale of the activity of organized criminality is extremely high, and damage 
from it is sizeable. The Global Trends report by the Intelligence Council of the 
USA states that the data available to us shows that annual proceeds from orga-
nized criminal activity can be broken down as follows: 100-300 billion dollars 
from the trade in narcotics; 10-12 billion dollars from the transport of toxic 
substances and other dangerous items; 9 billion dollars from the theft of vehi-
cles in the USA and Europe; 7 billion dollars from the transport of illegal mi-
grants across borders; about one billion dollars from the violation of intel-
lectual property rights through the illegal copying of video films, computer pro-
grams and other goods. Harm from corruption is estimated to run to approxi-
mately 500 billion dollars, which is about 1 % of the world’s combined GNP. This 
damage is the consequence of slowing economic growth, decreasing foreign in-
vestments and reducing profits. For example, according to the data of the Eu-
ropean Bank for Reconstruction and Developments, firms which carry out busi-
ness in Russia spend from 4 to 8 percent of their annual turnover on bribes.8 


Transnational Criminal Organizations 


Organized criminal groups have always had international contacts; however, 
these contacts were irregular and usually short-term in nature until the mid-
twentieth century. This aspect only really took off after the internationalization 
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of the economy and the propagation of trade in illegal goods (narcotics, weap-
on, etc.) led to a significant growth in income from transborder criminal 
operations. 


Besides passing illegal goods (first of all narcotics) across borders, the inter-
nationalization of organized criminality is connected with the tendency of 
criminal groups to select territories for their operations in which the systems of 
criminal justice act inadequately, and in which it is easy to establish operations 
to legalize criminal income (for example, “tax havens”). 


The following basic transnational criminal organizations can be listed: 
 The Italian Mafia, which is a union of several criminal organizations, in-


cluding the “Ndrangheta” from Calabria.9 This includes approximately 100 fami-
lies, totaling between 4,000 and 5,000 members in the region of Calabria. 
Other estimates suggest 6,000-7,000 men; worldwide there might be some 
10,000 members.10 Another branch is the “Camorra” from Naples. This consists 
of 111 families and totals more than 6,700 members.11 “Nuova Sacra Corona 
Unita” from Puglia consists of about 50 clans with approximately 2,000 mem-
bers12 and finally, the Mafia “Cosa Nostra” of Sicily with 25,000 members in to-
tal, and 250,000 affiliates worldwide. There are more than 3,000 members and 
affiliates in the United States, scattered mostly throughout the major cities in 
the Northeast, the Midwest, California, and the South. Their largest presence 
centers around New York, southern New Jersey, and Philadelphia.13 


The basic source of income for the Italian Mafia is the trade in narcotics; 
however, it is also involved in other illegal operations. In particular, this in-
cludes the smuggling of weapons, alcohol, and tobacco, hostage-taking and so 
forth. In the 1990s, the influence of the Italian Mafia was somewhat reduced 
thanks to the coordinated efforts of Italy’s law enforcement agencies; never-
theless, it remains near the top of the list of the world’s most influential crimi-
nal organizations.14 


 Chinese “triads” mostly operate in the territory of Hong Kong and Tai-
wan; in total, there are about 50 different organizations involved in this group. 
Depending on the estimate you take, their members total from 160 to 300 
thousand people.15 Despite the rigid hierarchic structure, the components of 
triads directly involved in criminal operations are the part of the flexible net 
system, capable of changing their structure, and being tweaked to adjust to 
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different conditions. Triads are involved in extortion, drug trafficking, prostitu-
tion, and gambling, and are the most important suppliers of heroin into the 
USA. 


 Japanese “yakudza” also known as “gokudō,” are members of transna-
tional organized crime syndicates originating in Japan. The Japanese police, and 
media by request of the police, call them “bōryokudan” (“violent groups”), 
while the yakuza call themselves “ninkyō dantai” (“chivalrous organizations”). It 
also consists of several self-contained organizations, the largest of which is Ya-
maguchi-gumi, which has more than 26,000 members, followed by Inagava-kay 
(8,600 members) and Sumiesi-kay (more than 7,000 members). These organiza-
tions fight against one another; however, they also coordinate their activities in 
terms of the corruption of government officials and criminalization of the 
economy. Besides this, they interfere in internal economic processes (the film 
industry, entertainment industry, professional sport, lottery, financial sphere 
and the real estate market are all controlled by yakudza), they smuggle sea 
products and steal vehicles, narcotics (including methamphetamine) and 
weapons.16 


 Colombian drug cartels are occupied almost exclusively by the drug 
trafficking business, being the primary supplier of cocaine to the global market, 
at around 80 %. Two of the most well-known cartels are based in the cities of 
Medellín and Cali. The Medellin cartel was founded by Pablo Escobar and the 
Ochoa family, and Cali’s cartel by the Santacruz and Rodriguez Orejuela fami-
lies. The management level of the cartels is constructed in line with rigid hier-
archical diagrams, and various cells are separated out at the lower levels, each 
of which is involved in a specific form of criminal activity, and is not informed 
about the other operations in which the cartel is involved. At the end of the 
1990s, operations led by the Colombian police force and law-enforcement 
agencies from other countries led to a significant decrease in the volume of op-
erations carried out by cartels; however, this void has been filled by smaller 
criminal organizations.17 


 Nigerian criminal organizations appeared at the beginning of the 1980s 
as a result of the Nigerian economic crisis, which was connected to a drop in 
the price of oil. These criminal organizations specialize in drug trafficking, and 
also in fraudulent operations including the use of new financial instruments 
and extortion. As a rule, most operations are small-size, but this is compen-
sated by their large number. 


Criminal Organizations in Europe 


The 2004 European Union report (and subsequent reports) on the situation in 
terms of organized criminality detail the fundamental international criminal or-
ganizations acting on European soil. The most dangerous of these are Albanian 
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(focusing on the trade of narcotics and people, and also attempting to control 
criminal markets, including by forced methods) and Russian (economic crimes, 
extortion, illegal immigration).18 


Furthermore, the report refers to the actions of other ethnic groups: the 
Turks (trade in narcotics and weapons, money laundering, racketeering), Nige-
rians (trade in narcotics and people, fraud), Moroccans (trade in narcotics and 
smuggling), Colombians (trade in cocaine), Chinese (illegal migration), and Vi-
etnamese (smuggling, illegal migration, other criminal activities). 


One of the most dangerous criminal groups in Europe is the Russian Mafia. 
It has around 160,000 members and encompasses 12,000 groups.19 


According to the research paper entitled “The biggest organized crime 
groups in the world”, the Russian organized criminal organization “Solntsev-
skaya Bratva” (Solntsevo being a district in Moscow) is ranked in first place. Its 
revenue was estimated to amount to $8.5 billion in 2014.20 


International Experience in Fighting Transnational Organized Crime 


An international understanding of the seriousness of the threat posed by nar-
cotics trafficking, money laundering, corruption and other crimes first began in 
the twentieth century as the result of the realization of the increasing scale of 
these challenges, which go beyond the framework of individual states and have 
a great, and negative, influence on the sociopolitical and economic spheres, 
national security and individuals. The leading role in the legal regulation of the 
efforts of states and the international community in combating transnational 
organized crime belongs to the UN: in recent decades when it became obvious 
that states’ ability to resist the spread of international criminality individually 
did not match the scale of the crimes, the UN drew up a range of universal 
documents on the resistance to transnational organized crime (TOC) and the 
work of the global community in this regard took on a more systematic nature. 
The first international experience of fighting criminal challenges of an 
international nature was connected with the signing of intergovernmental 
agreements, including against the slave trade (Viennese convention of 1815),21 


                                                           
18  European Union Organised Crime Report 2004; European Union Organised Crime Re-


port 2005; European Organised Crime Threat Assessment (OCTA), 2007. 
19  “Kriminalität ohne Grenzen,” 37. 
20  Chris Matthews, “Fortune 5: The biggest organized crime groups in the world,” For-


tune, 14 September 2014, http://fortune.com/2014/09/14/biggest-organized-crime-
groups-in-the-world. 


21  Thomas Curson Hansard, The Parliamentary Debates from the Year 1803 to the Pre-
sent Time, volume 32, 1 February to 6 March 1816 (London: T. C. Hansard, 1816), 
200-201.  
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the propagation of pornography (Parisian convention of 1910),22 and the for-
gery of monetary terms (convention of 1929).23 


At the beginning of the twentieth century, the international nature of many 
crimes rendered it impossible for them to fall under the scope of one state 
alone, and this emergent situation necessitated international collaboration. 
The first Conference for the Unification of Criminal Law took place in Warsaw in 
1927 and dealt with a number of crimes of an international nature, such as 
piracy, the slave trade, narcotics trafficking, the trade of pornographic 
materials, and the forgery of monetary terms.24 A number of legal statutes 
were developed to combat international crime, which are reflected in various 
legal documents, namely: the 2005 Nuclear Terrorism Convention,25 the 2000 
UN Convention against Transnational Organized Crime,26 the 2003 UN 
Convention against Corruption,27 the 1988 UN Convention against Illicit Traffic 
in Narcotic Drugs and Psychotropic Substances,28 the 1990 Council of Europe 
Convention on Laundering, Search, Seizure and Confiscation of the Proceeds 
from Crime and on the Financing of Terrorism.29 


The regulatory framework of the Council of Europe includes nine conven-
tions pertaining to the fight against international crime. Among them are the 
1998 European Convention on the Compensation of Victims of Violent 
Crimes,30 and the additional protocol to the 2003 Convention on Cybercrime, 


                                                           
22  “Russian court bans online porn, citing conventions from 1910 and 1923,” Meduza, 


April 13, 2015, https://meduza.io/en/news/2015/04/13/russian-court-bans-online-
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23 “Counterfeiting,” Encyclopedia Britannica Online, http://www.britannica.com/topic/ 
counterfeiting. 


24  Daniel Marc Segesser and Myriam Gessler, “Raphael Lemkin and the international 
debate on the punishment of war crimes (1919–1948),” Journal of Genocide Re-
search 7, no. 4 (2005): 453-468.  


25  United Nations, International Convention for the Suppression of Acts of Nuclear Ter-
rorism, September 14, 2005, http://www.un.org/en/sc/ctc/docs/conventions/ 
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26  United Nations Office on Drugs and Crime, United Nations Convention against Trans-
national Organized Crime and the Protocols Thereto, https://www.unodc.org/ 
unodc/treaties/CTOC. 


27 United Nations Office on Drugs and Crime, United Nations Convention against Cor-
ruption (Vienna: Vienna International Center, 2004), https://www.unodc.org/ 
documents/brussels/UN_Convention_Against_Corruption.pdf. 


28  International Drug Control Conventions, https://www.unodc.org/unodc/en/ 
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29  “Details of Treaty No.141,” Convention on Laundering, Search, Seizure and Confisca-
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among others.31 Furthermore, as a rule, many international agreements con-
tain provisions relating to collaboration with one another in countering interna-
tional criminality. 


With regard to the European Union, it is important to discuss the EU’s soli-
darity clause, Article 222 of the Lisbon Treaty (TFEU). It requires EU member 
states to provide mutual assistance and fight terrorism together, which en-
compasses the prevention of terrorism.32 


Multilateral international legal documents regulate the various forms of co-
operation between states and international organizations surrounding the legal 
issues related to combating crime. Usually, collaboration is assumed on the ba-
sis of mutual legal assistance in the sphere of the exchange of information, in 
conducting investigations, searching out criminals, legal proceedings, seizure of 
property and so forth. In parallel, and in terms of this type of collaboration in 
the fight against transnational organized crime, different agreements have 
been achieved at a regional level and on a bilateral basis. The diversification of 
the spectrum of criminal threats at an international level and the heightened 
level of activity in terms of opposing them after the end of the Cold War has fo-
cused attention on the problem of fighting transnational organized criminality. 
The UN has assumed the coordinating role in the fight against these criminal 
challenges of the post-Thaw period. 


Since the beginning of its existence, the UN has been involved in the prob-
lems of preventing and suppressing crime: a number of international conven-
tions have been adopted under the aegis of the UN. The UN General Assembly 
also regularly considers resolutions including provisions regarding the combat-
ing of various type of crime of an international nature. Since 1955, the UN 
Crime Congress has been held every five years. The 11th UN Congress on Crime 
Prevention and Criminal Justice took place in Bangkok in April 2005. The out-
come of this conference led to the development of the Bangkok Declaration: 
“Synergies and Responses: Strategic Alliances in Crime Prevention and Criminal 
Justice.”33 


At the beginning of the 1990s, a number of major steps were taken within 
the UN framework to increase the effectiveness of the coordination of member 
states in the fight against TOC. In 1990, the UN General Assembly approved the 
model standard agreements (in the spheres of criminal justice, extradition, etc.) 
and the UN program on crime prevention and criminal justice was adopted in 


                                                           
31  Council of Europe Parliamentary Assembly, Recommendation 2077, “Increasing co-
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32  Roderick Parkes, Migrations and terrorism: new frontier for European solidarity 
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1991.34 The basic purpose of the program is organizing assistance to member 
nations with regard to crime prevention and criminal justice. 


The Commission on Crime Prevention and Criminal Justice was founded in 
1991 as the functional commission of the UN Economic and Social Council after 
replacing the previous Committee on Crime Prevention and Control, founded in 
1971.35 The commission seats 40 member states, including nations from Africa 
(12 places), Asia (9 places), Eastern Europe (4 places), Latin America and the 
Caribbean (8 places), Western Europe and other states (7 places). A state is a 
member of the commission for 3 years. 


The World Ministerial Conference on Organized Transnational Crime took 
place in Naples in November 1994.36 142 countries sent participants to the con-
ference. The outcome of the conference led to the UN General Assembly 
adopting the Global Action Plan against Transnational Organized Crime. In 
1997, the sixth session of the Commission on Crime Prevention and Criminal 
Justice established a working group to examine the performance of the Naples 
Declaration. Deliberating on the definition of organized crime became a central 
question in the framework of the working group: a compromise version listed 
the key elements that characterize organized crime, namely the presence of 
organization, a constant nature to its activities, the division of labor within the 
group, violence and deference, a hierarchy, a tendency towards obtaining prof-
its, influence on society, media control and contact to political structures. In 
1998, the Commission created an ad hoc intergovernmental committee, open 
to all states, including non-UN states, to develop the text of a convention on 
the resistance to transnational crime. As part of the committee’s operations, an 
important role was played by individual states, which focused most of their 
attention on the problems with which they came into direct contact. In 
particular, Austria and Italy focused on illegal immigration, Argentina on child 
trafficking, and Japan and Canada proposed the inclusion of new tools in the 
fight against the illegal production of and trade in firearms.  


The signing of the UN Convention against Transnational Organized Crime in 
2000, along with three associated protocols, can be seen as a watershed mo-
ment in the fight against organized crime within the UN. The UN Convention 
against Transnational Organized Crime focuses on crimes of a transnational na-
ture and carried out by organized criminal groups. Organized crime is under-
stood as reflecting the characteristics of organized criminal groups, and the 
severity of the violence perpetrated by them. The Convention defines an 
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organized criminal group as “the structurally designed group in composition of 
three or more persons, that exists during the specific period of time and acting 
in concord with the purpose of committing of one or several serious crime or 
crimes, acknowledged as the same in accordance with the present convention, 
in order to obtain, directly or indirectly, financial or another material benefit” 
(article 2). The transnational nature of crime can be shown in a host of ways 
(article 3, item 2): 


1. (Crime) is perpetrated in more than one state; 


2. It is perpetrated in one state, but the key elements in its preparation, 
planning, management or control occur in another state; 


3. It is perpetrated in one state, but with the participation of an organized 
criminal group that is involved in criminal activity in more than one state; 
or 


4. It is perpetrated in one state, but its main consequences are felt in an-
other state. 


The text of the Convention does not mention the definition of organized 
crime (transnational organized crime). However, the UN’s definition mentions 
characteristics of TOC as including its international character, the size of crimi-
nal groups and the prolonged nature of their activity. To the list of unlawful ac-
tions are added: participation in organized criminal groups (article 5), the 
laundering of criminal proceeds (art. 6), corruption (art. 8), and perversion of 
the cause of justice (art. 23). The additional protocols to the convention de-
scribe in more details the criminal nature of human trafficking, illegal immigra-
tion, and the illegal circulation of firearms. The Convention contains articles 
regulating matters of extradition, mutual legal aid, collaboration between law 
enforcement agencies, the exchange of information, and the prevention of 
transnational organized crime (art. 31).37 The final stage involves the adoption 
of the appropriate legislative, administrative and other measures for the pur-
pose of protecting national markets against the penetration of transnational 
criminal groups (for example, people who are found guilty of crimes of this na-
ture are deprived of the right to hold positions of leadership and in the judici-
ary, the creation of a separate national list of such people; the introduction of 
mechanisms of control over the procedures of trade, the delivery of subsidies 
and licenses, and so forth). The Conference implemented control over the ful-
fillment of the provisions of the Convention by evaluating participating coun-
tries on their performance and proposing additional recommendations re-
garding the development of international collaboration in the fight against 
transnational crime. 


In terms of the Convention’s impact, there is no requirement for partici-
pants to report on the success of its implementation as the mechanism for this 
is lacking: participating countries can bring their national judiciaries into line 
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with the Convention’s stance at their own discretion. The absence of a rigid 
mechanism of control is one of the deficiencies of the Convention against 
Transnational Organized Crime. The strongest aspect of international legislation 
is its universal nature. In terms of basic international legislation devoted to the 
fight against transnational organized crime—namely the UN Convention 
against Transnational Organized Crime—the participation of both developed 
and developing countries is tremendously important. In the course of develop-
ing the Convention’s project, both developing and developed countries recog-
nized that, when fighting organized crime, it is necessary to act on a multilat-
eral basis, to transform national legalization into universal standards and im-
plement them via national institutions. This acknowledgement represented a 
significant step forward, taking into consideration the lack of close connections 
between state judiciaries, along with their unwillingness to lose even the 
smallest aspect of their sovereignty. Also of importance is the fact that more 
than 125 countries participated in the convention, including some of the poor-
est countries in the world, which made it possible to discuss the further exten-
sion of the Convention’s reach. 


With regard to the interconnected nature of the world today, the basic 
principles of the international prevention and combat of transnational crime lie 
in unifying the basis of international economic collaboration, and the rules gov-
erning the behavior of particular actions in the international political and legal 
arenas. The global regulation of international collaboration with regard to 
transnational organized crime has stood the test of time. In this respect, multi-
lateral efforts in the fight against criminal challenges on the international level 
form part of the complex process of the institutionalization of global regula-
tion. 


In the pursuit of universalizing the fight against transnational crime, basic 
tasks include the strengthening of international standards with regard to na-
tional anti-crime practices, improvement of collaboration and provision of mu-
tual legal aid, and the coordination of the work of national law enforcement 
agencies. 


As a result of the coordination of international efforts in the fight against 
transnational organized crime, one of the key achievements has been the par-
tial ordering of profile concepts and definitions, acknowledgement by the ma-
jority of states of the existence of the threats posed by the activity of transna-
tional criminal groups, the realization of the need for international interaction 
for the purpose of averting such crimes, and the pursuit of criminals and their 
punishment. 


Conclusion 


Opposition to organized crime is a much more complex problem than the fight 
against different individual kinds of crime, for example. Very often, organized 
crime has resources (human, financial, political) at its disposal to rival those of 
official police authorities. As a result, there are not, and cannot be, any meth-
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ods that enable significant steps to be taken against organized crime within a 
short period of time. 


The strategic tasks of fighting organized crime, besides eliminating the basic 
organized criminal formations and compensating for damage caused by their 
activity, are the elimination of the reasons and conditions that facilitate the 
formation of criminal societies, complicate the involvement of new faces in 
criminal activity and extend the reach of the influence of crime. 


The first step to be taken by law enforcement agencies in the fight against 
organized crime is exploiting the disconnection of these formations. Besides 
reacting to crimes that have been perpetrated and tracking down the offend-
ers, another basic task is to determine the identity of the leaders of criminal 
formations and the crimes they have committed under law; for this, the assis-
tance of the less dangerous members of criminal groups, considerably weak-
ened through periods of punishment (up to the complete refusal to collaborate 
further with the formation), can be used in exchange for collaboration with law 
enforcement agencies. 


Important components of measures for fighting organized crime appear to 
be financial control, directed towards making it difficult for operations to be 
carried out to legalize criminal proceeds, to use criminal capital, along with an-
ti-corruption measures, directed toward removing from their positions those 
individuals working in law enforcement agencies and other state structures 
who contribute to organized criminal formations. 


It is impossible to fight organized crime effectively without measures di-
rected towards cleaning up society as a whole, namely, providing a legal alter-
native to the social services offered by crime: the state must ensure that the 
population can access the necessary goods and services, that unemployment 
remains low, that ideological and educational institutions function normally, 
and that lawful means are available through which to resolve social conflicts. 


Which of the measures stated will prove to be most effective depends on 
the model according to which organized crime is organized, in conjunction with 
specific social conditions. Jay Albaneze defines three types of such models: 


 The traditional model of the large-scale criminal conspiracy, controlled by 
a small group of leaders. In this instance, the most effective measures 
will be those directed toward the neutralization of the leaders via their 
arrest or by another method, which will lead to the collapse of the ar-
rangement itself. 


 The model of locally organized ethnic groups. In this case, since no cen-
tralized organization exists, the neutralization of leaders will not give the 
desired result, since they will be replaced by new ones. In this instance 
the basic steps in the fight can include financial and social aspects, in 
tandem with other steps directed towards the removal of cash flow from 
the illicit (“black”) sector of the economy. 


 The model of enterprise, according to which organized crime is charac-
terized by an informal decentralized structure and appears under speci-
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fied social and economic conditions and when the legal mechanisms to 
guarantee the needs of the population are ineffective. For dealing with 
this type it is necessary, first of all, to eliminate the reasons which lead to 
crime, provide stability, and subsequently make social and economic pro-
cesses transparent.38 


Furthermore, law-enforcement agencies could attain significant results in 
the fight against organized crime by leveraging the special legal, material and 
technical bases of their activity, providing the opportunity to take the neces-
sary measures for the prevention of the commitment of crime by organized 
groups, to disorganize their activity (for example, via disrupting meetings), and 
by preventing members of organized criminal associations apprehended by law 
enforcement agencies to avoid criminal responsibility. 


In addition, law enforcement bodies could reach meaningful results in the 
struggle against organized crime, and in this regard, the special normative-legal 
and material-technical base of their activity, by providing a way to take the 
necessary measures to prevent the committing of crimes by organized groups, 
to disorganize their activity (for example, via disrupting criminal meetings), and 
by preventing members of organized criminal units who are under observation 
by law enforcement agencies from escaping criminal responsibility. 
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Abstract: Focusing on Latvia as a case study the article addresses various 
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trafficking, money laundering, vehicle theft, human trafficking, and cor-
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many negative implications.  
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Introduction 


Latvia has not encountered transnational organized crime particularly fre-
quently. However, the problem arises primarily as a result of Latvia’s geo-
graphical position, manifesting itself in: 


 the illegal movement of people across the state border; 


 the illicit trafficking of narcotic substances; 


 criminal activity in the economic sphere; 


 vehicle theft; 


 human trafficking; 


 corruption. 


Illegal Movement of People across the State Border 


The illegal movement of people across the state border involves direct illegal 
immigration from Russia or through Belarus, and the activities associated with 
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this. Although this does not yet occur particularly frequently, the number of 
cases of this nature in 2015 is double that of 2014. Additionally, the number of 
people involved has increased more than twofold in 2014 and 2015 compared 
with the previous years. When the strong protection of the state border by 
Russia is considered, there are grounds to assume that officials of the Federal 
Security Service are implicated in the illegal activities. Immigrants use a range 
of methods to enter Latvia. For example, immigrants from Vietnam, Iraq and 
Afghanistan cross the state border itself; immigrants from Syria, Sri Lanka, Iraq, 
the Democratic Republic of the Congo and Pakistan use forged travel docu-
ments; migrants from the Russian Federation use Schengen visas stating false 
information about the reason for their arrival; migrants from the Republic of 
Georgia abuse the asylum procedure. The overwhelming majority of migrants 
from Russia are Vietnamese: having lost their source of employment in Russia, 
they are smuggled to Latvia by international organized groups.1 In 2015, 87 
traffickers of illegal immigrants were apprehended: 34 citizens of the Russian 
Federation, including 22 inhabitants of Chechnya; 31 citizens of Latvia; 6 citi-
zens of Poland, 4 citizens of Tajikistan, 4 citizens of Estonia, 3 citizens of Iraq (all 
permanent inhabitants of EU) and others. The number of traffickers arrested 
increased more than 4.5 times on the previous year. 


Illicit Trafficking of Narcotic Substances 


The illicit trafficking of narcotic substances often involves the smuggling of ille-
gal drugs and psychotropic substances from Western countries to Russia. There 
is also the trafficking of certain narcotic substances in the opposite direction. 
Latvian legal enforcement agencies initiated 614 criminal investigations regard-
ing criminal activity of this nature in 2015. The largest amount of a narcotic 
substance seized in one occasion in 2015 was 1,115 kilos of hashish smuggled 
from Spain within a cargo of oranges. The black market price of the seized 
hashish was 8 to 12 million euros. The greatest potential risk of narcotics traf-
ficking arises on the Latvian-Russian border and on ferry lines from Western 
Europe to Latvia. 


Recent trends indicate that the former communist countries around the Bal-
tic Sea are becoming hubs for cocaine trafficking as well, with cocaine being 
seized in the port of Riga (Latvia), the port of Klaipeda (Lithuania) and Tallinn 
airport (Estonia) in 2010. Although these were occasional seizures, indicators 
suggest that this area is already used for cocaine smuggling. Another feature of 
this recent development is the increasing use of Eastern Baltic nationals as cou-
riers at the local level and in other areas of Europe and Latin America. The 
same trend has been noted with regard to the employment of Polish, Estonian 
and Lithuanian nationals for trafficking cocaine both in Europe and the Ameri-
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cas.2 On April 13, 2015, a shipment from Paraguay containing 6 million euros 
worth of cocaine was seized in Riga.3 


Unfortunately there are also cases in which Latvian citizens or non-citizens 
have been involved in the trafficking of narcotic substances from Latin America 
to Western Europe – Ireland, Spain and the Netherlands, as well as Russia. As 
recently as January 2016, the Spanish authorities extradited Igor Kogan to 
Russia: a Latvian national who “as part of an organized group illegally sent out 
of the Republic of Ecuador to the Russian Federation for the purpose of sale 
cocaine with a total weight of over 28 kg.”4 


Criminal Activity in the Economic Sphere 


Criminal activities in the economic sphere take a different form. The most 
widespread of them is the smuggling of the goods on which an excise tax is 
levied. Primarily, this comprises cigarettes with Belarussian customs seals, ciga-
rettes without customs seals and cigarettes with Russian customs seals. 66 % of 
all smuggled cigarettes come from Belarus and 22 % come from Russia. 


The illegal trafficking of cigarettes is performed by multinational organized 
groups including members from Latvia, Lithuania, Estonia, Poland, and other EU 
countries, as well as from Belarus and Russia. The biggest number of cigarettes 
seized in one swoop was 32.85 million. The case serves as an example of the in-
timate connection between transnational organized crime and corruption: it is 
not possible even to try to smuggle such a large number of cigarettes without 
having established contacts with dishonest public officials. In this case, three 
customs officers and one border officer were apprehended. 


Alcohol and oil products are also smuggled. In 2015, Latvian law enforce-
ment agencies seized almost 164 million cigarettes, 127 thousand liters of al-
cohol and 313 thousand liters of oil products. The prevented damage to the 
state budget is in the order of 26 million euros. 


There is a new trend in organized crime: groups specializing in smuggling 
goods on which an excise tax is levied are changing their focus to concentrate 
on the illegal movement of humans across the Latvian border. 
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Money Laundering 


Latvians are involved in money laundering, assisting with the legalization of 
fraud money received by what is known as phishing from clients of banks in 
Germany and some other EU countries, such as the Netherlands, Italy, the UK, 
and the Czech Republic. There have been cases in which Latvian banks were in-
volved in the chain of money laundering activities. For example, three Moldo-
van banks “were part of a scheme, which, in the seven years up to 2014, laun-
dered $20 billion of Russian money using a British shell company and a Latvian 
bank account.”5 One of the outcomes of the investigation was the revocation of 
the banking license of the Latvian Trasta Komercbanka by the European Central 
Bank (ECB). The Latvian Financial and Capital Market Commission (FKTK) stated 
that it sought the revocation because “the bank [has long] committed serious 
violations on a number of important activities.” At the same time, the Regula-
tor stated that it had also identified ongoing shortcomings with the bank’s op-
erations regarding the prevention of money laundering and terrorist financing.6 
Further examples of the use of Latvian banks for international money launder-
ing are mentioned in the Baltic Centre for Investigative Journalism’s Re:publica 
publication “U.S. Pressures Latvia To Clean Up Its Non-Resident Banks.”7 


The development of international instruments against money laundering 
diminishes the opportunities for organized crime to legalize illicit profits. Lat-
via’s preparation to join the Organization for Economic Cooperation and Devel-
opment has been beneficial for the country because the OECD’s anti-money 
laundering recommendations have helped to improve Latvian laws. 


Theft of Motor Vehicles 


One of the activities traditionally associated with transnational organized crime 
is the theft of motor vehicles and the trafficking of stolen cars, including inter-
nationally. Cars stolen in Latvia could be found in Germany, Lithuania, Estonia, 
Norway, Denmark, Sweden, the Czech Republic, Bulgaria, Poland, Slovenia and 
other countries. At the same time, in 2015 alone 166 cars were found that had 
been stolen abroad. There are cases in which cars stolen in the EU were traf-
ficked to Russia or through Russia to countries in Central Asia, even via rail. 


                                                           
5  “Moldova on the edge. Small enough to fail,” The Economist, November 21, 2015, 


http://www.economist.com/news/europe/21678831-year-after-colossal-bank-
fraud-country-imploding-small-enough-fail, accessed April 15, 2016. 


6  “Latvia: European Central Bank Revokes Trasta Komercbanka License,” Organized 
Crime and Corruption Reporting Project (OCCRP), March 5, 2016, 
https://www.occrp.org/en/daily/5017-latvia-european-central-bank-revokes-trasta-
komercbanka-license, accessed April 15, 2016.  


7  Sanita Jemberga and Evita Puriņa, “U.S. Pressures Latvia To Clean Up Its Non-
Resident Banks,” Re:Baltica, February 2, 2016, www.rebaltica.lv/en/investigations/ 
dirty_money/a/1316/u_s__pressures_latvia_to_clean_up_its_non-resident_ 
banks.html, accessed April 15, 2016. 
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In September 2014, Latvian law enforcement officials participated in Opera-
tion Archimedes, organized by Europol. One of the outcomes of the operation 
was the interception of a cargo train ferrying stolen cars to Tajikistan. “Several 
individuals were arrested during the operation. The information collected dur-
ing the investigation was used by the Latvian police to cooperate with law en-
forcement in Germany, Sweden and Poland, from where the cars were stolen. 
The exchange of information helped to identify additional members of the or-
ganized crime group, understand their modus operandi and disrupt their future 
activities,” as stated in the General Report on Europol Activities in 2014.8 


In March 2015, the criminal police services of three Baltic countries stopped 
criminal activities being performed by the Kaunas organized group, which had 
encompassed 25 episodes of BMW thefts.9 


Human Trafficking 


Human trafficking becomes less widespread year on year. Only one criminal 
case relating to human trafficking perpetrated by an organized group was 
brought to court in 2015.10 Latvia is not a destination for such activities; rather, 
it is the country of origin of the victims. There is a strong trend to substitute di-
rect communication with possible victims with online methods, such as social 
networks, as well as travel reservation services. In 2015, six criminal investiga-
tions were initiated to examine human trafficking for sexual exploitation, the 
same number as in the previous year. 


Corruption 


Corruption is one of the necessary components of sustainable and profitable 
organized crime. Practically all the above-mentioned types of crime are com-
mitted with the support of—or at least thanks to the intentional passivity of—
public officials, especially officials from law enforcement agencies. The most re-
cent visible example of this comes from mid-March 2016: “Eight Latvian border 
guards and one customs official have been detained a part of an investigation 
into international smuggling rings, with two of the border guards were ar-
rested, the State Border Guard reported on March 11.”11 
                                                           
8  Europol Review 2014. General Report on Europol Activities (The Hague, 2015), 


https://www.parlament.gv.at/PAKT/EU/XXV/EU/06/30/EU_63089/imfname_105451
28.pdf, accessed April 15, 2016. 


9  Unpublished information of the Committee on Defence, Interior and Corruption 
Prevention of Saeima. 


10  “Informācija par Latvijas paveikto cilvēku tirdzniecības novēršanas un apkarošanas 
jomā 2015.gadā,” www.cilvektirdznieciba.lv/uploads/files/thb_zinojums_2015.pdf, 
accessed April 15, 2016. 


11  “Border guards, customs official held as part of smuggling ring,” Latvijas Sabiedriskie 
mediji (LSM) [Latvian Broadcasting Service], March 13, 2016, http://www.lsm.lv/en/ 
article/societ/society/border-guards-customs-official-held-as-part-of-smuggling-
ring.a173406, accessed April 15, 2016. 
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Conclusion 


The fight against transnational organized crime is possible only via international 
cooperation. Latvian law enforcement agencies are involved both in multilat-
eral and in bilateral activities against organized crime, including the investiga-
tion of concrete cases. Latvia takes part in a number of Europol programs, such 
as “EEOC TOP 100” (Eastern Europe organized crime), “Synergy” (synthetic nar-
cotics and precursors), “Sustrans” (money laundering), “Terminal” (forgery of 
credit cards), “Cannabis” (the illegal trafficking of cannabis and hashish), “Her-
oin” (the smuggling of heroin), “Cola” (the smuggling of cocaine), “Smoke” (the 
smuggling of tobacco products), “Checkpoint” (illegal migration), “Phoenix” 
(trafficking in human beings), “Twins” (child pornography), “Furtum” (trans-
border robberies), “Monitor” (motorcycle gangs), “Hydra” (Islamic terrorism), 
“Soya” (euro forgery), “Copy” (copyright infringements), “Cyborg” (cyber-
crimes), “CTW” (Check the Web – control of the Internet), and “Travellers” 
(travel destination terrorism/zones of conflicts).12 


Latvia also participates in the task force made up of Baltic Sea region coun-
tries for the fight against organized crime. “The Baltic Sea Task Force on Or-
ganised Crime in the Baltic Sea Region (BSTF) is a platform where all the EU 
Member States from the region, as well as Iceland, Norway, Russia, the Euro-
pean Commission, Europol and Interpol co-operate. BSTF supports the partici-
pating countries, their governments and enforcement authorities in delivering 
a coordinated overview and initiation of activities to meet both the operational 
and political needs in preventing and combating organised crime in the Baltic 
Sea region.”13 


In order to improve the quality of the investigation of criminal cases, Latvian 
officials participate in Eurojust meetings for the coordination of investigations 
into transnational organized crime regarding the theft of motor vehicles, 
money laundering, cybercrimes and online organized crime. 


Latvia has begun to build a fence on its border with Russia in order to mini-
mize the opportunities for human trafficking, drug smuggling and the smug-
gling of goods subject to an excise tax.14 The fence will cover more than one 
third of the state border with Russia and will be erected in places that could 
easily be crossed, focusing on former roads between Latvia and Russia. Most 
other parts of the state border are very difficult to cross because of swamps. 


 
                                                           
12  Unpublished information of the Committee on Defense, Interior and Corruption 


Prevention of Saeima. 
13  European Commission, Commission Staff Working Document. European Union 


Strategy for the Baltic Sea Region. Action PLAN {COM(2009)248} (Brussels, 10 
September 2015), http://ec.europa.eu/transparency/regdoc/rep/10102/2015/EN/ 
10102-2015-177-EN-F1-1.PDF, accessed April 15, 2016. 


14
  “Latvia has begun installing barriers along its border with Russia,” Meduza, 


March 29, 2016, https://meduza.io/en/news/2016/03/29/latvia-has-begun-
installing-barriers-along-its-border-with-russia, accessed April 15, 2016. 
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