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Overview

I. COVID-19 has highlighted global vulnerabilities to 
pandemics

II. Biological risks & risk reduction

III. Reducing emerging bio-risks associated with 
technology advances

IV. Reducing the risk of bioweapons development 

V. Building biosecurity & pandemic preparedness 
capacity globally



I. COVID-19 has revealed global vulnerabilities.

▪ COVID-19 is not the first epidemic with global impact; it 
won’t be the last. 

▪ Future biological events could be as damaging as COVID-19, 
or potentially much worse.

▪ Future pandemics could emerge naturally, from a lab 
accident or a bioweapons attack.

▪ Pandemics threaten global public health, as well as 
economic and political stability.

▪ Now is the time to strengthen international capabilities to 
prevent and respond to future large biological events.



I. COVID-19 has exacerbated bio-risks

▪ Proliferation of research into SARS-CoV-2 and 

other pathogens with pandemic potential. 

▪ Malicious actors may now recognize and act on the 

disruptive potential of highly transmissible 

pathogens and other biological agents.



II. Biological Risks & Risk Reduction 
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II. Biological Risks & Risk Reduction

Prevention Early Detection Response



III. Reducing emerging bio-risks associated 

with technology advances



III. Technology Advances & Emerging Bio-Risks

Technology advances offer tremendous 
opportunities but also pose unique risks.

Easier to read, write, edit DNA & RNA -
blueprint for all living organisms.

• Reading = DNA & RNA Sequencing

• Writing = DNA & RNA Synthesis

• Editing = Gene & Genome editing



III. Technology Advances & Emerging Bio-Risks

Easier to generate pathogens 

from scratch or modify 

virulence, transmissibility, 

susceptibility to medical 

countermeasures.

Some researchers are using new 

tools to synthesize and modify 

pathogens. 





Deliberate & Accidental Release Risks

Democratized access enables a 

wider range of actors to engineer 

pathogens.

• Increased risk of non-state 

actor attack 

• Increased risk of accidental 

release of engineered 

pathogen

• Could shape state bioweapons 

risks 

Aum Shinrikyo 2001 Anthrax Attacks 

Sverdlovsk Accidental 

Anthrax Release

Shipment of insufficiently inactivated 

anthrax spores to 194 labs.



Government Efforts Are Not Keeping Pace

• Global Health Security Index: Fewer than 5% of countries provide oversight 
for dual-use research of concern

• Governments & National Academies have done important work, but it has 
been too slow and insufficient to keep up with rapid technology 
development.

• European Academies Science Advisory Council & U.S. National 
Academies reports on gain of function research (2015)

• U.S. government two-year moratorium on gain of function research ➜
White House guidance on Potential Pandemic Pathogens (2017)

• U.S. Dual Use Research of Concern policies (2012, 2014) and DNA 
Synthesis Screening Guidance (2010) 



Proposed Solution Set

• Ensure that the legitimate global bioscience research & 
development enterprise is not exploited by bad actors 

• Reduce accidental laboratory release risk for engineered 
pathogens

• How? Multiple intervention points throughout research 
lifecycle. Layered defense.
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• DNA synthesis is getting faster, cheaper 

and more accurate over time.

• DNA synthesis screening is voluntary.

oNo country requires companies to 
screen DNA orders or customers.

o ~80% of global market share is 
screened

• Experts anticipate commercially available 

benchtop synthesis within 2-5 years.

oCurrently unclear what controls will be 

in place for benchtop synthesis 

devices.

DNA Synthesis & Screening 



NTI Biosecurity Innovation & Risk Reduction Initiative

Challenge

Action

Advances in biotechnology outpace 

governments’ ability to provide effective 

oversight to prevent accidents or deliberate 

misuse.

Engage public and private sector leaders to 

catalyze biosecurity actions and technical 

approaches to reduce risks associated with 

the bioscience research enterprise.





Taking Action to Improve DNA Synthesis Screening 
& Bioscience Governance

NTI-WEF Report, January 2020

• Establish a Technical Consortium to 
develop International Common 
Mechanism for DNA Synthesis Screening

• Establish an International Normative 
Entity to help establish global norms and 
guidelines for governance of dual-use 
bioscience research.

NTI launched the Technical Consortium in May 
2020.

NTI is working with international partners to 
explore the option of establishing an 
international normative entity.



IV. Reducing the risk of bioweapons 

development 



IV. Biological Weapons Convention

• Prohibits development, production, acquisition, stockpiling of 
biological and toxin weapons
o Articles I-X

o 183 States Parties. Goal of universalization.

• National implementation and Confidence Building Measures 
o No verification provision

• BWC Review Conference every 5 years
o 9th Review Conference in 2022

• Intersessional process
o Annual Meeting of States Parties 

o Annual Meeting of Experts

• Secretariat: BWC Implementation Support Unit
o 3 staff members



IV. BWC Key Provisions

Table Source: P. Millet
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Munich Security Conference

Exercise on High-Consequence Bio-Threats

Goals: Address biotech risks & root 

causes of BW development

Action: Convene tabletop exercise with 

senior global leaders

Recommendations:

I. Implement global norms, governance

II. Enhance transparency 

III. Investigate bio-events of unknown 

origin



How to strengthen capabilities to investigate 

bio-event origins during a crisis?

Options:

• Strengthen UN Secretary-General’s 

Mechanism 

• Joint Assessment Mechanism to 

investigate bio-events of unknown origin



How to enhance transparency for 

bioscience research?

• Goals: Avoid dangerous misperceptions

• Challenge: BWC lacks verification 

• Proposed Approach: Governments, academia, 
industry develop & test enhanced transparency 
measures



V. Building Biosecurity and Pandemic 

Preparedness Capacity Globally
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National health security is fundamentally weak around the world. 

No country is fully prepared for epidemics or pandemics; every country has important gaps.

Average Overall Score: 40.2 out of 100
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There is little evidence that most countries have tested important health 

security capacities or shown that they would be functional in a crisis.

More than half of countries face major political and security risks that could 

undermine national capability to counter biological threats. 

Most countries lack foundational health system capacities vital for epidemic 

and pandemic response: Average score of 26.4 out of 100

Most countries have not allocated funding from national budgets to fill 

identified preparedness gaps. 

Key Findings - Examples 
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GHS Index assesses six areas of health security

Global Health

Security

Prevention of the emergence or 

release of pathogens

Early detection and reporting for 

epidemics of potential 

international concern

Rapid response to and mitigation 

of the spread of an epidemic

Sufficient and robust health system to 

treat the sick and protect health workers

Overall risk environment and 

country vulnerability to biological 

threats

Commitments to improving national 

capacity, financing plans to address 

gaps, and adhering to global norms



3131

Antimicrobial 
resistance 

(AMR)

1.1

Zoonotic 
disease

1.2

Biosecurity

1.3

Laboratory systems

2.1

Real time 
surveillance and 

reporting

2.2

Surveillance 
and epidemiology 

workforce

2.3

Response planning

3.1

Exercising response 
plans

3.2

Emergency 
Response operation

3.3

Capacity in 
healthcare facilities

4.1
Medical 

countermeasures 
and personnel 

deployment

4.2

Healthcare access

4.3

IHR and 
disaster risk 
reporting and 

compliance

5.1

Cross-border 
agreements on 

response

5.2

International 
commitments

5.3

Data 
integration: health, 
agriculture &wildlife 

sectors

2.4

Linking public 
health and security 

authorities

3.4

JEE and PVS

5.4

Risk 
communications

3.5

Political risk and 
security risk

6.1

Socio-economic 
resilience

6.2

Infrastructure 
quality

6.3

Environmental 
risks

6.4

Biosafety

1.4 Dual use 

research & 

culture 

of responsible 

science

1.5

Immunization

1.6

Communications 
infrastructure and 

adoption

3.6

Trade and travel

3.7

Emergency 
communications 
with healthcare 

workers

4.4
Infection 

control practices 
and quality of 

equipment

4.5

Medical 
countermeasures 

testing and approval

4.6

Financing

5.5

Commitment 
to preparedness 
and data sharing

5.6

Public health 
vulnerabilities

6.5

GHS Index: Thematic Indicators, 140 Questions



3232

GHS Index: Numbers

195 countries benchmarked

27,000+ data points collected

5,000+ source documents consulted

90+ new data series created (qualitative indicators)

~110 researchers and reviewers worldwide

~50 languages spoken by researchers

15,000+ hours of research



Global Preparedness Monitoring Board: 2020 Report

Report released September 14, 2020

“… the GPMB provides a harsh 
assessment of the global COVID-19 
response, warning that the world 
cannot afford to be unprepared 
again when the next pandemic hits.”



Global Health Security Agenda (GHSA)

• Network of 70 countries.  Launched in 
February 2014.

• Key Goals: 
o Accelerate development of national capacity to 

prevent, detect, respond to infectious disease

o Emphasize GHS as a national priority, galvanize 
high-level commitments

o Measurable targets

o Multi-sectoral engagement 

• Activities: 7 Action Packages

o Antimicrobial Resistance

o Biosafety & Biosecurity

o Immunization

o Laboratory Systems

o Surveillance

o Workforce Development 

o Zoonotic Disease

o Sustainable Financing



III. Global Health Security Agenda (GHSA)

Task forces

• (1) Multi-Sectoral Stakeholder Engagement, (2) Accountability & Results, (3) 
Advocacy & Communications, (4) *Action Package Coordination

Led by GHSA Steering Group

• 2021 Chair: Thailand

• Permanent Members (2019 – 2023): Indonesia, Italy, Kenya, Kingdom of Saudi 
Arabia, Republic of Korea, Senegal, Thailand, United States, GHSA Consortium, 
Private Sector Round Table 

• Rotating Members (2019 – 2021): Argentina, Australia, Canada, Finland, 
Netherlands, Pakistan, World Bank   

GHSA commitments renewed
in 5-year cycles (2019-2024)

https://ghsagenda.org/

https://ghsagenda.org/


NTI Global Biosecurity Dialogues

A new international forum to promote & track national commitments to 

advance biosecurity around the world. Launched in 2018.

• NTI partnership with Africa CDC & African Union to develop biosecurity 

capacity on the continent.

o May 2019 – Launch of Africa CDC Initiative to Protect Africa Against 

Dangerous Pathogens - Biosecurity focus

• NTI is in discussion with ASEAN about potential global biosecurity 

dialogue meetings in 2021. 



Thank you!

www.nti.org/bio

http://www.nti.org/bio


Backup Slides



Background: Technical Concepts

• Bacteria are living, single-celled 
organisms. 

o e.g. Anthrax

• Viruses are comprised of genetic 
material tightly packed into a 
protein and lipid shell. 

o e.g. Influenza, Smallpox, Ebola, 

SARS-CoV-2

• Toxins are poisonous compounds produced by cells or living 
organisms. The most potent toxins, such as botulinum toxin and 
ricin, are lethal in small quantities. 

Bacillus anthracis (Anthrax)Bacterium diagram

Influenza virus Smallpox virus


