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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC) 

CORRUPTION

Could New Anti-Corruption App Reduce Graft in Mexico?
Parker Asmann – InSight Crime: 20 October 2017
A new phone application was launched in Mexico for citizens to report corruption. The app will 
enable research and distribution of anti-corruption resources.

http://www.insightcrime.org/news-briefs/will-new-anti-corruption-app-reduce-graft-mexico

How Political Corruption Fuels Gang Violence in Central America
Jose Miguel Cruz – Pacific Standard: 24 October 2017
Behind the violent gangs in Central America is the underlying problem of corruption. Crime and 
gangs are symptoms of the much greater issue of graft.

https://psmag.com/news/political-corruption-and-gang-violence-in-central-america

For more on this theme:
Tunisia grants amnesty to officials accused of corruption
https://www.middleeastmonitor.com/20171025-tunisia-grants-amnesty-to-officials-accused-of-corruption/

UN official says education needed to fight corruption
http://www.thepeninsulaqatar.com/article/25/10/2017/UN-official-says-education-needed-to-fight-corrup-
tion

Corruption and fraud Africa’s weapons of mass economic destruction
http://www.fin24.com/Opinion/corruption-and-fraud-africas-weapons-of-mass-economic-destruc-
tion-20171026

Information Minister Throws Light on Liberia’s Fight Against Corruption
http://www.frontpageafricaonline.com/index.php/news/5890-information-minister-throws-light-on-liberia-
s-fight-against-corruption

A Look At How China’s Anti-Corruption Campaign Has Affected Ordinary Citizens
http://www.npr.org/2017/10/24/559889548/a-look-at-how-chinas-anti-corruption-campaign-has-affected-
ordinary-citizens

What Motivates Chinese President Xi Jinping’s Anti-Corruption Drive?
http://www.npr.org/sections/parallels/2017/10/24/559004647/what-is-the-motivation-behind-chi-
nese-president-xi-jinpings-anti-corruption-driv

Ukraine’s Combat Veterans Dig in for the War Against Corruption
http://dailysignal.com/2017/10/17/ukraines-combat-veterans-dig-war-corruption/

Tackling the foundations of corruption
https://www.globalgovernmentforum.com/tackling-foundations-corruption/

Morocco’s King Is Taking on Corruption
http://nationalinterest.org/feature/moroccos-king-taking-corruption-22897

http://www.insightcrime.org/news-briefs/will-new-anti-corruption-app-reduce-graft-mexico
https://psmag.com/news/political-corruption-and-gang-violence-in-central-america
https://www.middleeastmonitor.com/20171025-tunisia-grants-amnesty-to-officials-accused-of-corruption/
http://www.thepeninsulaqatar.com/article/25/10/2017/UN-official-says-education-needed-to-fight-corruption
http://www.thepeninsulaqatar.com/article/25/10/2017/UN-official-says-education-needed-to-fight-corruption
http://www.fin24.com/Opinion/corruption-and-fraud-africas-weapons-of-mass-economic-destruction-20171026
http://www.fin24.com/Opinion/corruption-and-fraud-africas-weapons-of-mass-economic-destruction-20171026
http://www.frontpageafricaonline.com/index.php/news/5890-information-minister-throws-light-on-liberia-s-fight-against-corruption
http://www.frontpageafricaonline.com/index.php/news/5890-information-minister-throws-light-on-liberia-s-fight-against-corruption
http://www.npr.org/2017/10/24/559889548/a-look-at-how-chinas-anti-corruption-campaign-has-affected-ordinary-citizens
http://www.npr.org/2017/10/24/559889548/a-look-at-how-chinas-anti-corruption-campaign-has-affected-ordinary-citizens
http://www.npr.org/sections/parallels/2017/10/24/559004647/what-is-the-motivation-behind-chinese-president-xi-jinpings-anti-corruption-driv
http://www.npr.org/sections/parallels/2017/10/24/559004647/what-is-the-motivation-behind-chinese-president-xi-jinpings-anti-corruption-driv
http://dailysignal.com/2017/10/17/ukraines-combat-veterans-dig-war-corruption/
https://www.globalgovernmentforum.com/tackling-foundations-corruption/
http://nationalinterest.org/feature/moroccos-king-taking-corruption-22897
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DRUG TRAFFICKING

Indonesia’s Drug Czar is Threatening a Duterte-Style War on Drug Dealers
Joseph Hincks – Time: 19 October 2017
The head of Indonesia’s National Narcotics Agency opined that his country may start following 
the Philippines’ playbook of extrajudicial killings. He suggested police should be allowed to 
shoot suspected drug dealers on the spot. 

http://time.com/4990716/indonesian-drug-war-police-duterte/

Great, Mexican Drug Cartels Now Have Weaponized Drones
David Axe – Motherboard: 25 October 2017
This month, Central Mexican police pulled over a pickup truck carrying a drone -- with a small 
bomb attached. Criminals have long used drones for smuggling, especially for drug trafficking.

https://motherboard.vice.com/en_us/article/j5jmb4/mexican-drug-cartels-have-weaponized-drones

For more on this theme:
Telling the Danish government that illegal drug trade is playing into the hands of    
the criminals
http://cphpost.dk/news/telling-the-danish-government-that-illegal-drug-trade-is-playing-into-the-hands-
of-the-criminals.html

The Drug Routes Through Greece to Europe
http://greece.greekreporter.com/2017/10/22/the-drug-routes-through-greece-to-europe/

Is Cocaine Use On the Rise? DEA Says U.S. Consumption Is Rebounding As Colombian 
Coca Production Increases
http://www.newsweek.com/cocaine-use-rise-dea-says-us-consumption-rebounding-colombian-coca-pro-
duction-692270

Paradigm shift in the Philippine drug war
http://www.nationmultimedia.com/detail/your_say/30329835

Narco-Tales: Russia’s shifting drug landscape
http://politicalcritique.org/world/russia/2017/narco-tales-russias-shifting-drug-landscape/

AP FACT CHECK: Anti-drug ad campaigns fared poorly in past
http://www.sfgate.com/news/politics/article/AP-FACT-CHECK-Anti-drug-ad-campaigns-fared-12310057.
php

Support For Marijuana Legalization Reaches All-Time High: Gallup Poll
https://www.huffingtonpost.com/entry/marijuana-legalization-gallup-poll_us_59f0c088e4b0d094a5b-
6b1ce

Afghan Opium Production Reaches Record High
https://www.voanews.com/a/afghanistan-opium-production/4083875.html

Cartels in Southeast Asia turning to synthetic drugs
http://www.freemalaysiatoday.com/category/world/2017/10/23/cartels-in-southeast-asia-turning-to-syn-
thetic-drugs/

http://time.com/4990716/indonesian-drug-war-police-duterte/
https://motherboard.vice.com/en_us/article/j5jmb4/mexican-drug-cartels-have-weaponized-drones
http://cphpost.dk/news/telling-the-danish-government-that-illegal-drug-trade-is-playing-into-the-hands-of-the-criminals.html
http://cphpost.dk/news/telling-the-danish-government-that-illegal-drug-trade-is-playing-into-the-hands-of-the-criminals.html
http://greece.greekreporter.com/2017/10/22/the-drug-routes-through-greece-to-europe/
http://www.newsweek.com/cocaine-use-rise-dea-says-us-consumption-rebounding-colombian-coca-production-692270
http://www.newsweek.com/cocaine-use-rise-dea-says-us-consumption-rebounding-colombian-coca-production-692270
http://www.nationmultimedia.com/detail/your_say/30329835
http://politicalcritique.org/world/russia/2017/narco-tales-russias-shifting-drug-landscape/
http://www.sfgate.com/news/politics/article/AP-FACT-CHECK-Anti-drug-ad-campaigns-fared-12310057.php
http://www.sfgate.com/news/politics/article/AP-FACT-CHECK-Anti-drug-ad-campaigns-fared-12310057.php
https://www.huffingtonpost.com/entry/marijuana-legalization-gallup-poll_us_59f0c088e4b0d094a5b6b1ce
https://www.huffingtonpost.com/entry/marijuana-legalization-gallup-poll_us_59f0c088e4b0d094a5b6b1ce
https://www.voanews.com/a/afghanistan-opium-production/4083875.html
http://www.freemalaysiatoday.com/category/world/2017/10/23/cartels-in-southeast-asia-turning-to-synthetic-drugs/
http://www.freemalaysiatoday.com/category/world/2017/10/23/cartels-in-southeast-asia-turning-to-synthetic-drugs/
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TRAFFICKING IN SCARCE OR PROTECTED RESOURCES

India’s Wildlife Trafficking Epidemic
Neeta Lal – The Diplomat: 26 October 2017
India’s government is under fire for the country’s rising illegal wildlife trade and its failure to 
impose harsher punishments for those caught poaching.

https://thediplomat.com/2017/10/indias-wildlife-trafficking-epidemic/

Chasing the Illegal Loggers Looting the Amazon Forest
Richard Conniff – Wired: 24 October 2017
Government officials have done little to stop illegal logging in the Peruvian Amazon. But a few 
government agents are trying to stop log shipments by proving some of the cargo came from 
illegal sites.

https://www.wired.com/story/on-the-trail-of-the-amazonian-lumber-thieves/

For more on this theme:
New analyses reveal elephant poaching and global ivory trafficking continued at high 
unsustainable levels in 2016
http://www.traffic.org/home/2017/10/25/new-analyses-reveal-elephant-poaching-and-global-ivory-traff.
html

‘Wildlife protection to boost ecotourism, job creation’
http://www.philstar.com/headlines/2017/10/24/1751922/wildlife-protection-boost-ecotourism-job-cre-
ation

The illegal turtle trade — why scientists keep secrets
https://phys.org/news/2017-10-illegal-turtle-tradewhy-scientists-secrets.html

Nigeria’s forest cover now less than 7 percent, Asiodu laments
https://www.dailytrust.com.ng/nigeria-s-forest-cover-now-less-than-7-per-cent-asiodu-laments.html

US Makes Commercial Move to Reduce Illegal Logging in Peru
http://www.insightcrime.org/news-briefs/us-attempts-commercial-move-against-peru-s-illegal-logging

Transparency in illegal logging
http://www.theborneopost.com/2017/10/27/transparency-in-illegal-logging/

Crackdowns on illegal mining in Colombian Amazon not enough
https://news.mongabay.com/2017/10/crackdowns-on-illegal-mining-in-the-colombian-amazon-alone-
cant-solve-problem/

Illegal sand mining threatens environment
https://zululandobserver.co.za/156380/illegal-sand-mining-threatens-environment/

Let’s Stop Illegal Logging And Mining --- President Akufo-Addo
https://www.modernghana.com/news/810854/lets-stop-illegal-logging-and-mining-president-akufo-addo.
html

https://thediplomat.com/2017/10/indias-wildlife-trafficking-epidemic/
https://www.wired.com/story/on-the-trail-of-the-amazonian-lumber-thieves/
http://www.traffic.org/home/2017/10/25/new-analyses-reveal-elephant-poaching-and-global-ivory-traff.html
http://www.traffic.org/home/2017/10/25/new-analyses-reveal-elephant-poaching-and-global-ivory-traff.html
http://www.philstar.com/headlines/2017/10/24/1751922/wildlife-protection-boost-ecotourism-job-creation
http://www.philstar.com/headlines/2017/10/24/1751922/wildlife-protection-boost-ecotourism-job-creation
https://phys.org/news/2017-10-illegal-turtle-tradewhy-scientists-secrets.html
https://www.dailytrust.com.ng/nigeria-s-forest-cover-now-less-than-7-per-cent-asiodu-laments.html
http://www.insightcrime.org/news-briefs/us-attempts-commercial-move-against-peru-s-illegal-logging
http://www.theborneopost.com/2017/10/27/transparency-in-illegal-logging/
https://news.mongabay.com/2017/10/crackdowns-on-illegal-mining-in-the-colombian-amazon-alone-cant-solve-problem/
https://news.mongabay.com/2017/10/crackdowns-on-illegal-mining-in-the-colombian-amazon-alone-cant-solve-problem/
https://zululandobserver.co.za/156380/illegal-sand-mining-threatens-environment/
https://www.modernghana.com/news/810854/lets-stop-illegal-logging-and-mining-president-akufo-addo.html
https://www.modernghana.com/news/810854/lets-stop-illegal-logging-and-mining-president-akufo-addo.html
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HUMAN TRAFFICKING AND IRREGULAR MIGRATION

The Paradox of Prosperity
Ty McCormick – Foreign Policy: 4 October 2017
The European Union spends billions of dollars to stimulate African economies, hoping it will 
keep would-be migrants at home. But economists have shown that such programs only work in 
the short term. In the long term, they can actually stimulate more migration.

http://europeslamsitsgates.foreignpolicy.com/part-1-the-paradox-of-prosperity-mali-africa-eu-
rope-EU-migration

Inside the ‘free market’ of people smuggling
Chantal Da Silva – The Independent: 24 October 2017
To create positive reputations and make connections, human smugglers have turned to social 
media to get their messages out in this highly competitive business.

http://www.independent.co.uk/news/long_reads/people-smuggling-libya-syria-facebook-social-me-
dia-free-market-a8011686.html

For more on this theme:
Human trafficking is a real and present danger
https://www.dailymaverick.co.za/opinionista/2017-10-25-human-trafficking-is-a-real-and-present-dan-
ger/#.WfLP-YgpAaF

Challenges in Libya Complicate EU Measures to Stem Migration
https://isnblog.ethz.ch/migration/challenges-in-libya-complicate-eu-measures-to-stem-migration

Mediterranean Migrant Arrivals Reach 148,882 in 2017; Deaths Reach 2,783
https://reliefweb.int/report/italy/mediterranean-migrant-arrivals-reach-148882-2017-deaths-rea
ch-2783

EU offers more development cash for migration control
http://africanbusinessmagazine.com/sectors/development/eu-offers-development-cash-migration-con-
trol/

Dozens arrested in UK and Europe raids amid human trafficking crackdown
http://news.sky.com/story/dozens-arrested-in-uk-and-europe-raids-amid-human-trafficking-crack-
down-11099419

Report: United States #1 country in the world for male human trafficking
http://wpde.com/news/local/the-united-states-is-the-1-country-for-male-human-trafficking-according-to-
report

Better Data Needed To Support Efforts To End Modern Slavery, Human Trafficking, 
Advocates Say
https://www.kff.org/news-summary/better-data-needed-to-support-efforts-to-end-modern-slavery-human-
trafficking-advocates-say/

Human trafficking remains big business in Europe
https://www.neweurope.eu/article/human-trafficking-remains-big-business-europe/

 

http://europeslamsitsgates.foreignpolicy.com/part-1-the-paradox-of-prosperity-mali-africa-europe-EU-migration
http://europeslamsitsgates.foreignpolicy.com/part-1-the-paradox-of-prosperity-mali-africa-europe-EU-migration
http://www.independent.co.uk/news/long_reads/people-smuggling-libya-syria-facebook-social-media-free-market-a8011686.html
http://www.independent.co.uk/news/long_reads/people-smuggling-libya-syria-facebook-social-media-free-market-a8011686.html
https://www.dailymaverick.co.za/opinionista/2017-10-25-human-trafficking-is-a-real-and-present-danger/#.WfLP-YgpAaF
https://www.dailymaverick.co.za/opinionista/2017-10-25-human-trafficking-is-a-real-and-present-danger/#.WfLP-YgpAaF
https://isnblog.ethz.ch/migration/challenges-in-libya-complicate-eu-measures-to-stem-migration
https://reliefweb.int/report/italy/mediterranean-migrant-arrivals-reach-148882-2017-deaths-reach-2783
https://reliefweb.int/report/italy/mediterranean-migrant-arrivals-reach-148882-2017-deaths-reach-2783
http://africanbusinessmagazine.com/sectors/development/eu-offers-development-cash-migration-control/
http://africanbusinessmagazine.com/sectors/development/eu-offers-development-cash-migration-control/
http://news.sky.com/story/dozens-arrested-in-uk-and-europe-raids-amid-human-trafficking-crackdown-11099419
http://news.sky.com/story/dozens-arrested-in-uk-and-europe-raids-amid-human-trafficking-crackdown-11099419
http://wpde.com/news/local/the-united-states-is-the-1-country-for-male-human-trafficking-according-to-report
http://wpde.com/news/local/the-united-states-is-the-1-country-for-male-human-trafficking-according-to-report
https://www.kff.org/news-summary/better-data-needed-to-support-efforts-to-end-modern-slavery-human-trafficking-advocates-say/
https://www.kff.org/news-summary/better-data-needed-to-support-efforts-to-end-modern-slavery-human-trafficking-advocates-say/
https://www.neweurope.eu/article/human-trafficking-remains-big-business-europe/
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE

Humanity Must Be at the Center of Tomorrow’s Internet
Steve King – LifeZette: 23 October 2017
As chief operating officer of Netswitch Technology Management, the author argues that the 
founding principle of internet governance — information sharing, freedom, and social and       
economic growth possibilities — continues to be its most important.

http://www.lifezette.com/polizette/the-future-of-the-internet/

For more on this theme:
(India) Internet Governance Meet Kicks Off at Technopark
http://b-live.in/2017/10/24/internet-governance-meet/

(Global) ICANN to Reconsider the .Amazon Domain Applications
www.circleid.com/posts/20171023_icann_to_reconsider_the_amazon_domain_applications

(Australia) Web name review casts net over domain
http://www.psnews.com.au/aps/574/news/web-name-review-casts-net-over-domain

INTERNET FREEDOM

What Zimbabwe’s Cybersecurity Ministry Says About Human Rights in the Country
Arthur Gwagwa – Council on Foreign Relations: 23 October 2017
Though Zimbabwe’s government denies it, critics say the new ministry of cyber security is more 
for censorship than it is for protecting the country’s cyber infrastructure.

https://www.cfr.org/blog/what-zimbabwes-cybersecurity-ministry-says-about-human-rights-country

For more on this theme:
(Global) An Over-The-Top Approach to Internet Regulation in Developing Countries
https://www.eff.org/deeplinks/2017/10/over-top-approach-internet-regulation-developing-countries

(Global) What’s Worse: Censorship By Government Or Google?
http://www.science20.com/alex_berezow/whats_worse_censorship_by_government_or_google-227690

(China) China has launched another crackdown on the internet — but it’s different  
this time
https://www.cnbc.com/2017/10/26/china-internet-censorship-new-crackdowns-and-rules-are-here-to-
stay.html

http://www.lifezette.com/polizette/the-future-of-the-internet/
http://b-live.in/2017/10/24/internet-governance-meet/
http://www.circleid.com/posts/20171023_icann_to_reconsider_the_amazon_domain_applications
http://www.psnews.com.au/aps/574/news/web-name-review-casts-net-over-domain
https://www.cfr.org/blog/what-zimbabwes-cybersecurity-ministry-says-about-human-rights-country
https://www.eff.org/deeplinks/2017/10/over-top-approach-internet-regulation-developing-countries
http://www.science20.com/alex_berezow/whats_worse_censorship_by_government_or_google-227690
https://www.cnbc.com/2017/10/26/china-internet-censorship-new-crackdowns-and-rules-are-here-to-stay.html
https://www.cnbc.com/2017/10/26/china-internet-censorship-new-crackdowns-and-rules-are-here-to-stay.html
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PRIVACY AND SECURITY

A Security CEO and Two Hackers on Building a Safer Internet, Powered by a 
Community of Hackers
Jono Bacon – Forbes: 17 October 2017
When security firms don’t have the ability or capacity to help, businesses and governments are 
increasingly turning to hackers to protect their systems.

https://www.forbes.com/sites/jonobacon/2017/10/17/a-security-ceo-and-two-hackers-on-building-a-saf-
er-internet-driven-by-a-global-community-of-hackers/#5fc528ef5ff0

For more on this theme:
(U.S.) How lobbyists convinced lawmakers to kill a broadband privacy bill
https://arstechnica.com/tech-policy/2017/10/broadband-privacy-rules-would-help-terrorists-lobby-
ists-told-lawmakers/

(Europe) Whois? No, Whowas: Incoming Euro privacy rules torpedo domain 
registration system
https://www.theregister.co.uk/2017/10/26/whois_gdpr_europe/

(Global) Google and others back Internet of Things security push
https://www.engadget.com/2017/10/23/google-arm-internet-of-things-security/

CYBER STATECRAFT DEVELOPMENT

Lost in Cyber Translation? U.S. Cyber Signaling to North Korea
Erica D. Borghard – Council on Foreign Relations: 16 October 2017
The United States is trying to send messages to North Korea that it is serious about curtailing 
North Korea’s nuclear program, but it is unclear whether the coercive diplomacy efforts are 
having any effect.

https://www.cfr.org/blog/lost-cyber-translation-us-cyber-signaling-north-korea

For more on this theme:
(EU) New EU cyber strategy leaves key security gaps
http://globalriskinsights.com/2017/10/new-eu-cyber-strategy-leaves-key-security-gaps/

(North Korea) North Korea’s Offensive Cyber Program Might Be Good, But Is              
it Effective?
https://www.cfr.org/blog/north-koreas-offensive-cyber-program-might-be-good-it-effective

https://www.forbes.com/sites/jonobacon/2017/10/17/a-security-ceo-and-two-hackers-on-building-a-safer-internet-driven-by-a-global-community-of-hackers/#5fc528ef5ff0
https://www.forbes.com/sites/jonobacon/2017/10/17/a-security-ceo-and-two-hackers-on-building-a-safer-internet-driven-by-a-global-community-of-hackers/#5fc528ef5ff0
https://arstechnica.com/tech-policy/2017/10/broadband-privacy-rules-would-help-terrorists-lobbyists-told-lawmakers/
https://arstechnica.com/tech-policy/2017/10/broadband-privacy-rules-would-help-terrorists-lobbyists-told-lawmakers/
https://www.theregister.co.uk/2017/10/26/whois_gdpr_europe/
https://www.engadget.com/2017/10/23/google-arm-internet-of-things-security/
https://www.cfr.org/blog/lost-cyber-translation-us-cyber-signaling-north-korea
http://globalriskinsights.com/2017/10/new-eu-cyber-strategy-leaves-key-security-gaps/
https://www.cfr.org/blog/north-koreas-offensive-cyber-program-might-be-good-it-effective
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PUBLIC/PRIVATE PARTNERSHIP

Cybersecurity partnership: Europe lacks ‘strategic’ tech muscle
Catherine Stupp – EURACTIV.com: 25 October 2017
Funding is needed to give Europe’s technology sector the strategic powers it lacks, according to 
the European Union’s public/private partnership on cyber security.

https://www.euractiv.com/section/cybersecurity/interview/cybersecurity-partnership-europe-lacks-strate-
gic-tech-muscle/

For more on this theme:
(U.S.) The challenge of cybersecurity draws the public and private sectors closer, 
U.S. CISO says
https://www.fedscoop.com/challenge-cybersecurity-draws-public-private-sectors-closer/

(U.S.) How to bridge the broadband divide: Allow ISPs to bid on urban-rural territories
https://venturebeat.com/2017/10/20/how-to-bridge-the-broadband-divide-allow-isps-to-bid-on-urban-
rural-territories/

(U.S.) San Francisco Just Took a Huge Step Toward Internet Utopia
https://www.wired.com/story/san-francisco-municipal-fiber/

PROTECTION OF INTELLECTUAL PROPERTY 

Cyberespionage Group Steps Up Campaigns Against Japanese Firms
Tom Spring – Threat Post: 14 October 2017
In a report by a subsidiary of Dell Technologies, researchers outline what they have learned about 
the cyber espionage group Bronze Butler and its campaign against Japanese heavy industry over 
the past five years. 

https://threatpost.com/cyberespionage-group-steps-up-campaigns-against-japanese-firms/128447/

For more on this theme:
(Global) Cybersecurity & IP: Don’t Let Hackers Grab Your Digital Assets
https://abovethelaw.com/2017/10/cybersecurity-ip-dont-let-hackers-grab-your-digital-assets/

(U.S., Global) Hackers target security researchers with malware-laden document
http://www.zdnet.com/article/hackers-target-security-researchers-with-malware-laden-document/

(Global) Revealed: Careless mistakes can reveal a lot about cyber espionage
http://www.dnaindia.com/technology/report-revealed-careless-mistakes-can-reveal-a-lot-about-cyber-espi-
onage-2554995

https://www.euractiv.com/section/cybersecurity/interview/cybersecurity-partnership-europe-lacks-strategic-tech-muscle/
https://www.euractiv.com/section/cybersecurity/interview/cybersecurity-partnership-europe-lacks-strategic-tech-muscle/
https://www.fedscoop.com/challenge-cybersecurity-draws-public-private-sectors-closer/
https://venturebeat.com/2017/10/20/how-to-bridge-the-broadband-divide-allow-isps-to-bid-on-urban-rural-territories/
https://venturebeat.com/2017/10/20/how-to-bridge-the-broadband-divide-allow-isps-to-bid-on-urban-rural-territories/
https://www.wired.com/story/san-francisco-municipal-fiber/
https://threatpost.com/cyberespionage-group-steps-up-campaigns-against-japanese-firms/128447/
https://abovethelaw.com/2017/10/cybersecurity-ip-dont-let-hackers-grab-your-digital-assets/
http://www.zdnet.com/article/hackers-target-security-researchers-with-malware-laden-document/
http://www.dnaindia.com/technology/report-revealed-careless-mistakes-can-reveal-a-lot-about-cyber-espionage-2554995
http://www.dnaindia.com/technology/report-revealed-careless-mistakes-can-reveal-a-lot-about-cyber-espionage-2554995
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CYBER CAPACITY BUILDING

What’s New in Civic Tech: Cybersecurity Expert Calls for Creation of ‘Cyber       
Peace Corps’
Zack Quaintance – Government Technology: 26 October 2017
A United States cyber security expert is calling for the U.S. to set up a cyber service group,     
similar to the Peace Corps or AmeriCorps. Adjusting the mandates of the existing groups 
would be the first step.

http://www.govtech.com/civic/Whats-New-In-Civic-Tech-Cybersecurity-Expert-Calls-for-Creation-of-Cy-
ber-Peace-Corps.html

For more on this theme:
(U.S.) Departing U.S. Attorney Creates Cybercrime Task Force
http://www.govtech.com/security/Departing-US-Attorney-Creates-Cybercrime-Task-Force.html

(India) TS giving shape to Cyber Security Operations Centre
http://www.thehindu.com/todays-paper/tp-national/tp-telangana/ts-giving-shape-to-cyber-security-oper-
ations-centre/article19909641.ece

COMBATING TERRORISM AND CYBER CRIME

Cyber criminals turn to messaging apps following dark web crackdown
Ian Barker – Beta News: 25 October 2017
As governments crack down on dark web marketplaces, cyber criminals are turning to popular 
encrypted messaging apps to conduct their business.

https://betanews.com/2017/10/25/criminals-turn-to-messaging/

For more on this theme:
(U.K.) UK government report highlights threat posed by digital currencies in       
cyber crime
https://financefeeds.com/uk-government-report-highlights-threat-posed-digital-currencies-cy-
ber-crime/?src=ilaw

(U.K.) Websites allowing illegal activity ‘complicit in crime’
http://www.bbc.com/news/uk-england-41601075

(India) Twitter handles give police edge in fighting cyber crime
http://www.thehindu.com/news/cities/mumbai/twitter-handles-give-police-edge-in-fighting-cyber-crime/
article19908097.ece

http://www.govtech.com/civic/Whats-New-In-Civic-Tech-Cybersecurity-Expert-Calls-for-Creation-of-Cyber-Peace-Corps.html
http://www.govtech.com/civic/Whats-New-In-Civic-Tech-Cybersecurity-Expert-Calls-for-Creation-of-Cyber-Peace-Corps.html
http://www.govtech.com/security/Departing-US-Attorney-Creates-Cybercrime-Task-Force.html
http://www.thehindu.com/todays-paper/tp-national/tp-telangana/ts-giving-shape-to-cyber-security-operations-centre/article19909641.ece
http://www.thehindu.com/todays-paper/tp-national/tp-telangana/ts-giving-shape-to-cyber-security-operations-centre/article19909641.ece
https://betanews.com/2017/10/25/criminals-turn-to-messaging/
https://financefeeds.com/uk-government-report-highlights-threat-posed-digital-currencies-cyber-crime/?src=ilaw
https://financefeeds.com/uk-government-report-highlights-threat-posed-digital-currencies-cyber-crime/?src=ilaw
http://www.bbc.com/news/uk-england-41601075
http://www.thehindu.com/news/cities/mumbai/twitter-handles-give-police-edge-in-fighting-cyber-crime/article19908097.ece
http://www.thehindu.com/news/cities/mumbai/twitter-handles-give-police-edge-in-fighting-cyber-crime/article19908097.ece
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INFORMATION SHARING

Administration, agencies focus on cyber information sharing
Government Matters: 24 October 2017
In an interview with the TV show Government Matters, retired U.S. Air Force Brig. 
Gen. Gregory Touhill, president of Cyxtera Federal Group, discusses cyber information                            
sharing between industry and the government. Touhill, who served as the nation’s first federal 
chief information officer, says both the security clearance process and the declassification of 
information must be accelerated.

https://www.washingtonexec.com/2017/10/former-federal-ciso-greg-touhill-talks-cyber-information-shar-
ing/

For more on this theme:
(U.S.) Bill to strengthen information sharing at the nation’s ports advanced by House
https://homelandprepnews.com/stories/24946-bill-strengthen-information-sharing-nations-ports-ad-
vanced-house/

(U.S.) New Defense Information Sharing Center Announces Official Formation
http://www.defensedaily.com/new-defense-information-sharing-center-announces-official-formation/

(U.K.) GCHQ help out with cyber-security
https://jerseyeveningpost.com/news/2017/10/26/gchq-help-out-with-cyber-security/

CYBER PROTECTION OF CRITICAL INFRASTRUCTURE

Hackers are attacking power companies, stealing critical data: Here’s how they are 
doing it
Steve Ranger – ZDNet: 23 October 2017
The U.S. Computer Emergency Readiness Team, which operates under the Department of 
Homeland Security and the FBI, issued an alert titled, “Advanced Persistent Threat Activity 
Targeting Energy and Other Critical Infrastructure Sectors.” It focused on targets in the energy, 
nuclear, water, aviation, and critical manufacturing sectors.

http://www.zdnet.com/article/hackers-are-attacking-power-companies-stealing-critical-data-heres-how-
they-are-doing-it/

For more on this theme:
(Canada) Canada Concerned About Cyber Attacks Targeting Critical         
Infrastructure: Source
http://www.insurancejournal.com/news/international/2017/10/24/469164.htm

(Ukraine, Russia, Global) New wave of cyber attacks hits Russia, other nations
https://www.reuters.com/article/us-ukraine-cyber/new-wave-of-cyber-attacks-hits-russia-other-nations-
idUSKBN1CT21F

(U.S.) Can dark fiber help secure the energy grid?
https://fcw.com/articles/2017/10/26/dark-fiber-grid-senate.aspx

 

https://www.washingtonexec.com/2017/10/former-federal-ciso-greg-touhill-talks-cyber-information-sharing/
https://www.washingtonexec.com/2017/10/former-federal-ciso-greg-touhill-talks-cyber-information-sharing/
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http://www.defensedaily.com/new-defense-information-sharing-center-announces-official-formation/
https://jerseyeveningpost.com/news/2017/10/26/gchq-help-out-with-cyber-security/
http://www.zdnet.com/article/hackers-are-attacking-power-companies-stealing-critical-data-heres-how-they-are-doing-it/
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https://www.reuters.com/article/us-ukraine-cyber/new-wave-of-cyber-attacks-hits-russia-other-nations-idUSKBN1CT21F
https://fcw.com/articles/2017/10/26/dark-fiber-grid-senate.aspx
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

ISIS

Islamic State Group Sees Dollar Signs in Egypt
U.S. News & World Report: 25 October 2017
ISIS in Egypt has been turning to theft to fill its coffers, including robbing a bank of $1 million. As 
ISIS declines elsewhere, its affiliate Wilayat Sinai is flourishing.

https://www.usnews.com/news/world/articles/2017-10-25/islamic-state-group-sees-dollar-signs-in-egypt

ISIS post caliphate: who’s left, and where they are
Jason Thomson and Dominique Soguel – The Christian Science Monitor: 25 October 2017
ISIS has lost territory, but the group remains a threat as jihadists have gone underground and spread 
across the globe. This article examines what the group looks like today, after the fall of the caliphate.

https://www.csmonitor.com/USA/Military/2017/1025/ISIS-post-caliphate-who-s-left-and-where-they-are

For more on this theme:
Islamic State Is ‘On the Run,’ U.S. Commander Says
https://www.nytimes.com/2017/10/25/world/middleeast/islamic-state-isis-us.html

The Islamic State: From Insurgency to Rogue State and Back
https://www.nytimes.com/interactive/2017/10/22/world/middleeast/isis-the-islamic-state-from-insurgency-
to-rogue-state-and-back.html?mtrref=www.google.com

The Islamic State has lost. Is it finished?
http://indianexpress.com/article/explained/the-islamic-state-has-lost-is-it-finished-al-qaeda-iraq-syria-abu-
bakr-al-baghdadi-us-donald-trump-barack-obama-4907068/

Rise and fall of Isis: its dream of a caliphate is over, so what now?
https://www.theguardian.com/world/2017/oct/21/isis-caliphate-islamic-state-raqqa-iraq-islamist

Is Philippines’ Marawi free from ‘Islamic State’ influence?
http://www.dw.com/en/is-philippines-marawi-free-from-islamic-state-influence/a-41121882

Commentary: The unlikely – and ironic – effects of Islamic State’s fall in Iraq
https://www.reuters.com/article/us-behravesh-afterislamicstate-commentar/commentary-the-unlikely-and-
ironic-effects-of-islamic-states-fall-in-iraq-idUSKBN1CU2LW

A Look At The Presence Of ISIS And Its Affiliated Groups In Africa
http://www.npr.org/2017/10/25/560089114/a-look-at-the-presence-of-isis-and-its-affiliated-groups-in-africa

Commentary: The Islamic State and the limits of cruelty
http://www.chicagotribune.com/news/opinion/commentary/ct-perspec-hanson-raqqa-syria-isis-1027-
20171025-story.html

Afghan Shia under attack as Islamic State seeks to stir up sectarian violence
https://tribune.com.pk/story/1542668/3-afghan-shia-attack-islamic-state-seeks-stir-sectarian-violence/

https://www.usnews.com/news/world/articles/2017-10-25/islamic-state-group-sees-dollar-signs-in-egypt
https://www.csmonitor.com/USA/Military/2017/1025/ISIS-post-caliphate-who-s-left-and-where-they-are
https://www.nytimes.com/2017/10/25/world/middleeast/islamic-state-isis-us.html
https://www.nytimes.com/interactive/2017/10/22/world/middleeast/isis-the-islamic-state-from-insurgency-to-rogue-state-and-back.html?mtrref=www.google.com
https://www.nytimes.com/interactive/2017/10/22/world/middleeast/isis-the-islamic-state-from-insurgency-to-rogue-state-and-back.html?mtrref=www.google.com
http://indianexpress.com/article/explained/the-islamic-state-has-lost-is-it-finished-al-qaeda-iraq-syria-abu-bakr-al-baghdadi-us-donald-trump-barack-obama-4907068/
http://indianexpress.com/article/explained/the-islamic-state-has-lost-is-it-finished-al-qaeda-iraq-syria-abu-bakr-al-baghdadi-us-donald-trump-barack-obama-4907068/
https://www.theguardian.com/world/2017/oct/21/isis-caliphate-islamic-state-raqqa-iraq-islamist
http://www.dw.com/en/is-philippines-marawi-free-from-islamic-state-influence/a-41121882
https://www.reuters.com/article/us-behravesh-afterislamicstate-commentar/commentary-the-unlikely-and-ironic-effects-of-islamic-states-fall-in-iraq-idUSKBN1CU2LW
https://www.reuters.com/article/us-behravesh-afterislamicstate-commentar/commentary-the-unlikely-and-ironic-effects-of-islamic-states-fall-in-iraq-idUSKBN1CU2LW
http://www.npr.org/2017/10/25/560089114/a-look-at-the-presence-of-isis-and-its-affiliated-groups-in-africa
http://www.chicagotribune.com/news/opinion/commentary/ct-perspec-hanson-raqqa-syria-isis-1027-20171025-story.html
http://www.chicagotribune.com/news/opinion/commentary/ct-perspec-hanson-raqqa-syria-isis-1027-20171025-story.html
https://tribune.com.pk/story/1542668/3-afghan-shia-attack-islamic-state-seeks-stir-sectarian-violence/
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TERRORISM AROUND THE WORLD

Africa becomes the new battleground for ISIS and al-Qaeda as they lose ground      
in Mideast
Jacob Wirtschafter and Karim John Gadiaga – USA Today: 25 October 2017
ISIS is looking to regroup, al-Qaida wants to expand and both groups have turned to Africa to 
achieve their goals.

https://www.usatoday.com/story/news/world/2017/10/25/africa-becomes-new-battleground-isis-and-al-
qaeda-they-lose-ground-mideast/796148001/

The Moderate Face of Al Qaeda
Colin P. Clarke – Foreign Affairs: 24 October 2017
Since 2016, al-Qaida has rebranded itself as a more moderate alternative to groups like ISIS. 
So far it is working well for the group because it is now seen as the best organization to defeat 
President Bashar Assad in Syria.

https://www.foreignaffairs.com/articles/syria/2017-10-24/moderate-face-al-qaeda

For more on this theme:
Europe Braces for More Attacks From Islamic State
https://www.voanews.com/a/europe-braces-for-more-attacks-from-islamic-state/4086392.html

Despite Morocco’s Success Fighting Terrorism, Tindouf Camps Remain Al-Qaida 
‘Breeding Ground’: El Khiam
https://www.moroccoworldnews.com/2017/10/231744/despite-moroccos-success-fighting-terror-
ism-tindouf-camps-remain-al-qaida-breeding-ground-el-khiam/

Boko Haram strapped suicide bombs to them. Somehow these teenage               
girls survived.
https://www.nytimes.com/interactive/2017/10/25/world/africa/nigeria-boko-haram-suicide-bomb.
html?src=twr

What The Terrorist Attack In Somalia Tells Us About The Resurgence Of Al-Shabaab
https://frontera.net/news/africa/what-the-terrorist-attack-in-somalia-tells-us-about-the-resurgence-of-
al-shabaab/

How Taliban are evolving to compete in Afghanistan
https://www.csmonitor.com/World/Middle-East/2017/1026/How-Taliban-are-evolving-to-compete-in-Af-
ghanistan

Aminu Abubakar ANALYSIS: What is next for terror group Boko Haram?
https://africacheck.org/2017/10/27/analysis-next-terror-group-boko-haram/ 

Is Egypt About to Become the Region’s New Al-Qaeda Stronghold?
https://www.albawaba.com/news/al-qaeda-egypt-1039466

ANALYSIS: History of the IRGC’s grooming of top al-Qaeda members
http://english.alarabiya.net/en/features/2017/10/25/ANALYSIS-History-of-the-IRGC-s-grooming-of-top-
al-Qaeda-members.html

https://www.usatoday.com/story/news/world/2017/10/25/africa-becomes-new-battleground-isis-and-al-qaeda-they-lose-ground-mideast/796148001/
https://www.usatoday.com/story/news/world/2017/10/25/africa-becomes-new-battleground-isis-and-al-qaeda-they-lose-ground-mideast/796148001/
https://www.foreignaffairs.com/articles/syria/2017-10-24/moderate-face-al-qaeda
https://www.voanews.com/a/europe-braces-for-more-attacks-from-islamic-state/4086392.html
https://www.moroccoworldnews.com/2017/10/231744/despite-moroccos-success-fighting-terrorism-tindouf-camps-remain-al-qaida-breeding-ground-el-khiam/
https://www.moroccoworldnews.com/2017/10/231744/despite-moroccos-success-fighting-terrorism-tindouf-camps-remain-al-qaida-breeding-ground-el-khiam/
https://www.nytimes.com/interactive/2017/10/25/world/africa/nigeria-boko-haram-suicide-bomb.html?src=twr
https://www.nytimes.com/interactive/2017/10/25/world/africa/nigeria-boko-haram-suicide-bomb.html?src=twr
https://frontera.net/news/africa/what-the-terrorist-attack-in-somalia-tells-us-about-the-resurgence-of-al-shabaab/
https://frontera.net/news/africa/what-the-terrorist-attack-in-somalia-tells-us-about-the-resurgence-of-al-shabaab/
https://www.csmonitor.com/World/Middle-East/2017/1026/How-Taliban-are-evolving-to-compete-in-Afghanistan
https://www.csmonitor.com/World/Middle-East/2017/1026/How-Taliban-are-evolving-to-compete-in-Afghanistan
https://africacheck.org/2017/10/27/analysis-next-terror-group-boko-haram/
https://www.albawaba.com/news/al-qaeda-egypt-1039466
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RADICALIZATION AND MESSAGING

Deeper understanding of ISIS propaganda can help in the fight against terrorism
Phys Org: 26 October 2017
By studying ISIS propaganda, researchers and the military have a better chance at defeating it. 
It is the lack of understanding of the organization’s goals and methods that has made many 
attempts to counter the propaganda fail.

https://phys.org/news/2017-10-deeper-isis-propaganda-terrorism.html

This is Why Saudi Arabia Suddenly Wants to Fight Extremism
Cristina Maza – Newsweek: 25 October 2017
Saudi Arabia’s crown prince wants to move his country into the modern era quickly and to 
do so he feels they must cut ties to terror, eradicate extremism and promote a moderate Islam. 
Experts say most of the reforms are focused on keeping Saudi Arabia open for international 
business dealings.

http://www.newsweek.com/why-saudi-arabia-suddenly-wants-fight-extremism-692234

For more on this theme:
Why is YouTube undercutting anti-ISIS efforts?
http://www.washingtonexaminer.com/why-is-youtube-undercutting-anti-isis-efforts/article/2638592

Mapping the Route to Violent Extremism
http://inpublicsafety.com/2017/10/mapping-the-route-to-violent-extremism/

Indonesia, Austria Discuss Efforts to Strengthen Resilience Against Radicalization 
at Interfaith Dialogue
http://jakartaglobe.id/news/indonesia-austria-discuss-efforts-strengthen-resilience-radicalization-inter-
faith-dialogue/

Generation ISIS: When Children Are Taught to Be Terrorists
https://www.nbcnews.com/storyline/isis-uncovered/generation-isis-when-children-are-taught-be-terror-
ists-n812201

Women figure prominently in efforts vs violent extremism targeting youth
http://news.abs-cbn.com/focus/10/20/17/women-figure-prominently-in-efforts-vs-violent-extrem-
ism-targeting-youth

Personal Trauma Enables Radicalization for Female Martyrs
http://www.pr.com/press-release/734160

https://phys.org/news/2017-10-deeper-isis-propaganda-terrorism.html
http://www.newsweek.com/why-saudi-arabia-suddenly-wants-fight-extremism-692234
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FOREIGN FIGHTERS

As ISIS Loses Territory, What Happens To Its Fighters Who Came From                 
Other Countries?
NPR: 24 October 2017
With more than 40,000 foreign fighters at one point, ISIS was a force to be reckoned with. But 
after defeat in Iraq and Syria, what happens to those fighters?

http://wvik.org/post/isis-loses-territory-what-happens-its-fighters-who-came-other-countries#stream/0

For more on this theme:
Why Westerners who joined Islamic State don’t deserve an automatic                 
death sentence
https://www.washingtonpost.com/news/democracy-post/wp/2017/10/26/why-westerners-who-joined-is-
lamic-state-dont-deserve-an-automatic-death-sentence

Thousands of Russians joined Islamic State and brought their children. Now relatives 
are trying to bring them home
http://www.latimes.com/world/europe/la-fg-russia-isis-baby-20171026-story.html

Scores Of ISIS Foreign Fighters Have Returned Home [Infographic]
https://www.forbes.com/sites/niallmccarthy/2017/10/25/scores-of-isis-foreign-fighters-have-returned-
home-infographic/#25feb5a55e8e

ISIS Jihadis Have Returned Home by the Thousands
https://www.newyorker.com/news/news-desk/isis-jihadis-have-returned-home-by-the-thousands 

COUNTERTERRORISM STRATEGIES

Women Are Vital in the Fight Against Terrorism — Finally People Are          
Recognizing This
Jamille Bigio – Newsweek: 22 October 2017
A recent bipartisan bill in the United States Congress seeks to involve women in preventing 
terrorism and conflict resolution. The Women, Peace, and Security Act was passed to increase 
women’s engagement in the fight against terrorism.

http://www.newsweek.com/women-are-critical-countering-terrorism-finally-people-are-recogniz-
ing-689819

For more on this theme:
ASEAN defense ministers vow to eradicate extremist groups, terrorism
http://www.gmanetwork.com/news/news/nation/630825/asean-defense-ministers-vow-to-eradicate-ex-
tremist-groups-terrorism/story/

Operation Barkhane: France’s Counterterrorism Forces in Africa
https://www.theatlantic.com/photo/2017/10/operation-barkhane-frances-counter-terrorism-forces-in-af-
rica/543834/

Australia’s New Philippines Counterterrorism Role Takes Shape
https://thediplomat.com/2017/10/australias-new-philippines-counterterrorism-role-takes-shape/

http://wvik.org/post/isis-loses-territory-what-happens-its-fighters-who-came-other-countries#stream/0
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