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COUNTERING TRANSNATIONAL ORGANIZED CRIME (CTOC) 

CORRUPTION

Top EU official impressed with Ukraine’s effort to fight corruption
Reuters: 27 November 2023
The European Commission’s vice president praised Ukraine’s fight against corruption, but said           
additional efforts were needed in the country that hopes to join the European Union.

https://www.reuters.com/world/europe/top-eu-official-impressed-with-ukraines-effort-fight-corrup-
tion-2023-11-27/

Political corruption in Europe: A threat to more than public funds
Transparency International: 27 November 2023
Undue influence on both national and European Union politicians is a danger to vital services,         
public safety and democracy.

https://www.transparency.org/en/news/political-corruption-in-europe-threat-to-public-funds-integrity-watch

For more on this theme:
Indonesia anti-corruption chief Firli Bahuri suspected of extortion
https://www.bbc.com/news/world-67509472

Second top Ukrainian cyber official arrested amid corruption probe
https://therecord.media/second-cyber-official-detained-zhora

Corruption case reopened against Argentina’s Vice President Fernández, adding to her 
legal woes
https://apnews.com/article/argentina-cristina-fernandez-kirchner-db0ff8b0e514af431e4dca256d44a85d 

Portugal’s corruption scandal spells trouble for EU’s critical minerals hunt
https://www.politico.eu/article/portugal-antonio-costa-lithium-scandal-spells-trouble-for-brussels-critical-min-
erals-hunt/

UK must work with Central Asia to combat corruption and sanctions evasion 
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/198382/uk-must-work-with-
central-asia-to-combat-corruption-and-sanctions-evasion/

Tackling corruption in land sector is critical for Uganda
https://www.monitor.co.ug/uganda/oped/commentary/tackling-corruption-in-land-sector-is-critical-for-ugan-
da-4431030

Ukraine unveils corruption probes into reconstruction schemes
https://www.reuters.com/world/europe/ukraine-suspects-lawmaker-first-ever-cryptocurrency-bribe-2023-11-21/

Another top executive is being investigated by China’s corruption watchdog
https://www.cnn.com/2023/11/21/business/china-shanghai-industrial-group-ceo-investigation-intl-hnk/index.
html

Niger’s junta chief sets up anti-corruption body
https://www.africanews.com/2023/11/17/nigers-junta-chief-sets-up-anti-corruption-body/	

https://www.reuters.com/world/europe/top-eu-official-impressed-with-ukraines-effort-fight-corruption-2023-11-27/
https://www.reuters.com/world/europe/top-eu-official-impressed-with-ukraines-effort-fight-corruption-2023-11-27/
https://www.transparency.org/en/news/political-corruption-in-europe-threat-to-public-funds-integrity-watch
https://www.bbc.com/news/world-67509472
https://therecord.media/second-cyber-official-detained-zhora
https://apnews.com/article/argentina-cristina-fernandez-kirchner-db0ff8b0e514af431e4dca256d44a85d
https://www.politico.eu/article/portugal-antonio-costa-lithium-scandal-spells-trouble-for-brussels-critical-minerals-hunt/
https://www.politico.eu/article/portugal-antonio-costa-lithium-scandal-spells-trouble-for-brussels-critical-minerals-hunt/
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/198382/uk-must-work-with-central-asia-to-combat-corruption-and-sanctions-evasion/
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/198382/uk-must-work-with-central-asia-to-combat-corruption-and-sanctions-evasion/
https://www.monitor.co.ug/uganda/oped/commentary/tackling-corruption-in-land-sector-is-critical-for-uganda-4431030
https://www.monitor.co.ug/uganda/oped/commentary/tackling-corruption-in-land-sector-is-critical-for-uganda-4431030
https://www.reuters.com/world/europe/ukraine-suspects-lawmaker-first-ever-cryptocurrency-bribe-2023-11-21/
https://www.cnn.com/2023/11/21/business/china-shanghai-industrial-group-ceo-investigation-intl-hnk/index.html
https://www.cnn.com/2023/11/21/business/china-shanghai-industrial-group-ceo-investigation-intl-hnk/index.html
https://www.africanews.com/2023/11/17/nigers-junta-chief-sets-up-anti-corruption-body/
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DRUG TRAFFICKING

A new opening in America’s drug war | Editorial
Tampa Bay Times: 22 November 2023
Agreements with China, Mexico could help stem flow of fentanyl.

https://www.tampabay.com/opinion/2023/11/22/new-opening-americas-drug-war-editorial/

Ecuador’s New President Strengthens Rules on Illegal Drugs
The Associated Press: 26 November 2023
Less than 48 hours into his term, Ecuador President Daniel Noboa repealed controversial          
guidelines established by the country’s left a decade ago that eliminated penalties for people 
found carrying illegal drugs under certain amounts.

https://www.voanews.com/a/ecuador-s-new-president-strengthens-rules-on-illegal-drugs-/7370577.html 

For more on this theme:
Drug trafficker ‘bought’ Venezuelan officials, US prosecutor says at trial
https://www.reuters.com/world/americas/us-trial-air-allegations-venezuelan-militarys-drug-traffic-
king-ties-2023-11-27/ 

‘El Mago,’ drug trafficker linked to son of Sinaloa cartel kingpin, gunned down in L.A.
https://www.latimes.com/california/story/2023-11-24/el-mago-eddie-escobedo-killing 

In some Latin American drug cartels, women are the violent new overlords
https://news.yahoo.com/latin-american-drug-cartels-women-110054762.html

Drug smugglers find new route via Mizoram, evade clashes-hit Manipur
https://www.thehindu.com/news/national/dawn-of-new-drug-route-from-myanmar-to-india/arti-
cle67524671.ece

Assad’s drug empire is funding Iranian-backed militias and fueling Hamas
https://www.washingtonpost.com/opinions/2023/11/13/captagon-assad-terrorism-hamas/

Fentanyl is pouring across US borders. Biden’s deal with China can help stop it.
https://www.usatoday.com/story/opinion/2023/11/21/fentanyl-china-biden-drug-smuggling-us-bor-
der/71649564007/

Fentanyl Seizures on US-Mexico Border at Record High Amid Production Ban
https://insightcrime.org/news/fentanyl-seizures-mexico-border-record-high-amid-production-ban/

Fact Sheet: Biden-Harris Administration Continues Progress on Fight Against Global 
Illicit Drug Trafficking
https://www.whitehouse.gov/briefing-room/statements-releases/2023/11/16/fact-sheet-biden-harris-ad-
ministration-continues-progress-on-fight-against-global-illicit-drug-trafficking/

Griselda Blanco, alias ‘La Madrina’
https://insightcrime.org/colombia-organized-crime-news/griselda-blanco-alias-la-madrina/

https://www.tampabay.com/opinion/2023/11/22/new-opening-americas-drug-war-editorial/
https://www.voanews.com/a/ecuador-s-new-president-strengthens-rules-on-illegal-drugs-/7370577.html
https://www.reuters.com/world/americas/us-trial-air-allegations-venezuelan-militarys-drug-trafficking-ties-2023-11-27/
https://www.reuters.com/world/americas/us-trial-air-allegations-venezuelan-militarys-drug-trafficking-ties-2023-11-27/
https://www.latimes.com/california/story/2023-11-24/el-mago-eddie-escobedo-killing
https://news.yahoo.com/latin-american-drug-cartels-women-110054762.html
https://www.thehindu.com/news/national/dawn-of-new-drug-route-from-myanmar-to-india/article67524671.ece
https://www.thehindu.com/news/national/dawn-of-new-drug-route-from-myanmar-to-india/article67524671.ece
https://www.washingtonpost.com/opinions/2023/11/13/captagon-assad-terrorism-hamas/
https://www.usatoday.com/story/opinion/2023/11/21/fentanyl-china-biden-drug-smuggling-us-border/71649564007/
https://www.usatoday.com/story/opinion/2023/11/21/fentanyl-china-biden-drug-smuggling-us-border/71649564007/
https://insightcrime.org/news/fentanyl-seizures-mexico-border-record-high-amid-production-ban/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/11/16/fact-sheet-biden-harris-administration-continues-progress-on-fight-against-global-illicit-drug-trafficking/
https://www.whitehouse.gov/briefing-room/statements-releases/2023/11/16/fact-sheet-biden-harris-administration-continues-progress-on-fight-against-global-illicit-drug-trafficking/
https://insightcrime.org/colombia-organized-crime-news/griselda-blanco-alias-la-madrina/
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TRAFFICKING IN SCARCE OR PROTECTED RESOURCES 

Connecting People and Planet: Exploring Digital Innovation in Wildlife Conservation 
for World Wildlife Day 2024
CITES: 29 November 2023
The new technologies have become an integral part of achieving the 2030 Sustainable                    
Development Goals. 

https://cites.org/eng/node/138561

The EU Overhauls Its Law Covering Environmental Crimes, Banning Specific Acts and 
Increasing Penalties
Katie Surma – Inside Climate News: 23 November 2023
The European Parliament is expected to approve the new directive early next year. It’s not clear 
whether the emission of greenhouse gases at certain levels could constitute crimes.

https://insideclimatenews.org/news/23112023/eu-sets-new-environmental-crimes-ecocide/

For more on this theme:
Illegal gold miners buried after Suriname mine tunnel collapses
https://mugglehead.com/illegal-gold-miners-buried-after-suriname-mine-tunnel-collapses/ 

Only 21% of land used for gold mining in Colombia has permits: UN
https://colombiareports.com/only-21-of-land-used-for-gold-mining-in-colombia-has-permits-un/ 

Compliance with wildlife trade rules dominates first CITES Standing Committee         
meeting following CoP19
https://cites.org/eng/node/138532

Illegal mining on Beas riverbed threat to water supply schemes
https://www.tribuneindia.com/news/himachal/illegal-mining-on-beas-riverbed-threat-to-water-supply-
schemes-564031

Unearthing a crisis: South Africa’s battle against illegal mining
https://www.miningreview.com/gold/south-africas-battle-against-illegal-artisanal-mining/

Govt says it will regulate illegal mining businesses. But is it protecting it?
https://english.onlinekhabar.com/new-bill-regulates-illegal-mining.html

Video: Illegal Fishing: Fighting illegal fishing in Australia’s remote northern waters
https://www.abc.net.au/news/rural/programs/landline/2023-11-19/illegal-fishing:-fighting-illegal-fish-
ing-in/103124062

Half of the caviar from sturgeon in the EU comes from illegal sources
https://www.sustainability-times.com/environmental-protection/half-of-the-caviar-from-sturgeon-in-the-
eu-comes-from-illegal-sources/

China’s ‘Predatory’ Trawler Fleet and the Fishing Industry’s Dirty Secret
https://www.newsweek.com/china-fishing-fleet-industry-environment-forced-labor-1844620

https://cites.org/eng/node/138561
https://insideclimatenews.org/news/23112023/eu-sets-new-environmental-crimes-ecocide/
https://mugglehead.com/illegal-gold-miners-buried-after-suriname-mine-tunnel-collapses/
https://colombiareports.com/only-21-of-land-used-for-gold-mining-in-colombia-has-permits-un/
https://cites.org/eng/node/138532
https://www.tribuneindia.com/news/himachal/illegal-mining-on-beas-riverbed-threat-to-water-supply-schemes-564031
https://www.tribuneindia.com/news/himachal/illegal-mining-on-beas-riverbed-threat-to-water-supply-schemes-564031
https://www.miningreview.com/gold/south-africas-battle-against-illegal-artisanal-mining/
https://english.onlinekhabar.com/new-bill-regulates-illegal-mining.html
https://www.abc.net.au/news/rural/programs/landline/2023-11-19/illegal-fishing:-fighting-illegal-fishing-in/103124062
https://www.abc.net.au/news/rural/programs/landline/2023-11-19/illegal-fishing:-fighting-illegal-fishing-in/103124062
https://www.sustainability-times.com/environmental-protection/half-of-the-caviar-from-sturgeon-in-the-eu-comes-from-illegal-sources/
https://www.sustainability-times.com/environmental-protection/half-of-the-caviar-from-sturgeon-in-the-eu-comes-from-illegal-sources/
https://www.newsweek.com/china-fishing-fleet-industry-environment-forced-labor-1844620
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PROGRAM ON CYBER SECURITY STUDIES (PCSS)

INTERNET GOVERNANCE

Belarus Internet Governance Forum: No Civil Society Dialogue from Behind Bars
Anastasiya Zhyrmon – Tech Policy Press: 29 November 2023
The forum took place in Minsk under the tagline of “open dialogue on the development of 
Bynet.” Bynet is Belarus’ “national internet” — and the use of the term was the conference’s first 
major red flag. 

https://techpolicy.press/belarus-internet-governance-forum-no-civil-society-dialogue-from-behind-bars/ 

For more on this theme:
(Global) United Nations creates advisory body to address AI governance
https://www.reuters.com/technology/united-nations-creates-advisory-body-address-ai-gover-
nance-2023-10-26/

(Global) The Chaos at OpenAI is a Death Knell for AI Self-Regulation
https://www.lawfaremedia.org/article/the-chaos-at-openai-is-a-death-knell-for-ai-self-regulation

(Global) The AI Governance Challenge
https://www.spglobal.com/en/research-insights/featured/special-editorial/the-ai-governance-challenge

INTERNET FREEDOM

Be Alert — Russia May Be Coming to Get You
Andrei Soldatov and Irina Borogan – CEPA: 29 November 2023
Russian internet censorship took a significant step by putting Meta spokesperson Andy Stone 
on a wanted list for alleged extremism.

https://cepa.org/article/be-alert-russia-may-be-coming-to-get-you/

For more on this theme:
(Global) New Digital Dilemmas: Resisting Autocrats, Navigating Geopolitics,            
Confronting Platforms
https://carnegieendowment.org/2023/11/29/new-digital-dilemmas-resisting-autocrats-navigating-geo-
politics-confronting-platforms-pub-91024

(EU, Iran) Upholding Internet Freedom as Part of the EU’s Iran Policy
https://carnegieeurope.eu/2023/11/29/upholding-internet-freedom-as-part-of-eu-s-iran-policy-
pub-91091

(Russia) How one Russian nonprofit is trying to crack through the Kremlin’s                
censorship wall
https://therecord.media/roskomsvoboda-russia-internet-freedom-censorship

https://techpolicy.press/belarus-internet-governance-forum-no-civil-society-dialogue-from-behind-bars/
https://www.reuters.com/technology/united-nations-creates-advisory-body-address-ai-governance-2023-10-26/
https://www.reuters.com/technology/united-nations-creates-advisory-body-address-ai-governance-2023-10-26/
https://www.lawfaremedia.org/article/the-chaos-at-openai-is-a-death-knell-for-ai-self-regulation
https://www.spglobal.com/en/research-insights/featured/special-editorial/the-ai-governance-challenge
https://cepa.org/article/be-alert-russia-may-be-coming-to-get-you/
https://carnegieendowment.org/2023/11/29/new-digital-dilemmas-resisting-autocrats-navigating-geopolitics-confronting-platforms-pub-91024
https://carnegieendowment.org/2023/11/29/new-digital-dilemmas-resisting-autocrats-navigating-geopolitics-confronting-platforms-pub-91024
https://carnegieeurope.eu/2023/11/29/upholding-internet-freedom-as-part-of-eu-s-iran-policy-pub-91091
https://carnegieeurope.eu/2023/11/29/upholding-internet-freedom-as-part-of-eu-s-iran-policy-pub-91091
https://therecord.media/roskomsvoboda-russia-internet-freedom-censorship
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CYBERATTACKS

LockBit claims cyberattack on India’s national aerospace lab
Jagmeet Singh – TechCrunch: 28 November 2023
The notorious ransomware gang LockBit has claimed responsibility for a cyberattack targeting 
India’s state-owned aerospace research lab.

https://techcrunch.com/2023/11/28/lockbit-india-national-aerospace-laboratories-ransomware-attack/

For more on this theme:
(Canada) Personal info of Canadian Armed Forces, RCMP stolen in cyberattack
https://therecord.media/canadian-govt-armed-forces-rcmp-cyber

(Global) Shadowy Hack-for-Hire Group Behind Sprawling Web of Global Cyberattacks
https://www.darkreading.com/attacks-breaches/hack-for-hire-group-sprawling-web-global-cyberattacks

(Australia) Australia Unveils Cybersecurity Ramp Up After Port Cyberattack
https://finance.yahoo.com/news/australia-unveils-cybersecurity-ramp-port-003000904.html

CYBER STRATEGY AND RISKS

Evolving China-based cyberwarfare demands greater regional resilience
Tim Wellsmore – The Strategist: 30 November 2023
In a speech at the Shangri-La Dialogue, Australian Prime Minister Anthony Albanese set out a 
balanced approach to handling China’s aggressive regional expansion: “Australia’s goal is not             
to prepare for war,” he said, “but to prevent it through deterrence and reassurance and building            
resilience in the region.”

https://www.aspistrategist.org.au/evolving-china-based-cyberwarfare-demands-greater-regional-resilience/

For more on this theme:
(Brazil) Brazil’s Bridges to the Future: How the Country Is Building Digital Infrastructure
https://carnegieindia.org/2023/11/15/brazil-s-bridges-to-future-how-country-is-building-digital-infrastruc-
ture-pub-91009

(Australia) New cyber policy to harden defences against our ‘fastest growing threat’
https://theconversation.com/new-cyber-policy-to-harden-defences-against-our-fastest-growing-
threat-218255

(Global) Partnering with the Pacific to strengthen cyber resilience
https://www.aspistrategist.org.au/partnering-with-the-pacific-to-strengthen-cyber-resilience/

(Australia) Australia’s new cybersecurity strategy tackles the tough issues
https://www.aspistrategist.org.au/australias-new-cybersecurity-strategy-tackles-the-tough-issues/

https://techcrunch.com/2023/11/28/lockbit-india-national-aerospace-laboratories-ransomware-attack/
https://therecord.media/canadian-govt-armed-forces-rcmp-cyber
https://www.darkreading.com/attacks-breaches/hack-for-hire-group-sprawling-web-global-cyberattacks
https://finance.yahoo.com/news/australia-unveils-cybersecurity-ramp-port-003000904.html
https://www.aspistrategist.org.au/evolving-china-based-cyberwarfare-demands-greater-regional-resilience/
https://carnegieindia.org/2023/11/15/brazil-s-bridges-to-future-how-country-is-building-digital-infrastructure-pub-91009
https://carnegieindia.org/2023/11/15/brazil-s-bridges-to-future-how-country-is-building-digital-infrastructure-pub-91009
https://theconversation.com/new-cyber-policy-to-harden-defences-against-our-fastest-growing-threat-218255
https://theconversation.com/new-cyber-policy-to-harden-defences-against-our-fastest-growing-threat-218255
https://www.aspistrategist.org.au/partnering-with-the-pacific-to-strengthen-cyber-resilience/
https://www.aspistrategist.org.au/australias-new-cybersecurity-strategy-tackles-the-tough-issues/
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CYBERCRIME

Stemming the tide of cybercrime
Derek Manky – ITWorld Canada: 22 November 2023
Technology continues to play a significant role in accelerating cyberattacks and increasing their 
effectiveness, reflecting a global trend of cybercriminals growing in number and sophistication.

https://www.itworldcanada.com/sponsored/stemming-the-tide-of-cybercrime

For more on this theme:
(Burma, China) Myanmar Rebel Offensive Helps China’s Cybercrime Crackdown
https://www.voanews.com/a/myanmar-rebel-offensive-helps-china-s-cybercrime-crackdown/7362836.
html

(Uganda) Uganda Takes Proactive Measures Against Escalating Cybercrime Threats
https://allafrica.com/stories/202311210103.html

(India) Rising cyber crime prompts surge in cybersecurity careers
https://timesofindia.indiatimes.com/india/rising-cyber-crime-prompts-surge-in-cybersecurity-careers/
articleshow/105363450.cms?from=mdr

PROTECTION OF CRITICAL INFRASTRUCTURE

Europe’s grid is under a cyberattack deluge, industry warns
Victor Jack – Politico: 23 November 2023
“The crooks are becoming better by the day, so we need to become better by the day,”                 
says Leonhard Birnbaum, head of E.ON, which is one of the largest European utilities. 

https://www.politico.eu/article/energy-power-europe-grid-is-under-a-cyberattack-deluge-industry-warns/

For more on this theme:
(U.S.) North American grid regulator tests physical, cyber security preparedness
https://www.reuters.com/business/energy/north-american-grid-regulator-tests-physical-cyber-securi-
ty-preparedness-2023-11-16/

(Japan) Japan space agency hit with cyberattack, rocket and satellite info                   
not accessed
https://www.reuters.com/technology/cybersecurity/japan-space-agency-hit-with-cyberattack-this-sum-
mer-media-2023-11-29/

(U.S.) Cyberattack on Pennsylvania Water Authority Disrupts OT Gear
https://www.darkreading.com/cyberattacks-data-breaches/iranian-linked-cyber-group-targets-pennsylva-
nia-water-authority 

(U.S.) North Texas Municipal Water District suffers cyberattack
https://statescoop.com/north-texas-municipal-water-district-suffers-cyberattack/

(Slovenia) Cyberattack hits Slovenia’s largest power utility
https://cybernews.com/news/cyberattack-slovenia-hse-power-utility/

 

https://www.itworldcanada.com/sponsored/stemming-the-tide-of-cybercrime
https://www.voanews.com/a/myanmar-rebel-offensive-helps-china-s-cybercrime-crackdown/7362836.html
https://www.voanews.com/a/myanmar-rebel-offensive-helps-china-s-cybercrime-crackdown/7362836.html
https://allafrica.com/stories/202311210103.html
https://timesofindia.indiatimes.com/india/rising-cyber-crime-prompts-surge-in-cybersecurity-careers/articleshow/105363450.cms?from=mdr
https://timesofindia.indiatimes.com/india/rising-cyber-crime-prompts-surge-in-cybersecurity-careers/articleshow/105363450.cms?from=mdr
https://www.politico.eu/article/energy-power-europe-grid-is-under-a-cyberattack-deluge-industry-warns/
https://www.reuters.com/business/energy/north-american-grid-regulator-tests-physical-cyber-security-preparedness-2023-11-16/
https://www.reuters.com/business/energy/north-american-grid-regulator-tests-physical-cyber-security-preparedness-2023-11-16/
https://www.reuters.com/technology/cybersecurity/japan-space-agency-hit-with-cyberattack-this-summer-media-2023-11-29/
https://www.reuters.com/technology/cybersecurity/japan-space-agency-hit-with-cyberattack-this-summer-media-2023-11-29/
https://www.darkreading.com/cyberattacks-data-breaches/iranian-linked-cyber-group-targets-pennsylvania-water-authority
https://www.darkreading.com/cyberattacks-data-breaches/iranian-linked-cyber-group-targets-pennsylvania-water-authority
https://statescoop.com/north-texas-municipal-water-district-suffers-cyberattack/
https://cybernews.com/news/cyberattack-slovenia-hse-power-utility/
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PROGRAM ON TERRORISM AND SECURITY STUDIES (PTSS)

TERRORISM AROUND THE WORLD

Reevaluating the Threat: Terrorism in Latin America
Benjamin Jaimes – Global Americans: 24 November 2023
From money laundering to drug trafficking to Iran-sponsored propaganda, Latin American          
governments should be aware of the presence of supporters of political extremism and terrorism 
now more than ever.

https://theglobalamericans.org/2023/11/reevaluating-the-threat-terrorism-in-latin-america/

From Expeditionary to Inspired: Situating External Operations within the Islamic State’s 
Insurgency Method
Haroro J. Ingram and Andrew Mines – ICCT: 23 November 2023
Recent assessments of the global jihadist milieu have identified the Islamic State group’s                 
Afghanistan affiliate as the most concerning one for engaging in transnational external                   
operations.

https://www.icct.nl/publication/expeditionary-inspired-situating-external-operations-within-islam-
ic-states-insurgency

For more on this theme:
Hostage crisis in Gaza draws attention to scourge of kidnappings in Africa’s Sahel
https://www.arabnews.com/node/2413601/world 

US will be forced to curtail crypto if industry fails to act on illicit finance threats – 
official
https://www.reuters.com/technology/cybersecurity/us-will-be-forced-curtail-crypto-if-industry-fails-act-il-
licit-finance-threats-2023-11-29/ 

Analysts warn that Pakistan’s anti-migrant crackdown risks radicalizing                        
deported Afghans
https://apnews.com/article/pakistan-afghanistan-deportation-migrants-radicalisation-ebc5a62fd-
8d38a127ef46d60dcb1baae

This New Tool Aims to Keep Terrorism Content Off the Internet
https://www.wired.com/story/altitude-terrorism-content-removal-tool/

EU Authorities Step Up Efforts to Combat Terrorism through Information Sharing
https://complyadvantage.com/insights/eu-authorities-step-up-efforts-to-combat-terrorism-through-infor-
mation-sharing/

Here’s How Violent Extremists Are Exploiting Generative AI Tools
https://www.wired.com/story/generative-ai-terrorism-content/

New report shines a light on the scope and scale of teenage terrorism offenders           
for the first time
https://phys.org/news/2023-11-scope-scale-teenage-terrorism.html

https://theglobalamericans.org/2023/11/reevaluating-the-threat-terrorism-in-latin-america/
https://www.icct.nl/publication/expeditionary-inspired-situating-external-operations-within-islamic-states-insurgency
https://www.icct.nl/publication/expeditionary-inspired-situating-external-operations-within-islamic-states-insurgency
https://www.arabnews.com/node/2413601/world
https://www.reuters.com/technology/cybersecurity/us-will-be-forced-curtail-crypto-if-industry-fails-act-illicit-finance-threats-2023-11-29/
https://www.reuters.com/technology/cybersecurity/us-will-be-forced-curtail-crypto-if-industry-fails-act-illicit-finance-threats-2023-11-29/
https://apnews.com/article/pakistan-afghanistan-deportation-migrants-radicalisation-ebc5a62fd8d38a127ef46d60dcb1baae
https://apnews.com/article/pakistan-afghanistan-deportation-migrants-radicalisation-ebc5a62fd8d38a127ef46d60dcb1baae
https://www.wired.com/story/altitude-terrorism-content-removal-tool/
https://complyadvantage.com/insights/eu-authorities-step-up-efforts-to-combat-terrorism-through-information-sharing/
https://complyadvantage.com/insights/eu-authorities-step-up-efforts-to-combat-terrorism-through-information-sharing/
https://www.wired.com/story/generative-ai-terrorism-content/
https://phys.org/news/2023-11-scope-scale-teenage-terrorism.html
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For more on this theme:
Ortega Gives Refuge to Narcotraffickers, Terrorists
https://dialogo-americas.com/articles/ortega-gives-refuge-to-narcotraffickers-terrorists/

Perspective – Send in the Robots: Counter-Terrorism Response and Emerging           
Drone Technology
https://smallwarsjournal.com/jrnl/art/perspective-send-robots-counter-terrorism-response-and-emerg-
ing-drone-technology

Brief: Window of Opportunity for Peace Between ISGS and JNIM Closes
https://jamestown.org/program/brief-window-of-opportunity-for-peace-between-isgs-and-jnim-closes/

Iraq’s Kataeb Hezbollah says attacks aim to ‘drain’ US, sanctions ‘ridiculous’
https://www.reuters.com/world/middle-east/iraqs-kataeb-hezbollah-says-attacks-aim-drain-us-sanc-
tions-ridiculous-2023-11-18/

The Gangster and the Bride: The Framing of Femininity and Masculinity in News 
Coverage of Jihadist Terrorism
https://gnet-research.org/2023/11/20/the-gangster-and-the-bride-the-framing-of-femininity-and-mas-
culinity-in-news-coverage-of-jihadist-terrorism/

Why cheap drones pose a significant chemical terrorism threat
https://thebulletin.org/2023/11/why-cheap-drones-pose-a-significant-chemical-terrorism-threat/

Binance Was Used to Funnel Money to Hamas, Other Militant Groups
https://news.bloomberglaw.com/daily-labor-report/hamas-use-of-binance-cited-in-4-3-billion-settle-
ment-with-us

EU Tightening Border Controls To Curb Terrorism & Migration
https://themorningnews.com/news/2023/11/25/eu-tightening-border-controls-to-curb-terrorism-migra-
tion/

Introduction to Monitoring and Evaluation in the CT and P/CVE field
https://www.icct.nl/publication/introduction-monitoring-and-evaluation-ct-and-pcve-field

Gender Dynamics and Online Spaces: The Case of the Islamic State
https://gnet-research.org/2023/11/29/gender-dynamics-and-online-spaces-the-case-of-the-islamic-
state/

The Wagner Group is Entering Its Terrorism Era
https://gnet-research.org/2023/11/22/the-wagner-group-is-entering-its-terrorism-era/

Regional Security Analysts Say Africa at Risk of Drone Terrorism
https://www.voanews.com/a/regional-security-analysts-say-africa-at-risk-of-drone-terrorism-/7366009.
html

Mapping the Tehreek-e-Taliban Pakistan’s Resurgence
https://capsindia.org/mapping-the-tehreek-e-taliban-pakistans-resurgence/

https://dialogo-americas.com/articles/ortega-gives-refuge-to-narcotraffickers-terrorists/
https://smallwarsjournal.com/jrnl/art/perspective-send-robots-counter-terrorism-response-and-emerging-drone-technology
https://smallwarsjournal.com/jrnl/art/perspective-send-robots-counter-terrorism-response-and-emerging-drone-technology
https://jamestown.org/program/brief-window-of-opportunity-for-peace-between-isgs-and-jnim-closes/
https://www.reuters.com/world/middle-east/iraqs-kataeb-hezbollah-says-attacks-aim-drain-us-sanctions-ridiculous-2023-11-18/
https://www.reuters.com/world/middle-east/iraqs-kataeb-hezbollah-says-attacks-aim-drain-us-sanctions-ridiculous-2023-11-18/
https://gnet-research.org/2023/11/20/the-gangster-and-the-bride-the-framing-of-femininity-and-masculinity-in-news-coverage-of-jihadist-terrorism/
https://gnet-research.org/2023/11/20/the-gangster-and-the-bride-the-framing-of-femininity-and-masculinity-in-news-coverage-of-jihadist-terrorism/
https://thebulletin.org/2023/11/why-cheap-drones-pose-a-significant-chemical-terrorism-threat/
https://news.bloomberglaw.com/daily-labor-report/hamas-use-of-binance-cited-in-4-3-billion-settlement-with-us
https://news.bloomberglaw.com/daily-labor-report/hamas-use-of-binance-cited-in-4-3-billion-settlement-with-us
https://themorningnews.com/news/2023/11/25/eu-tightening-border-controls-to-curb-terrorism-migration/
https://themorningnews.com/news/2023/11/25/eu-tightening-border-controls-to-curb-terrorism-migration/
https://www.icct.nl/publication/introduction-monitoring-and-evaluation-ct-and-pcve-field
https://gnet-research.org/2023/11/29/gender-dynamics-and-online-spaces-the-case-of-the-islamic-state/
https://gnet-research.org/2023/11/29/gender-dynamics-and-online-spaces-the-case-of-the-islamic-state/
https://gnet-research.org/2023/11/22/the-wagner-group-is-entering-its-terrorism-era/
https://www.voanews.com/a/regional-security-analysts-say-africa-at-risk-of-drone-terrorism-/7366009.html
https://www.voanews.com/a/regional-security-analysts-say-africa-at-risk-of-drone-terrorism-/7366009.html
https://capsindia.org/mapping-the-tehreek-e-taliban-pakistans-resurgence/
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Why a “Day After” Plan in the Israel-Hamas War Is Unlikely
David Ottaway – Wilson Center: 28 November 2023
Uncertainty surrounds the resumption of peace talks, with elections in Israel, the Palestinian 
Authority and the United States potentially affecting the situation. The question of who rules 
Gaza and who speaks for the Palestinians may remain unanswered for years.

https://www.wilsoncenter.org/article/why-day-after-plan-israel-hamas-war-unlikely

For more on this theme:
The Beginning of a New Wave? The Hamas-Israel War and the Terror Threat                      
in the West
https://ctc.westpoint.edu/the-beginning-of-a-new-wave-the-hamas-israel-war-and-the-terror-threat-in-
the-west/

Texts or Praxes: How Do We Best Understand Hamas and Palestinian Islamic Jihad 
After October 7?
https://ctc.westpoint.edu/texts-or-praxes-how-do-we-best-understand-hamas-and-palestinian-islamic-ji-
had-after-october-7/

The Gaza War and the Rest of the World
https://carnegie-mec.org/2023/11/24/gaza-war-and-rest-of-world-pub-91106 

The Israel-Hamas war has upended the terrorist threat matrix
https://thehill.com/opinion/national-security/4321121-the-israel-hamas-war-has-upended-the-terror-
ist-threat-matrix/

The false choice between Palestinian and Jewish liberation
https://www.aspistrategist.org.au/the-false-choice-between-palestinian-and-jewish-liberation/

Amid Israel-Hamas conflict, ‘information war’ plays out on social media, experts say
https://abcnews.go.com/International/social-media-information-war-israel-hamas-conflict/sto-
ry?id=104845039

The secretive, shadowy Hamas leader who is Israel’s top target in Gaza
https://www.smh.com.au/world/middle-east/the-secretive-shadowy-hamas-leader-who-is-israel-s-top-tar-
get-in-gaza-20231123-p5emfb.html

Israel-Hamas war opens up German debate over meaning of ‘Never again’
https://www.theguardian.com/world/2023/nov/22/israel-hamas-war-opens-up-german-debate-over-
meaning-of-never-again

Israel-Hamas 2023 Symposium – Cyberspace – the Hidden Aspect of the Conflict
https://lieber.westpoint.edu/cyberspace-hidden-aspect-conflict/

Israel-Hamas 2023 Symposium – The Law of Truce
https://lieber.westpoint.edu/law-of-truce/

Saudi Arabia Offers Iran Investment to Blunt Gaza War
https://www.bloomberg.com/news/articles/2023-11-29/iran-saudi-proposals-seek-to-deescalate-ten-
sions-amid-israel-hamas-war

https://www.wilsoncenter.org/article/why-day-after-plan-israel-hamas-war-unlikely
https://ctc.westpoint.edu/the-beginning-of-a-new-wave-the-hamas-israel-war-and-the-terror-threat-in-the-west/
https://ctc.westpoint.edu/the-beginning-of-a-new-wave-the-hamas-israel-war-and-the-terror-threat-in-the-west/
https://ctc.westpoint.edu/texts-or-praxes-how-do-we-best-understand-hamas-and-palestinian-islamic-jihad-after-october-7/
https://ctc.westpoint.edu/texts-or-praxes-how-do-we-best-understand-hamas-and-palestinian-islamic-jihad-after-october-7/
https://carnegie-mec.org/2023/11/24/gaza-war-and-rest-of-world-pub-91106
https://thehill.com/opinion/national-security/4321121-the-israel-hamas-war-has-upended-the-terrorist-threat-matrix/
https://thehill.com/opinion/national-security/4321121-the-israel-hamas-war-has-upended-the-terrorist-threat-matrix/
https://www.aspistrategist.org.au/the-false-choice-between-palestinian-and-jewish-liberation/
https://abcnews.go.com/International/social-media-information-war-israel-hamas-conflict/story?id=104845039
https://abcnews.go.com/International/social-media-information-war-israel-hamas-conflict/story?id=104845039
https://www.smh.com.au/world/middle-east/the-secretive-shadowy-hamas-leader-who-is-israel-s-top-target-in-gaza-20231123-p5emfb.html
https://www.smh.com.au/world/middle-east/the-secretive-shadowy-hamas-leader-who-is-israel-s-top-target-in-gaza-20231123-p5emfb.html
https://www.theguardian.com/world/2023/nov/22/israel-hamas-war-opens-up-german-debate-over-meaning-of-never-again
https://www.theguardian.com/world/2023/nov/22/israel-hamas-war-opens-up-german-debate-over-meaning-of-never-again
https://lieber.westpoint.edu/cyberspace-hidden-aspect-conflict/
https://lieber.westpoint.edu/law-of-truce/
https://www.bloomberg.com/news/articles/2023-11-29/iran-saudi-proposals-seek-to-deescalate-tensions-amid-israel-hamas-war
https://www.bloomberg.com/news/articles/2023-11-29/iran-saudi-proposals-seek-to-deescalate-tensions-amid-israel-hamas-war


Return to Table of Contents11

ISRAEL/HAMAS

For more on this theme:
Gaza’s economy is in ruins as Israel-Hamas war sets development back decades
https://www.cnbc.com/2023/11/24/israel-hamas-war-sets-gazas-development-back-by-nearly-two-decades.
html

Ceasefire isn’t the answer: Palestinian peace activist weighs in on the Israel-Hamas war
https://nationalpost.com/news/world/israel-middle-east/palestinian-peace-activist-on-israel-hamas-war

Why is Latin America so pro-Palestine?
https://www.newarab.com/analysis/why-latin-america-so-pro-palestine 

The controversial phrase “from the river to sea,” explained
https://www.vox.com/world-politics/23972967/river-to-sea-palestine-israel-hamas 

Israel must act ‘in accordance with the laws of war’, Blinken says in Tel Aviv
https://www.france24.com/en/middle-east/20231130-%F0%9F%94%B4-live-talks-intensify-as-end-of-isra-
el-hamas-truce-nears

Why Asian Countries Are Keeping a Low Profile in the Israel-Hamas War
https://thediplomat.com/2023/11/why-asian-countries-are-keeping-a-low-profile-in-the-israel-hamas-war/

Former State Dept. official on what’s next in Israel-Hamas conflict
https://www.pbs.org/newshour/show/former-state-dept-official-on-whats-next-in-israel-hamas-conflict

The path to peace in Gaza lies in defeating Hamas
https://www.aspistrategist.org.au/the-path-to-peace-in-gaza-lies-in-defeating-hamas/

Focus: New crypto front emerges in Israel’s militant financing fight
https://www.reuters.com/world/middle-east/new-crypto-front-emerges-israels-militant-financ-
ing-fight-2023-11-27/

Iran’s top diplomat discusses Israel’s war in Gaza with Hezbollah leader
https://www.aljazeera.com/news/2023/11/23/irans-top-diplomat-discusses-israels-war-in-gaza-with-hezbol-
lah-leader 

Russia’s Wagner to Offer Air Defense to Hezbollah or Iran: US
https://www.thedefensepost.com/2023/11/22/wagner-air-defense-hezbollah-iran/

Unit 910: Hezbollah’s Covert Action Unit
https://greydynamics.com/unit-910-hezbollahs-covert-action-unit/ 

Hamas’s position is stronger than many think
https://www.lowyinstitute.org/the-interpreter/hamas-s-position-stronger-many-think 

A former CIA Officer’s take on War in the Middle East and the Growing Global Challenge
https://www.thecipherbrief.com/column_article/a-former-cia-officers-take-on-war-in-the-middle-east-and-the-
growing-global-challenge 

The Road to October 7: Hamas’ Long Game, Clarified
https://ctc.westpoint.edu/the-road-to-october-7-hamas-long-game-clarified/ 

https://www.cnbc.com/2023/11/24/israel-hamas-war-sets-gazas-development-back-by-nearly-two-decades.html
https://www.cnbc.com/2023/11/24/israel-hamas-war-sets-gazas-development-back-by-nearly-two-decades.html
https://nationalpost.com/news/world/israel-middle-east/palestinian-peace-activist-on-israel-hamas-war
https://www.newarab.com/analysis/why-latin-america-so-pro-palestine
https://www.vox.com/world-politics/23972967/river-to-sea-palestine-israel-hamas
https://www.france24.com/en/middle-east/20231130-%F0%9F%94%B4-live-talks-intensify-as-end-of-israel-hamas-truce-nears
https://www.france24.com/en/middle-east/20231130-%F0%9F%94%B4-live-talks-intensify-as-end-of-israel-hamas-truce-nears
https://thediplomat.com/2023/11/why-asian-countries-are-keeping-a-low-profile-in-the-israel-hamas-war/
https://www.pbs.org/newshour/show/former-state-dept-official-on-whats-next-in-israel-hamas-conflict
https://www.aspistrategist.org.au/the-path-to-peace-in-gaza-lies-in-defeating-hamas/
https://www.reuters.com/world/middle-east/new-crypto-front-emerges-israels-militant-financing-fight-2023-11-27/
https://www.reuters.com/world/middle-east/new-crypto-front-emerges-israels-militant-financing-fight-2023-11-27/
https://www.aljazeera.com/news/2023/11/23/irans-top-diplomat-discusses-israels-war-in-gaza-with-hezbollah-leader
https://www.aljazeera.com/news/2023/11/23/irans-top-diplomat-discusses-israels-war-in-gaza-with-hezbollah-leader
https://www.thedefensepost.com/2023/11/22/wagner-air-defense-hezbollah-iran/
https://greydynamics.com/unit-910-hezbollahs-covert-action-unit/
https://www.lowyinstitute.org/the-interpreter/hamas-s-position-stronger-many-think
https://www.thecipherbrief.com/column_article/a-former-cia-officers-take-on-war-in-the-middle-east-and-the-growing-global-challenge
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https://ctc.westpoint.edu/the-road-to-october-7-hamas-long-game-clarified/
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For more on this theme:	
How to End the Civil War in Israel-Palestine
https://www.lawfaremedia.org/article/how-to-end-the-civil-war-in-israel-palestine

Corrupt, discredited: could a reformed Palestinian Authority run Gaza?
https://www.theguardian.com/world/2023/nov/27/corrupt-discredited-could-a-reformed-palestinian-authori-
ty-run-gaza

Gazans’ Pre-War Views of Hamas
https://www.wilsoncenter.org/blog-post/gazans-pre-war-views-hamas

Narrative warfare: How disinformation shapes the Israeli-Hamas conflict — and millions 
of minds
https://thebulletin.org/2023/11/narrative-warfare-how-disinformation-shapes-the-israeli-hamas-con-
flict-and-millions-of-minds/

Hezbollah politician hopes truce will continue
https://www.reuters.com/world/middle-east/hezbollah-politician-hopes-truce-will-continue-2023-11-28/

Feature – Gaza’s tech ‘window to the world’ shattered by Israel-Hamas war
https://jp.reuters.com/article/israel-palestinians-tech/feature-gazas-tech-window-to-the-world-shattered-by-
israel-hamas-war-idINL8N3CO1ZB

Next phase of Gaza war risks unprecedented humanitarian crisis
https://www.theguardian.com/world/2023/nov/29/next-phase-of-gaza-war-risks-unprecedented-humanitari-
an-crisis

On GPS: How will the Israel-Hamas war end?
https://www.cnn.com/videos/world/2023/11/26/gps-1126-netanyahu-and-biden-on-israel-hamas-war.cnn

How Hamas built a force to attack Israel on 7 October
https://www.bbc.com/news/world-middle-east-67480680

Netanyahu’s two-front war against Hamas and for his own political survival
https://www.reuters.com/world/middle-east/netanyahus-two-front-war-against-hamas-his-own-political-surviv-
al-2023-11-27/

Gaza has become a moonscape in war. When the battles stop, many fear it will             
remain uninhabitable
https://apnews.com/article/palestinians-gaza-israel-bombing-destruction-hamas-reconstruction-f299a-
28410b70ee05dd764df97d8d3a0

What Was Hamas Thinking?
https://foreignpolicy.com/2023/11/22/hamas-gaza-israel-netanyahu-palestine-apartheid-containment-resis-
tance/ 

The war in Gaza and China’s pivot to the Middle East
https://redanalysis.org/2023/11/22/the-war-in-gaza-and-chinas-pivot-to-the-middle-east/ 

https://www.lawfaremedia.org/article/how-to-end-the-civil-war-in-israel-palestine
https://www.theguardian.com/world/2023/nov/27/corrupt-discredited-could-a-reformed-palestinian-authority-run-gaza
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https://foreignpolicy.com/2023/11/22/hamas-gaza-israel-netanyahu-palestine-apartheid-containment-resistance/
https://foreignpolicy.com/2023/11/22/hamas-gaza-israel-netanyahu-palestine-apartheid-containment-resistance/
https://redanalysis.org/2023/11/22/the-war-in-gaza-and-chinas-pivot-to-the-middle-east/
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For more on this theme:	
Drastic Increase In Anti-Semitism In The World – Analysis
https://www.eurasiareview.com/24112023-drastic-increase-in-anti-semitism-in-the-world-analysis/ 

Hamas: The Origins And Rise Of The Radical Palestinian Movement (Part I) – Analysis
https://www.eurasiareview.com/27112023-hamas-the-origins-and-rise-of-the-radical-palestinian-movement-
part-i-analysis/ 

Israel likens Hamas to the Islamic State group. But the comparison misses the mark       
in key ways
https://apnews.com/article/israel-hamas-gaza-war-islamic-state-group-29e59446a42d077323a3a21612
7c4978

Israel-Hamas conflict is the West’s war too
https://www.politico.eu/article/this-is-the-wests-war-too/

Gaza war increases risk of Islamist attacks in Europe, security officials say
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IntelBrief: Pre-Conflict Trends in Middle East Likely to Endure After Israel-Hamas War
Soufan Center: 29 November 2023
Many global diplomats and strategists have assessed that the war might produce profound and lasting 
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